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	Name
	Idx #
	Category
	Pg.
	Sub-clause
	Line #
	Comment
	Proposed Change

	Li-Hsiang Sun
	12
	Technical
	35
	10.35.3.3
	24
	For 1 to many case using CAP, What is IdentityResolvingKey used in ADV_POLL and ADV_RESP?
How does initiator selects one of the responders if all their RPA hash the same (corresponding to the RPA hash of ADV_POLL)? 
	clarify the addressing in this case

	Li-Hsiang Sun
	27
	Technical
	59
	10.35.9.11
	7
	Not sure what are the Responder Address when RPA is used
	as in comment
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Discussion: Agree that we need to clearly define the Responder Address calculation and clarify the existing subsection on private address calculation. Rojan: 1) ADV-CONF is ambiguously used for P2P and O2M => needs distinction in text. 2) ADV-RESP's RPA_hash == ADV_CONF's Responder Address (same RPA_prand taken from preceding ADV-POLL).
Proposed resolution: Revise. Change p.49, l. 13-32, subsection 10.35.9.2.1 as follows:
10.35.9.2.1 Private addresses

To impede tracking of MMS ranging devices’HRP-ARDEVs, resolvable private addresses (RPA)s are used by initiator and responder devices. To generate its a private address, every device shall be equipped withuse a 128-bit identity resolving key (IRK) and every initiator shall be equipped with a cryptographically secure pseudo random number generator (CSPRNG). The initiator shall generate and communicate a 3-octet output RPA_prand of the CSPRNG in the ADV-POLL message during session initialization (10.35.3.2) and in the POLL (or POLL one-to-many) message during the ranging control phase (10.35.4).first message of every ranging block (in the POLL message).

A device’s 3-octet RPA_hash is then computed using its ownan IRK and the initiator’s RPA_prand as follows:

RPA_hash = AES-128-ECB(key=IdentityResolvingKey, data=RPA_prand]) % 224

where AES-128-ECB is defined in [2] (using MSB-wise zero-padded inputs) and % is the integer modulo operator. RPA_hash shall then be used by the device as it’s source RPA for its own packet transmissions.

In order to resolve an RPA of an incoming packet the receiving device shall compute RPA_hash using the IRK of an assumed sender device and the RPA_prand communicated by the initiator at the beginning of the ranging block. If the result of the computation matches the received RPA, the incoming packet shall be marked as resolved. Otherwise, the incoming packet shall be marked as unresolved. If marked unresolved, the receiving device should may retry recompute the RPA_hash using additional other possible IRKs from further possible sender device’s until the incoming packet is marked as resolved, or the receiving device’s list of assumed senderpossible IRKs is exhausted.

The generation and mutual exchange of IRKs among initiator(s) and responder(s) is out of scope of this standard and may be conducted using higher layer methods. Note that devices may carry multiple IRKs to, e.g., assert privacy among multiple responders and/or ranging sessions. Again, methods for association and assignment of IRKs is not defined in this standard, but may be carried out using higher layer methods.

Change in subsection "10.35.9.4 ADV-POLL" on p.54, l. 7 as follows:
The RPA Pprand field shall be set as specified in 10.35.9.2.1. During initialisation phase, the value of RPA_prand as conveyed in this message shall be used to compute RPA_hash in all following messages, until the initiator transmits another ADV-POLL message.
Change in subsection "10.35.9.7 POLL" on p.56, l. 16 as follows:
The RPA Hash and RPA Prand fields shall be set as specified in 10.35.9.2.1. In the scope of a ranging round, the value of RPA_prand as conveyed in this message shall be used to compute RPA_hash in all following messages, until the initiator transmits another POLL or POLL (One-to-many) message.
Change in subsection "10.35.9.11 ADV-CONF" on p.59, l. 5 as follows:
The RPA H_hash field shall be set as specified in 10.35.9.2.1. Note that if Message Content contains one or more Responder Address fields, each Responder Address in Message Content shall represent an eligible responder's RPA hash generated using the initiator's RPA_prand from the preceding ADV-POLL message along with that responder's IRK.
Change in subsection "10.35.9.12 POLL (One-to-many)" on p.59, l. 14-15 as follows:
	Octets: 3
	3
	1
	variable

	RPA_hash
	RPA_prand
	Message Control
	Message Content


Figure 55—One-to-many POLL Compact Message
The RPA H_hash and RPA P_prand fields shall be set as specified in 10.35.9.2.1. Note that if Message Content contains one or more Responder Address fields, each Responder Address in Message Content shall represent an eligible responder's RPA hash generated using the RPA_prand as conveyed in this message along with that responder's IRK.




	1	 
image1.png
S0 ®muous wN

IEEE P802.15 4ab/D (pre-ballot) B, September 2023

10.35.3.2.1 Initialization configuration

The channel used for transmissions during the initialization phase is specified by the
macMmsNbInitChannel attribute, which may be changed prior to initialization.

Channel access during initialization phase shall be conducted using back-to-back transmission slots with no
IFS between slots. Packet transmissions shall start at the beginning of an initialization slot only. The
macMmsNbInitSlotDuration attribute specifies the initialization slot duration. The default value may be
changed by the next higher prior to use or via the first messages accessing the initialization channel (ADV-
POLL, PUBLIC-ADV-POLL).

The slot used during first initialization channel access is initialization slot zero, with the slot number
incrementing as each slot time passes, independently of whether the slot is used.

10.35.3.3 Contention based initialization setup handshake

Contention based initialization and setup may be used for one-to-one ranging or one-to-many ranging. In
the contention-based initialization and setup phase, the initiator sends an ADV-POLL message to one or
more intended responders opportunistically at times and intervals as deemed suitable for the higher layer
functionality to be supported. The ADV-POLL message sets the number of slots for contention access
period (CAP) starting from the end of the ADV-POLL message. The CAP consists of multiple initialization
slots with the initialization slot duration specified in the ADV-POLL message. After transmitting the ADV-
POLL message, the initiator shall listen for one or more incoming ADV-RESP messages in the subsequent
CAP.

Upon the reception of the ADV-POLL message any intended responder with the intention to start a ranging
session with the initiator shall randomly select one of the initialization slots in the CAP and transmit an
ADV-RESP message at the beginning of the selected initialization slot. Once the CAP has ended, each
responder that has transmitted the ADV-RESP message shall listen for an ADV-CONF or SOR message.

Upon receipt of one or more ADV-RESP messages in the CAP, if the initiator intends for one-to-one
ranging, the initiator should select one of the responders from which the initiator has received the ADV-
RESP message in the CAP. If the initiator intends for one-to-many ranging, the initiator should select two
or more of the responders from which the initiator has received the ADV-RESP messages in the CAP.

If only a single responder is selected and the coordination is inactive, the initiator shall send an SOR
message to the selected responder in the initialization slot following the CAP. The SOR message indicates
the corresponding ranging configurations and the time offset between the start of the SOR message and the
beginning of the first ranging block.

If only a single responder is selected and the coordination is active, the initiator should send an ADV-
CONF message to the selected responder in the initialization slot following the CAP to indicate the time
offset between the start of the ADV-CONF message and the start of a following SOR message, during
which the initiator may attempt to capture the acquisition packets transmitted by other initiators on the
initialization channel in NB and/or the default channel in UWB. Then the initiator should send the SOR
message o the selected responder at the time indicated in the preceding ADV-CONF message. The SOR
message specifies the corresponding ranging configurations and the time offset between the start of the
SOR message and the beginning of the first ranging block.

If two or more responders are selected, the initiator shall send an ADV-CONF message indicating the
selected responders and the time offset between the start of the ADV-CONF message and the beginning of
the separate SOR messages that will be sent to each of the selected responders. During the minimum of all
the time offsets, the initiator may attempt to capture the acquisition packets transmitted by other initiators
on the initialization channel in NB and/or the default channel in UWB. Then the initiator should send SOR
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10.35.9.11 ADV-CONF

This is the advertising confirmation message used by the initiator during the initialization phase. The
ADV-CONF message shall be formatted as shown in figxxxx.

Octets: 3 1 variable

Message Message

RPA hash Control Content

Figure 54—ADV-CONF Compact Message
The RPA Hash field shall be set as specified in 10.35.9.2.1.

MessageControl=0x00: MessageContent={ SOR Time Offset [4]}

MessageControl=0x20: MessageContent={ Number of Responders [1], List of {Responder Address [3],
SOR Time Offset [4]}}

10.35.9.12 POLL (One-to-many)

The one-to-many poll message is sent by the initiator during the control phase in one-to-many MMS
ranging, this message serves to enable carrier coherent transmissions from the initiator to the responder

devices and may also convey short term operating parameters. The POLL message shall be formatted as
shown in Figure 55.

Octets: 3 1 variable

Message Message

RPA hash RPA Prand Control Content

Figure 55—One-to-many POLL Compact Message
The RPA Hash and RPA Prand fields shall be set as specified in 10.35.9.2.1.

The Message Control field value shall have one of the values listed below which determines the format of
the subsequent Message Content field as indicated:

MessageControl=0x00: This is the POLL message for ranging sub-rounds that are not the first one.
MessageContent= 0x00, 0x00}

MessageControl=0x10:

MessageContent={Numberof Responders[ 1], SlotsPerResponder[1], List of Responder Address[3]}
MessageControl = 0x20:

MessageContent={Number of Responders[1], List of {Responder Address[3], StartSlotIndex[2],
EndSlotIndex[2]}

MessageControl = 0x30: Same as Message Control = 0x10, but both Initiator and Responder send the
measurement report.
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