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Comment Indices in 15-24-0010-00-04ab-consolidated-comments-draft-c related to Hyperblock:
Part 1:
	Name
	Index#
	Pg
	Sub-Clause
	Ln
	Comment
	Proposed Change
	Disposition

	Benjamin Rolfe
	139
	25
	9.2.12
	13
	It is possible (e.g. when hyper-block mode is used) for  ranging slot, round and block to repeat, and so thus the frame counter value can repeat. This is used (static?) source EUI to form the nonce (9.3.2.4), which should not repeat for a given key. 
	Clarify how repeating the same value of a nonce is prevented in this processing
	Revised

	Benjamin Rolfe
	144
	26
	9.2.13
	13
	It is possible (e.g. when hyper-block mode is used) for  ranging slot, round and block to repeat, and so thus the frame counter value can repeat. This is used (static?) source EUI to form the nonce (9.3.2.4), which should not repeat for a given key. 
	Clarify how repeating the same value of a nonce is prevented in this processing
	Revised

	Benjamin Rolfe
	145
	27
	9.3.2.4
	5
	Note.  In hyper-block mode the block index can repeat.  The slot index and round index repeat in every block. This can result in repeating the nonce.  
	Add to note:  When using hyper-block mode will result in repeating a nonce and so key values need to be updated for Hyper Block boundary or the fabric of the universe  will unravel due to nonce repetition. 
	Revised

	Alex Krebs
	50
	27
	9.3.2.4
	1
	Uniqueness of Nonce not guaranteed for Hyperblock Mode 10.13.3.5
	Clarify how/if encryption applies/does not apply to Hyperblock mode. Alternatively, change 10.13.3.5 to clarify that Hyperblock mode must not use Compact frames.
	Revised



Discussion：


[image: ]

[image: ]
[image: ]
Resolution for CID#595 (Youngwan) will/has changed the Ranging Block Index field to 1 octet.
[image: ]
If the Ranging Block Index field is reduced to 1 octet, the Hyper Block Index can also be included in the Nonce and hence preventing the repeating of the Nonce across hyper blocks.

Part 2:
	Name
	Index#
	Pg
	Sub-Clause
	Ln
	Comment
	Proposed Change
	Disposition

	Alex Krebs
	51
	27
	9.3.2.4
	4
	16-bit Round Index field is maybe unnecessarily long, since 10.38.10.3.10 defines 255 as max value.
	Reduce Round Index field length to 8 bits
	Revised

	Carl Murray
	730
	70
	10.38.10.3.18
	28
	According to pg68, line 6 the ranging block can have a max range of 255 ranging rounds. Does this field need to be restricted?
	resolve
	Revised



Discussions:
[image: ]
[image: ]
We agree that the Round Index field in the Nonce can be reduced to 1 octet (8 bits).
In the non-hyper block mode, every time the block index is reset to 0, the security key needs to be updated in order to prevent the Nonce from repeating. Since the Round Index field only needs one octet, one additional field (called Block cycle field) can be added to the Nonce, and it is incremented by 1 every time the block index is reset without updating the security key. To help the responders synchronize, the current value of Block Cycle index is carried in the SOR and POLL Compact frames.
[image: ]
Disposition: Revised
Disposition Detail:
Proposed text changes on P802.15.4ab™/D (pre-ballot) C:



9.3.2.4 AEAD Nonce for Compact frames
Change the subfield as follows (Track changes ON)
…
The Frame Counter field for non-hyper block mode is formatted as illustrated in Figure 4. and tThe Slot Index field, the Round Index field and the Block Index field are set as the indices of the ranging slot, ranging round and ranging block in which the Compact frame is transmitted or received respectively. The Block Cycle Index field is set as the value of the Block Cycle Index as described in 10.38.10.3.20.
	Bits: 0-7
	8-2315
	2416-3931
	32-39

	Slot Index
	Round Index
	Block Index
	Block Cycle Index	Comment by Author: This looks a kind of padding so to make frame counter field to be totally 40 bits long both for non-hyper block mode and hyper block mode case, my understanding is correct? 
I think it doesn’t need to be quite formal but even very brief explanation about what it is/what it does will help for easy understanding.	Comment by Author: Not really. Its on additional layer above blocks, very similar to hyper blocks. but this is only for use in Nonce.


Figure 4—Frame Counter field for Compact frame nonce in non-hyper block mode
NOTE—To ensure the uniqueness of the nonce, the key used to secure Compact frames needs to be updated every time the block structure is setup or re-setup, and not reused used across multiple block structures when the Block Cycle Index field reaches its maximum value.
The Frame Counter field for hyper block mode is formatted as illustrated in Figure 4B. The Slot Index field, the Round Index field, the Block Index field and the Hyper Block Index field are set as the indices of the ranging slot, ranging round, ranging block and hyper block in which the Compact frame is transmitted or received respectively. 
	Bits: 0-7
	8-15
	16-23
	24-39

	Slot Index
	Round Index
	Block Index
	Hyper Block Index


Figure 4B—Frame Counter field for Compact frame nonce in hyper block mode
NOTE—To ensure the uniqueness of the nonce, the key used to secure Compact frames needs to be updated when the Hyper Block Index field reaches its maximum value.

9.2.12 Outgoing frame security procedure for Compact frames
…
e) Set frame counter. In hyper block mode the frame counter is set as the indices of the ranging slot, ranging round, ranging block and the hyper block in which the Compact frame is to be transmitted, as shown in Figure 4B. In non-hyper block mode, Tthe frame counter is set as the indices of the ranging slot, ranging round and, ranging block and the block cycle in which the Compact frame is to be transmitted, as shown in Figure 4.
9.2.13 Incoming frame security procedure for the Compact frames
…
e) Set frame counter. In hyper block mode the frame counter is set as the indices of the ranging slot, ranging round, ranging block and the hyper block in which the Compact frame is received, as shown in Figure 4B. In non-hyper block mode Tthe frame counter is set as the indices of the ranging slot, ranging round and, ranging block and the block cycle in which the Compact frame is received, as shown in Figure 4.

10.38.10.6 Start of Ranging Compact frame
Change the subfield as follows (Track changes ON)
…
The Message Control field value shall be either 0x00, 0x10 or 0x20. This value determines the formatting of the Message Content field.zero.
When the Message Control field value is 0x00 theThe Message Content field shall be formatted as shown in Figure 60.
[image: ]
[bookmark: _Hlk158306929]Figure 60—Format of the Message Content field in the Start of Ranging Compact frame when the Message Control field value is 0x00
…
The Ranging MAC Configuration field shall be set as per 10.38.10.3.9
Start of Ranging Compact frame with the Message Control field value equal to 0x20 is used when the ranging phase is expected to use secure Compact frames. When the Message Control field value is 0x10 the Message Content field shall be formatted as shown in Figure 60A.
	Octets: 1
	4
	1
	6
	1
	7
	3
	2
	0/1

	Presence Bitmap
	Time Offset
	NB Channel Seed
	NB Channel Map
	Management PHY Configuration
	Management MAC Configuration
	Ranging PHY Configuration
	Ranging MAC Configuration
	Block Cycle Index


Figure 60A—Format of the Message Content field in the Start of Ranging Compact frame when the Message Control field value is 0x20
The Presence Bitmap field shall be formatted as shown in Figure 60B.
	Bits: 0
	1-7

	[bookmark: _Hlk156911348]Block Cycle Index Present
	Reserved


Figure 60B—Presence Bitmap field format
The Block Cycle Index Present field when one indicates that the Block Cycle Index field is included in the Message Content field or is not included when the Block Cycle Index Present field value is zero.
The encoding/meaning of the subsequent fields in the message content except the Number Of Responders field is identical to that for Message Control field value is 0x00 described above.
The Block Cycle Index field if present shall be set as per 10.38.10.3.20.

10.38.10.7 One-to-one Poll Compact frame (#51, #730)
Change the subfield as follows (Track changes ON)
…
	Octets: 1
	1
	0/6
	0/1
	0/7
	0/1
	0/1
	0/2
	0/21
	0/1

	Request Bitmap
	Presence Bitmap
	NB Channel Map
	Management PHY Configuration
	Management MAC Configuration
	Ranging PHY Configuration
	Ranging MAC Configuration
	Block Index
	Round Index
	Block Cycle Index


Figure 63—Format of the Message Content field in the One-to-one Poll Compact frame when the Message Control field value is 0x10
The Request Bitmap field is formatted as per 10.38.10.3.11.
The Presence Bitmap field shall be formatted as shown in Figure 64.
	Bits: 0
	1
	2
	3
	4
	5
	6-7

	NB Channel Map Present
	Management PHY Configuration Present
	Management MAC Configuration Present
	Ranging PHY Configuration Present
	Ranging MAC Configuration Present
	Block Round and Round Block Cycle Index Present
	Reserved


Figure 64—Presence Bitmap field format
…
The Block Round and Round Block Cycle Index Present field when one indicates that both the Block index field, and the Round  Index field and the Block Cycle Index field are included in the Message Content field or are not included when the Block and Round and Block Cycle Index  Present field value is zero.
…
The Round Index field if present shall be set as per 10.38.10.3.18.
The Block Cycle Index field if present shall be set as per 10.38.10.3.20.
10.38.10.12 One-to-many Poll Compact frame  (#51, #730)
…
	Bits: 0
	1
	2
	3
	4
	5
	6-7

	NB Channel Map Present
	Management PHY Configuration Present
	Management MAC Configuration Present
	Ranging PHY Configuration Present
	Ranging MAC Configuration Present
	Block Round and Round Block Cycle Index Present
	Reserved


Figure 83—Presence Bitmap field format
…
	Octets: 3
	0/6
	0/1
	0/7
	0/1
	0/1
	0/2
	0/21
	0/1

	Responder Address
	NB Channel Map
	Management PHY Configuration
	Management MAC Configuration
	Ranging PHY Configuration
	Ranging MAC Configuration
	Block Index
	Round Index
	Block Cycle Index


Figure 84— Responder Detail element format (Message Control = 0x70)
…
The Round Index field if present shall be set as per 10.38.10.3.18.
The Block Cycle Index field if present shall be set as per 10.38.10.3.20.
…
	Bits: 0
	1
	2
	3
	4
	5
	6
	7

	NB Channel Map Present
	Management PHY Configuration Present
	Management MAC Configuration Present
	Ranging PHY Configuration Present
	Ranging MAC Configuration Present
	Start and End Slot Indexes Present
	Block Round and Round Block Cycle Index Present
	Reserved


Figure 86—Presence Bitmap field format
…
	Octets: 3
	0/6
	0/1
	0/7
	0/1
	0/1
	0/2
	0/2
	0/2
	0/21
	0/1

	Responder Address
	NB Channel Map
	Management PHY Configuration
	Management MAC Configuration
	Ranging PHY Configuration
	Ranging MAC Configuration
	Start Slot Index
	End Slot Index
	Block Index
	Round Index
	Block Cycle Index


Figure 87— Responder Detail element format (Message Control = 0x80)
…
The Round Index field if present shall be set as per 10.38.10.3.18.
The Block Cycle Index field if present shall be set as per 10.38.10.3.20.

10.38.10.3.18 The Round Index field 
168-bit index of the current ranging round.
Add the following new subclause after10.38.10.3.18 The Round Index field.
10.38.10.3.20 The Block Cycle Index field
8-bit index of the current ranging block cycle. The value of the field is initialized to zero when a security key used to secure Compact frames is first negotiated or updated. The value of the field is monotonically incremented every time the block index is reset to zero without updating the corresponding security key.
NOTE—The Block Cycle Index field is used to ensure the uniqueness of the nonce for secured Compact frames (as described in 9.3.2.4) when the same security key is used across multiple block structures.
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Figure 4—Frame Counter field for Compact frame nonce
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15 10.31.3.5 Hyper block mode

16 A hyper block is a group of ranging blocks. Hyper block mode uses the fime structure that is periodic.
17 Figure 6 shows an example fiming diagram of hyper block mode.
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19 Figure 6—Example of timing diagram of hyper block mode
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10.31.9.12 Hyper Block Structure IE (HBS IE)

The HBS IE is used by the controller to send the hyper block siructure configuration to controlees in the
RCM message. The Content field of the HBS IE shall be formatted as illustrated in Figure 15.

Hyper Block Index | Content Control Ranging Bloc Ranging Bloc
Description List Length |  Description List

Figure 18—HBS IE Content field format
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Figure 20—Ranging Block Description List field format
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27 10.38.10.3.18 The Round Index field

28 16-bit index of the current ranging round.
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Figure 46—The Management MAC Config field

The Ranging Slot Duration field encodes the ranging slot duration (defined in 10.31.2). The ranging slot
duration in RSTU is given by: (Ranging Slot Duration field value + 1) x 300.

The Ranging Round Dusation field encodes the ranging round duration (defined in 10.31.2) in units of
ranging slots in the range 1 to 255. The value of zero s reserved.

The Ranging Block Duration field encodes the ranging block duraion (defined in 10.31.2) in units of

ranging rounds in the range of 1 to 255. The value of zero is reserved.
— S L




image7.emf
Round 0Round 1Round n...Round 0Round 1Round n...Time offsetBlock 0Block 1SOR -> Block Cycle = 0...Round 0Round 1Round n...Round 0Round 1Round n...Time offsetBlock 0Block 1SOR -> Block Cycle = 1...Same Security Key......Block Cycle 0Block Cycle 1Block Index reset to 0 without updating security key


image8.png
wopmndguo)
OVI
wawaRT

wopndgu0)
AHd
o

doy
Jouum) gN

pass
[ECIREN

PO L





