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IEEE 802.15 WG comments to the NIST SP 800-232 initial public draft

This document solely represents the views of the IEEE 802.15 Working Group and does not necessarily represent a position of either the IEEE 802 LMSC, IEEE, or the IEEE Standards Association.
NIST SP 800-232 initial public draft in section 4.3 has requirement R3 as follows:
R3.	Minimum length of truncated tag. When an application uses truncated tags, the bit length of the truncated tags shall be at least 64 bits, and the tag length shall be the same across the life-span of the key.
Comments:
1) In the IEEE Std 802.15.4™ there are three possible tag lengths MIC-32, MIC-64, and MIC-128. The current text in R3 does not allow using 32-bit tag lengths.
2) IEEE Std 802.15.4™ allows using different tag lengths for the same key, and encodes the tag length inside the Nonce, so each tag length uses a different Nonce value. The current text in R3 does not allow this construct to be used.
Background:
Nonce in IEEE Std 802.15.4 is generated as follows:
	Octets: 8
	4
	1

	Source Address
	Frame Counter
	Nonce Security Level


Where the Nonce Security Level contains the security level of the frame as an integer, which specifies the tag length to be used:
	Security level
	Security attributes
	Data confidentiality
	Data authenticity
	MIC length (octets)

	0
	None
	OFF
	NO
	0

	1
	MIC-32
	OFF
	YES
	4

	2
	MIC-64
	OFF
	YES
	8

	3
	MIC-128
	OFF
	YES
	16

	4
	Reserved

	5
	ENC-MIC-32
	ON
	YES
	4

	6
	ENC-MIC-64
	ON
	YES
	8

	7
	ENC-MIC-128
	ON
	YES
	16


Request:
To allow future IEEE Std 802.15.4™ implementations to use the NIST approved Ascon cipher, the R3 requirement would need to be changed to allow 32-bit tags, and to allow use of different tag lengths with the same key provided that the nonce for each tag length is generated in such way that the same nonce is never used with two different tag lengths.
Submission	2	Tero Kivinen (Wi-SUN Alliance)
