IEEE 802.16-12-0024-00-010b

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Abnormal Power Down Indication

	Date Submitted
	2012-01-06

	Source(s)
	Anil Agiwal, Hyunjeong Kang, Youngkyo Baek, Anshuman Nigam, Rakesh Taori
Samsung Electronics
	anilag@samsung.com,

hyunjeong.kang@samsung.com
+82-31-279-5084


	Re:
	IEEE 802.16-11/0051, Working Group Letter Ballot # 36 

	Abstract
	This contribution proposes method to signal Abnormal power down indication

	Purpose
	To be discussed and adopted in IEEE P802.16.1b/D2

	Copyright Policy
	The contributor is familiar with the IEEE-SA Copyright Policy <http://standards.ieee.org/IPR/copyrightpolicy.html>.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.

	Status
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.


Abnormal Power down Indication
Anil Agiwal, Hyunjeong Kang, Youngkyo Baek, Anshuman Nigam, Rakesh Taori
Samsung Electronics
1. Introduction
The section 6.2.29 in draft [1] defines the mechanism to signal the abnormal power down indication to the BS. In the case wherein the bandwidth is not available with the M2M device, M2M device has to perform 5 step BR procedure defined in 6.3.6 to request bandwidth. Upon receiving bandwidth allocation M2M device sends the AAI-RNG-REQ message containing the Ranging Purpose Indication with value 0b1110 to indicate abnormal power down.
The draft [1] also proposes a method to indicate abnormal power down indication using predefined BR index in case the M2M device uses 3 step BR.
In this contribution we propose a faster method of reporting abnormal power down indication, when the M2M device uses 5 steps BR (or when 3 step BR falls back to 5 steps BR).
2.  Proposal
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3. Proposed Text Change
Adopt the following remedies in IEEE P802.16.1b/D2.
[Remedy 1: Modify section 6.2.29.1 as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------
6.2.29.1 Abnormal Power Down Reporting in Connected State
If the MS is in connected state with uplink bandwidth already allocated and available, then it may use the available bandwidth to send an abnormal power down signaling header (as defined in 6.2.2.1.3.10) this AAI-RNG-REQ message containing the Ranging Purpose Indication with value 0b1110. 

If the MS is in connected state but does not have available UL bandwidth, then it may use the procedure defined in 6.3.6 to request bandwidth. Upon receiving bandwidth allocation for standalone BR header it may send the abnormal power down signaling header AAI-RNG-REQ message containing the Ranging Purpose Indication with value 0b1110. 

If the MS is in connected state but does not have available UL bandwidth, then it may use the quick access procedure defined in 6.2.11 to report the abnormal power down event. The Predefined BR index may be used to indicate that an abnormal or involuntary power down has occurred.

----------------------------------------------------- End of Proposed Text -----------------------------------------------------
[Remedy2: Modify table 5, page 6, line 17 as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------
	01001
	M2M Abnormal Power Down Header

	0100001010-11111


	Reserved


----------------------------------------------------- End of Proposed Text -----------------------------------------------------
[Remedy 3: Insert the new section]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

6.2.2.1.3.10 M2M Abnormal Power Down header

When a M2M device detects an abnormal power down event, it sends M2M abnormal power down signaling header indicating that an abnormal or involuntary power down has occurred. M2M abnormal power down signaling header is defined in Table 670b.

Table 670b – M2M abnormal power down header format
	Syntax
	Size

(bits)
	Notes

	M2M abnormal power  down header () {
	
	

	FID
	4
	Flow Identifier. Set to 0b0010

	Type
	5
	MAC Signaling header type = 0b01001

	Length
	3
	Indicates the length of the signaling header in bytes

	STID
	12
	STID of the M2M device that transmits this signaling header

	STID_Valid_Offset
	3
	STID_Valid_Offset of the M2M device that sends emergency    report. If the assigned STID is not shared with other M2M devices, M2M device shall set this field to zero.

	Emergency Type
	1
	0b0: Power Outage

0b1: Reserved

	EC
	1
	0: Unprotected

1: Protected using CMAC.

	If (EC == 1) {
	
	

	ROC
	3
	3 LSBs of Roll over counter (see 6.2.5.7 for details)

	CMAC
	16
	CMAC (see 6.2.5.7 for details)

	   } else {
	
	

	        Reserved
	3
	

	    }
	
	

	}
	
	


----------------------------------------------------- End of Proposed Text -----------------------------------------------------
[Remedy 4: Insert the new section]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

6.2.5.7 Abnormal power down signaling header protection using Cipher-based message Authentication Code (CMAC)

An M2M device may support abnormal power down signaling header integrity protection based on CMAC-together with the AES block cipher. The CMAC construction as specified in NIST Special Publication 800-38B shall be used. The calculation of the keyed hash value contained in the CMAC Digest attribute and the CMAC Tuple shall use the CMAC algorithm with AES. The UL authentication key CMAC_SIG_KEY_U shall be used for authenticating abnormal power down signaling header transmitted by M2M device in the UL direction. The CMAC_SIG_KEY_U is derived as follows:
CMAC_SIG_KEY_U = Dot16KDF (CMAC-TEK prekey,”CMACSIG”, 128).

The 8 bit ROC is the rollover counter for the frame number, i.e., when the frame number reaches 0x0000000 (from 0xFFFFFF) it is incremented by 1 mod 8. ROC shall be reset to zero upon obtaining a new CMAC-TEK prekey. Using this method, one abnormal power down signaling header per frame using the same CMAC_SIG_KEY_U can be supported. A new encryption key (CMAC_SIG_KEY_U) is required every 2^24 * 2^8 = 2^32 frames. The reauthorization process should be initiated to establish a new PMK/AK before the ROC reaches the end of its number space.
The CMAC value shall be calculated over a field consisting of the AK ID followed by the super frame number and frame index expressed as an unsigned 24-bit number, followed by the 12-bit STID and 4-bit FID (FID of signaling header), followed by 24-bit of zero padding (for the header to be aligned with AES block size) and followed by the contents of abnormal power down signaling header other than CMAC. The CMAC value for abnormal power down signaling header shall be calculated as follows:

CMAC value = Truncate(CMAC (CMAC_SIG_KEY_U, AK ID |22 bit super frame number|2 bit frame index |STID|FID|ROC|16-bit zero padding |Abnormal power down signaling header contents other than CMAC & ROC), 16). The LSB 16-bit of the outcome of AES-CMAC calculation shall be used for CMAC value.
----------------------------------------------------- End of Proposed Text -----------------------------------------------------
4. Reference

[1] IEEE P802.16.1b/D1 December 2011
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