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Multicast M2M MAC Control Messages
Anil Agiwal, Hyunjeong Kang, Anshuman Nigam, Rakesh Taori

Samsung Electronics
1. Introduction
In the current draft [1] AAI-MGMC and AAI_MTE_IND messages are intended for a group of M2M devices but they are broadcasted. AAI-MTE-IND should be multi-casted using the MGID. AAI-MGMC should be multi-casted when it carries control information for a single M2M device group, otherwise it should be broadcasted.

The multicast security is also defined in current draft [1]. So AAI-MGMC and AAI_MTE_IND messages should be protected using the multicast security.

2. Proposed Text Change
Adopt the following remedies in IEEE P802.16.1b/D2.
[Remedy1: Modify the text on page 7, lines 1-15, and section 6.2.3 as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------
Table 26—MAC Control messages
	No.
	Functional areas
	Message names
	Message description
	Security
	Connection


	70
	Relay
	AAI-ARS-CONFIG-CMD
	ARS Configuration Command
	N/A
	Unicast

	70
	M2M
	AAI-MGMC
	M2M device group MAC Control
	N/A: If it carries control information for multiple M2M device groups or if it carries control information for one MM device group and Multicast SA is not established for that M2M device group.
Encrypted: If it carries control information for one M2M device group and Multicast SA is established for the that M2M Device Group
	Broadcast/Multicast (using MGID)

	71
	M2M
	AAI-MTE-IND
	M2M Multicast Traffic End indication
	N/A: If Multicast SA is not established for the intended M2M Device Group (identified by MGID)
Encrypted: If Multicast SA is established for the intended M2M Device Group
	Multicast (using MGID)

	712-255
	
	
	Reserved
	
	


-------------------------------------------------End of Proposed Text -----------------------------------------------------
[Remedy2: Modify the text on page 34, lines 60-65, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------

6.2.3.65 AAI-MGMC (M2M device group MAC control) message
The AAI-MGMC message may be sent to a group of M2M devices that belong to the same M2M device group (defined by a MGID) to indicate parameters and/or instructions. The ABS may send the AAI-MGMC message to M2M devices in connect state. If AAI-MGMC carries control information for one M2M device group and Multicast SA is established for that M2M Device Group then the AAI-MGMC shall be encrypted using the established Multicast SA (see 6.2.5.5 for details on encryption method). The PHY burst with the MAC PDU carrying the AAI-MGMC message intended for one M2M device group is indicated by the M2M group assignment A-MAP IE and the FID in the MAC PDU carrying the unencrypted or encrypted AAI-MGMC message is set to zero or one respectively. In case AAI-MGMC message is encrypted the multicast SA corresponding to the M2M device group identified by the MGID in M2M group assignment A-MAP IE is used to decrypt the AAI-MGMC message.
-------------------------------------------------End of Proposed Text -----------------------------------------------------
[Remedy3: Modify the text on page 34, lines 39-45, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------

6.2.3.64 AAI-MTE-IND (Multicast transmission end indication) message
The ABS shall multicast (using MGID) AAI-MTE-IND message to M2M devices to indicate the end of multicast transmission. If the Multicast SA is established for the group of these M2M devices then the AAI-MTE-IND shall be encrypted using the established Multicast SA (see 6.2.5.5 for details on encryption method). The PHY burst with the MAC PDU carrying the AAI-MTE-IND message is indicated by the M2M group assignment A-MAP IE and the FID in the MAC PDU carrying the unencrypted or encrypted AAI-MTE-IND message is set to zero or one respectively. In case AAI-MTE-IND message is encrypted the multicast SA corresponding to the M2M device group identified by the MGID in M2M group assignment A-MAP IE is used to decrypt the AAI-MTE-IND message. If an M2M device in idle mode receives the AAI-MTE-IND message, the M2M device may enter the paging unavailable interval as specified in 6.2.18.2.
-------------------------------------------------End of Proposed Text -----------------------------------------------------

[Remedy4: Modify the text on page 38, lines 1-6, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------
6.2.5.5.1.1 MGTEK Derivation
The MGTEK is the transport encryption key used to encrypt M2M service multicast data. The MGTEK is derived based on the MGSS, M2MGTEK_COUNT and the MAK (M2M service Authorization Key). The generation and transport of the MAK is outside the scope of the IEEE 802.16 standard. MGTEK is also used to encrypt MAC control message transmitted to a group of M2M devices.
-------------------------------------------------End of Proposed Text -----------------------------------------------------
[Remedy 5: Modify the text on page 38, lines 59-64, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------

6.2.5.5.3 MGTEK Key Usage
The MGTEK is used for encrypting DL multicast data by the ABS, which is also used for decrypting such DL multicast data by the AMS. MGTEK is also used for encrypting DL MAC control message transmitted by the ABS to a group of M2M devices, which is also used for decrypting such DL MAC control message by the M2M devices.
-------------------------------------------------End of Proposed Text -----------------------------------------------------
[Remedy 6: Replace the figure 27b, on page 40, as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------
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Figure 27b-M2M multicast MAC PDU ciphertext payload format

-------------------------------------------------End of Proposed Text -----------------------------------------------------
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