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Multicast security key update period & Nonce construction
Anil Agiwal, Hyunjeong Kang, Anshuman Nigam, Rakesh Taori

Samsung Electronics
1. Introduction
The current multicast security text in draft [1] assumes a 14 bit frame number (12 bit super frame number and 2 bit frame index). It needs to be corrected as super frame number has been extended by 10 bits. Nonce construction also needs to be accordingly modified. 
2. Proposed Text Change
Adopt the following remedies in IEEE P802.16.1b/D2.
[Modify the text on page 39-40, starting line 35 as follows]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

6.2.5.5.4 Encrypted M2M multicast MPDU format

Unique initial counter and MGTEK pair is required across all messages. This subclause describes the initialization of the 128-bit initial counter, constructed from the frame number and a new 8-bit Rollover counter (ROC).

ROC shall be reset to zero upon obtaining a new MGTEK. The first 3 most significant bits of the ROC is the rollover counter for the frame number, i.e., when the frame number reaches 0x0000000 (from 0x3FFFFFF) it is incremented by 1 mod 8. The 5 least significant bits of ROC shall be allocated to M2M multicast MAC PDUs in such manner that no two M2M multicast MAC PDUs in the same frame using the same MGTEK have the same ROC value.

Using this method, up to 32 PDUs per frame using the same MGTEK can be supported. A new encryption key (MGTEK) is required every 23 (21424 = 21727 frames.

The PDU payload for AES-CTR encryption shall be prepended with the 8-bit ROC, i.e., the ROC is the 8 MSBs of the 32-bit nonce. The ROC shall not be encrypted.

Any tuple value of {AES Counter, KEY} shall not be used more than once for the purposes of encrypting a block. The AMS and ABS shall ensure that a M2MGTEK_COUNT is incremented by one, and a new MGTEK is derived and ready for use before the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF.
A 32-bit nonce is constructed as Table 116a. 

Table 116a – Construction of 32-bit nonce

	Byte number
	0
	1        2       3     
	3

	Field
	ROC
	Superframe number
	Frame index

	Contents
	ROC
	0b0000 | MSB 4bit of superfame number| LSB 8bit of superframe
22 bit super-frame number|2 bit Frame index 
	0b000000|Frame index(2bits)


-------------------------------------------------End of Proposed Text -----------------------------------------------------
3. Reference

[1] IEEE P802.16.1b/D1 December 2011
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