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Background
 
Currently, AAI-DSC-REQ/AAI-DSC-RSP messages are used to change the service flows to an HR-MS with unicast fashion. It is because the service flow update information shall be securely transported and authenticated. If the AAI-DSC-REQ/AAI-DSC-RSP messages are transmitted, then the message shall be encrypted by TEK for the basic unicast connection and message authenticated by using CMAC_KEY_D/CMAC_KEY_U, respectively. Since the AAI-DSC-REQ/AAI-DSC-RSP messages contain change (update/ add/ delete) information for multiple service flows (identified by their combinations of MGID and FID), it cannot be transmitted by multicast connections.  
According to the PKMv3 Key Hierarchy, corresponding multicast keys for each multicast connection shall be generated and applied with each multicast connection, differently. When we need to change the service flow information for a multicast service, the unicast signaling by AAI-DSC-REQ/AAI-DSC-RSP for multiple HR-MSs is inefficient. 
[bookmark: _GoBack]So, we propose to define a new multicast-based management messages (AAI-HR-DSC-CMD) for multicast service flow changes on the HR network. If this type of message is used, it shall be transmitted all the HR-MSs with the multicast connection on the same multicast group zone, and encrypted with the current MTEK for confidentiality, and contain the MCMAC attribute for MCMAC verification which is computed from MCMAC_KEY. Therefore, we can get a more secure (encrypted and message authenticated) and efficient (just one message transaction for multiple HR-MSs) service flow change procedure.    

[image: ]

The above concept can be used for the dynamic service flow deletion. When a circumstance for a bulk deletion for multiple HR-MSs of a service flow happens, a multicast command type of service deletion (using AAI-HR-DSD-CMD) will be better operated.       


Proposed Text for the 802.16.1a AWD
Note: 
The text in BLACK color: the existing text in the IEEE P802.16.1a/D3
The text in RED color: the removal of existing IEEE P802.16.1a/D3.
The text in BLUE color: the new text added to the IEEE P802.16.1a/D3.

 [-------------------------------------------------Start of Text Proposal---------------------------------------------------]

[Adopt the following changes in Section 6.2.3 in IEEE P802.16.1a/D3.]
[Page# 11, Line# 1]
Change (Add the MAC Control Messages for Multicast Services) Table 29 as indicated:
Table 29 —MAC control messages
	No.
	Functional Areas
	Message names
	Message description
	Security
	Connection

	116
	Multicast
	AAI-HR-DSC-CMD
	Multicast-based Service Flow Change

	Encrypted/ICV by Multicast Key
	Multicast

	117
	Multicast
	AAI-HR-DSD-CMD
	Multicast-based Service Flow Delete

	Encrypted/ICV by Multicast Key
	Multicast



Newly define the following MAC Control Messages for Multicast Services:

6.2.3.65.57 [bookmark: _Ref316083873]AAI-HR-DSC-CMD message
An HR-BS may use AAI-HR-DSC-CMD message to change a service flow (identified by a combination of MGID and FID) to all the HR-MSs with multicast command in the multicast group zone during the multicast group service. 
When the AAI-HR-DSC-CMD message is used, it shall be encrypted with the current MTEK for confidentiality, and contain the MCMAC attribute for MCMAC verification which is computed from MCMAC_KEY.
Table ??  — AAI-HR-DSC-CMD message field description 
	Field
	Size (bits)
	Value/Description
	Condition

	Current Multicast Group ID
	12
	
	

	Current FID
	4
	
	

	New Multicast Group ID
	12
	
	

	New FID
	4
	
	

	MCMAC Digest
	
	Message Digest Calculated using MCMAC Key by HR-BS
	




6.2.3.65.58 AAI-HR-DSD-CMD message
An HR-BS may use AAI-HR-DSD-CMD message to delete a service flow (identified by a combination of MGID and FID) to all the HR-MSs with multicast command in the multicast group zone during the multicast group service. 
When the AAI-HR-DSD-CMD message is used, it shall be encrypted with the current MTEK for confidentiality, and contain the MCMAC attribute for MCMAC verification which is computed from MCMAC_KEY.

Table ??  — AAI-HR-DSD-CMD message field description 
	Field
	Size (bits)
	Value/Description
	Condition

	Multicast Group ID
	12
	
	

	Current FID
	4
	
	

	MCMAC Digest
	
	Message Digest Calculated using MCMAC Key by HR-BS
	



[-------------------------------------------------End of Text Proposal---------------------------------------------------]
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