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1   Introduction

This document provides an overview of the Candidate Access Router Discovery (CARD) protocol specified in the IETF RFC 4066. The purpose of this document is to describe how CARD protocol can be used as the starting point in designing a protocol for 802.21 Information Service (IS). This document also provides information on how CARD messages can be used for IS interfaces and the associated security mechanisms.

2   CARD protocol overview

The basic functionality of the CARD protocol is to provide L2 or L3 related information on the current and neighboring L2 and L3 POAs (point of attachments) to an MN (mobile node). This information in turn can be used by the MN for making handover decisions for carrying out a seamless IP-layer handover. The protocol also provides flexibilities for acquiring information on specific attributes for a subset of L2/L3 POAs. Though the RFC defines only the container protocol for the information elements (or attributes) and not the actual attributes that may be of interest to an MN, it provides an IANA registry for registering various information elements to be carried out by the protocol. A few examples for information elements are access point channel numbers, access router load, IP Version, QoS parameters, security protocol information, etc. Figure 1 shows the basic architecture of the protocol, where the information requested by an MN flows from the access router (AR).


[image: image1]
Figure1: CARD protocol architecture

The RFC also defines an alternate architecture (defined in its appendix) involving a CARD server. In this case the information requested by the MN node flows from the CARD server through the network elements to the MN. Figure 2 shows the server based CARD architecture.
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Figure 2:  Server based CARD architecture

The protocol can either work in a solicited mode, where the information is delivered by the AR upon receiving an information request or in an unsolicited mode, where the AR broadcasts or multicasts the router information without any explicit requests.

3  CARD protocol details

The RFC defines messages that are exchanged both between an MN and an L3 POA (can be an AR), as well as between two L3 POAs (which may be the current and the neighboring AR). The messages that are exchanged between an MN and an L3 POA are carried on an ICMP transport whereas those between two POAs are carried using SCTP or UDP transport. The messages support TLV (type length value) based encoding. Although the transport protocol used between a MN and an L3 POA and the one used between two POAs are different, same TLV options for are used for encoding in both the interfaces.  The information query will be in the form of Request and Reply messages as shown in figures 1 and 2. The Request message contains a list of Access Point IDs (AP IDs) regarding which the information is requested. The Reply message sent in response to this Request message contains the IP address (obtained as a result of reverse address translation) and an optional list of capabilities of the CARs. These capabilities are sent as a list of attribute-value pairs (AVPs) in a special capability container. These capabilities can be thought of Information Elements in 802.21.

Alternately, the Request message can contain a list of capability (aka information element) attribute names sent using a special sub-option called Preferences sub-option. This can be used for pre-filtering specific capabilities of interest (for example the MN may be interested only in 802.11a specific capabilities, which can be indicated using this sub-option.) The Request message can also contain an optional list of capability AVPs, provided using the Requirements sub-option. Using this sub-option not only the list of capabilities for pre-filtering can be provided but also a specific value for a particular capability can be indicated which is used to select L2/L3 POAs with capabilities required for the MN (for example, the MN may be interested in ARs that satisfy a specific QoS constraint, which can be indicated using this sub-option.) Sequence numbers are used to match a CARD Request and CARD Reply pair. In built security mechanisms used in the protocol ensures secure information delivery.

4  CARD message formats

A generic CARD message consists of a transport header (which can be SCTP, UDP or ICMP) followed by CARD options, which can be a Request or a Reply, and finally a set of sub-options for carrying the AVPs for CARD capabilities aka Information Elements. Figure 3 shows a generic CARD message format.
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Figure 3: Generic CARD message format

The CARD sub-options field can be encoded in a format as shown in figure 4. The RFC defines various sub-option types, some of which are,

· Container Sub-options: 

· L2 ID Sub-options : Encodes L2 ID of AP 

· Address  :  Encodes IPv4/IPv6 address of Access Router  

· Capability Container Sub-option : Contains list of TLV containing information elements 

· Filter Sub-options: 

· Preferences: Carries information about the attribute of interest to the requesting entity 

· Requirements: Carries information about attribute value pair required for pre-filtering of capability by L3/L2 POAs  

· Security Sub-options (Used for Secure Neighbor Discovery Based Authentication): 

· Trusted Anchor: Carries name of trusted anchor for which MN has a certificate. 

· Router Certificate: Carries one certificate in the path for the current AR or for a CAR  

	Sub-option Type


	Sub-option Length
	Sub-option Data


Figure 4: CARD sub-options encoding

Figure 5 shows the CARD Request message format. Note that this message can either be sent from an MN to AR or from one AR to another AR or from an AR to a CARD server.

	Type
	Length
	Version
	Flags
	Reserved

	Sequence Number

	Sub-options


Figure 5: CARD Request option encoding

The CARD Reply sent in response to CARD Request message has the format as shown in figure 6. The Reply message contains the Capability Container sub-options which in turn contain the TLV encoded Information Elements.

	Type
	Length
	Version
	Flags
	Reserved

	Sequence Number

	Sub-options


Figure 6: CARD Reply option encoding

The Capability Container sub-option contains multiple requested information element belonging to a single Access Network. The encoding format is shown in figure 7.

	Sub-option Type
	Sub-option Length
	Context ID
	P
	Reserved

	AVP(s)





Context ID – correlates L2 ID with the Information Element




AVPs (Attribute Value Pairs) – encapsulates 802.21 information elements

P – A flag which indicates piggybacking capability (of CARD messages on to handover related messages) of AR

Figure 7: Capability Container sub-options encoding
The Context ID field correlates the L2 ID with the Information Element. The reason for using Context ID instead of the actual L2 ID is to reduce the number of bits sent over the air. L2 IDs usually span several bytes (can be 4 to 5 bytes, depending on the technology) and therefore Context IDs which are relatively smaller than L2 IDs are used. The encoding format for the AVPs is shown in figure 8. These AVPs are analogous to 802.21 Information Elements.

	AVP Code


	AVP Length
	Reserved

	Attribute Lifetime
	Data





AVP Code – identifies the attribute uniquely




Lifetime – lifetime of capability. 0xffff means static capability




Data – encoded capability information
Figure 8: Capability Attribute Value Pair encoding

5   CARD security mechanisms

CARD protocol provides secure information delivery using combination of SeND (Secure Neighbor Discovery) and IPSEC mechanism. SeND is used between the MN-L3 POA interface for message authentication and IPSEC ESP is used between the current L3 POA- Neighbor L3 POA interfaces. ESP with NULL encapsulation is used if only authentication is required. Internet Key Exchange (IKE) is used for key management between the current L3 POA-Neighbor L3 POA interfaces. IPSEC security mechanism can be extended between L3 POA - Server Interface as well, if Server based approach is used. Further details on the security mechanisms can be obtained from the RFC. 

6   Suitability of CARD for 802.21 Information Service 


[image: image4]
Figure 9: Distributed Information Service with separate Information Database
CARD protocol can be used for exchanging Information Elements for 802.21 Information Service (IS). Moreover, the capability information that is defined in the RFC can be thought of as Information Elements that need to be exchanged in IS. For example, figure 9, obtained from “21-05-0336-00-0000” (Reference Model and Use-Cases for 802.21 Information Service) shows a client-server use case model of 802.21 Information Service (IS) which uses a separate information database. Here the UE gets access to the IS from the information database accessed via an information server. The interfaces that exists between the UE and the server, and between the servers, respectively shown as Ia, and Ia’ can be defined using an equivalent CARD based interface. Table 1 summarizes the comparison between the CARD interfaces and the 802.21 IS interfaces.

Also, CARD protocol is flexible enough to accommodate various use case scenarios as discussed in the document, “21-05-0348-00-0000” (Information Service (IS) Reference Model, Use Case Scenario and higher Layer requirements for 802.21 Information Service (IS).) 

	Protocol Comparison
	MN<-> L3 POA Interface
	L3 POA<-> L3 POA Interface
	L3 POA<-> Server Interface

	CARD (RFC 4066)
	CARD MN<-> AR (L3 POA)
	CARD L3 POA<-> L3 POA
	CARD L3 POA<-> CARD Server

	802.21 MIH IS Protocol
	Ia
	Ia`
	Ia’


Table 1: CARD-802.21 interface comparison

For example, according to section 4.1 of “21-05-0348-00-0000”, one of the higher layer requirements for IS is that the specification should support both single-hop and multi-hop model of Information Exchange. Also the requirements state that the Ia and Ia’ interfaces should be defined by the specification. The CARD protocol clearly satisfies these requirements by supporting all of the above mentioned information exchange models and also provides mechanisms for the appropriate interfaces. Similarly the CARD protocol satisfies most of the other requirements mentioned in section 4 of “21-05-0348-00-0000”. To mention a few examples, first CARD supports simple Query/Reply Message protocol for secure information delivery. It provides generic encoding mechanism and flexible transport that allows CARD Messages to be transported over any transport layer protocol such as ICMP, UDP and SCTP. It is therefore quicker to modify and enhance an existing protocol than to define a new one. Also CARD has been implemented and verified in lab setup. Moreover, CARD protocol is already published as an RFC and has undergone IETF WG as well as IESG review. 

7   Changes required in CARD protocol for supporting 802.21 IS

Although CARD protocol supports most of the requirements specific to 802.21 to be considered candidate for starting point, the following changes to the protocol can provide better support for Information Service.

1) The entity called Access Router (AR) can be any of the network elements situated at the Access Network (AN) and need not be restricted just to the AR.

2) CARD protocol assumes a mobile initiated handover, and therefore the CARD client is situated at the MN. But this can be extended to a network initiated handover, wherein the initiation is now done by a proxy agent situated at the AN. The CARD client can now be located at this proxy which can send or receive the CARD messages.

Annex A – CARD Based 802.21 Information Query Example

This section provides an example on how CARD message can be used for querying 802.21 specific information. Let us assume that the following information elements about a serving AP are required. 

· Security Protocol

·  Neighbor List,  

·  Support of Location Service 

The CARD Request message for querying this information is shown in figure A1.

	Type
	Length
	Version
	Flags
	Reserved

	Sequence Number of Request Message: SN1

	Preference SO
	SO Length
	Security Protocol

	Neighbor List
	Support of Location Services

	L2-ID Option
	SO Length
	Context-ID (C1)
	802.11 AP

	AP-ID 1


Figure A1: CARD Request to query 802.21 information

It is possible to query information about multiple APs by including AP-IDs belonging to multiple access networks in the same request. Figure A2 shows the corresponding Reply message.

	Type
	Length
	Version
	Flags
	Reserved

	Sequence Number of Reply Message: SN1

	Capability Cont sub-opt
	SO Length
	Context-ID (C1)
	P
	Reserved

	Security Protocol AVP
	AVP (Info Element) Length
	Reserved

	Attribute Lifetime
	Data (Security Info)

	Neighbor List AVP
	Info Element Length
	Reserved

	Attribute Lifetime
	Data (802.21 Neighbor List)

	Location Service AVP
	Info Element Length
	Reserved

	Attribute Lifetime
	Data (Location Service Info)


Figure A2: CARD Reply to deliver 802.21 information

Context-ID identifies the AP-Id (access network) for which the capability information (Information Elements) is being delivered. Information about each access network is encoded using various AVP(s) and packed inside a single capability container.  Multiple capability containers are needed to send information about multiple access networks.
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