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1 Introduction
The base IEEE 802.21 draft provides a media independent solution for handovers but does not address the security aspect of these handovers. Security-related signaling can add significant delays to these seamless handover efforts and in many cases service continuity can no longer be met, which affects real-time applications in particular and impacts the user experience. This becomes even more problematic when handovers occur between heterogeneous networks (e.g. inter-technology, inter-administrative domains scenarios). 

This technical report investigates such use cases and the feasibility of developing solutions to provide fast handovers without compromising security. 
The report looks into the following areas (but is not limited to):

· Security optimizations for handovers within the same administrative domain

· Security optimizations for handovers between different administrative domains
The other aspect that the base IEEE 802.21 draft does not address is security at the MIH level. Because 802.21 provides services that affect network resources, cost and user experience, MIH level security will be an important factor to increase deployment of these MIH services.

MIH level security needs to comprehend the following aspects:

· Mutual authentication of MIH peer nodes

· MIH access control

· MIH protocol integrity and replay protection

· MIH protocol data confidentiality

1.1 Scope

The scope of this document is to describe usage scenarios, requirements and possible high-level architectures for the two 802.21 Security Study Group topics:

1. Security signaling optimization during handovers
2. MIH-level security
1.1.1 Security signaling optimization during handovers
Mobile devices with one or more of the following radios under consideration are:

- IEEE 802 radio technology such as 802.11, 802.16
- 3GPP Cellular radio

- 3GPP2 Cellular radio

Each access network has its own authentication scheme and key hierarchy. This report specifically looks at a fast and seamless transition scheme between networks for multiple radio devices. 
The document considers use cases whereby:

· A mobile device transitions between two networks of the same media type within the same administrative domain, e.g. 802.16

· A mobile device transitions between two networks of different media types within the same administrative domain, e.g. 802.16 and 802.11

· A mobile device transitions between two networks of the same media type and deployed in different administrative domains, e.g. 802.16
· A mobile device transitions between two networks of different media types and deployed in different administrative domains, e.g. 802.16 and 802.11

The document also examines the requirements for and implications of:

· Network-specific aspects: changes required in access network or core network infrastructure for seamless transition between networks without comprising security

· Mobile client aspects: TBD (e.g. 802.16e/m, 802.11r)
· IETF HOKEY and other standard group aspects:  investigate if HOKEY covers all the transition scenarios and identify in-scope work items, and do not try to solve a problem that is being worked in other standards. 

1.1.2 MIH Level security
The following issues need to be addressed and use cases need to be provided in regards to this topic:

· Mutual authentication of MIH peer nodes

· MIH access control

· MIH protocol integrity and replay protection

· MIH protocol data confidentiality
1.2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.
[1]
IEEE 802.21-D7.1: "Draft Standard for Media Independent Handovers".
[2]
[EAP RFC 3748] 
[3]
[I-D:ietf-hokey-preauth-ps]
[4] 
IEEE Draft Std 802.11r D7.0 – 2007

[5]
21-07-0127-00-0000-Hokey-802.21.ppt, ”Handover security in a heterogeneous Access Environment IETF HOKEY-IEEE 802.21 Integration”

[6] 
21-07-0122-00-0000-Security_proposal.ppt, “Security Optimization During Handovers: 802.21 SG Proposal”. 

1.3 Definitions and abbreviations

1.3.1 Definitions

Administrative domain: a logical network that is administered by a single authority using its own authentication and authorization mechanisms 
Authenticator: EAP Authenticator [2]
Candidate Authenticator: The authenticator on a candidate PoA
EAP Pre-authentication:  The utilization of EAP to pre-establish EAP keying material on an authenticator prior to arrival of the peer at the access network managed by that authenticator.
Peer: EAP Peer [2]
Serving Authenticator: The authenticator on the serving PoA

Target Authenticator: The authenticator on the target PoA
1.3.2 Abbreviations

In addition to the abbreviations that are defined in the 802.21 draft specification, the following abbreviations are defined:
. 

MN: Mobile Node

SA: Serving Authenticator
CA: Candidate Authenticator
TA: Target Authenticator

2 Security Signaling Optimization during Handovers
2.1 Use Cases

2.1.1 General Requirements

The subscriber possesses a MN which gives access to 802.11, 802.16 and 3GPP access networks.

The MN shall support functionality to perform seamless transition between the access networks to which it is allowed for access.

Transition between networks shall be automatic and shall not require the manual intervention of the user. The Network and MN should work in tandem to provide the most optimal handover behavior.

2.1.2 Use Case 1
Add use case for - A mobile device transitions between two networks of the same media type within the same administrative domain, e.g. 802.16
2.1.3 Use Case 2

Add use case for - A mobile device transitions between two networks of different media types within the same administrative domain, e.g. 802.16 and 802.11
2.1.4 Use Case 3

Add use case for - A mobile device transitions between two networks of the same media type and deployed in different administrative domains, e.g. 802.16
2.1.5 Use Case 4

Add use case for - A mobile device transitions between two networks of different media types and deployed in different administrative domains, e.g. 802.16 and 802.11
2.2 Potential Approaches
2.2.1 EAP Pre-Authentication
The following usage scenario is considered for security signaling optimization during handover:

1. The peer is connected to the serving network.

2. The peer or the serving network discovers one or more candidate network(s) in its neighborhood. The candidate network(s) and the serving network may have different link-layer technologies or may be in different IP subnets or administrative domains.
3. The peer or the serving network chooses one or more candidate authenticator(s) among the discovered candidate network(s) and initiates EAP pre-authentication to be performed between the peer and authenticator on the candidate network(s).
4. A successful EAP pre-authentication for a candidate authenticator will generate EAP keying material that is delivered from the EAP server (on the serving network?) to the candidate authenticator.

5. After EAP pre-authentication, the peer or the serving network chooses one target authenticator in one of the candidate network(s), and a handover procedure will take place to switch from the serving authenticator to the target authenticator.
6. In the handover procedure, the EAP keying material generated during the EAP pre-authentication process will be used for establishing a session key (or session keys) to be used for protecting link-layer frames exchanged between the peer and the target authenticator. 
There are two modes of operations to establish EAP pre-authentication depending on whether the pre-authentication signaling is transparent to the serving authenticator or not. Direct pre-authentication is the mode in which the pre-authentication signaling is transparent to the serving authenticator. Indirect pre-authentication is the mode in which the authenticator participates in the pre-authentication signaling. Whether 802.21 needs to support both modes or only one mode is FFS. 
2.2.1.1 High-Level Architecture


[image: image1]
Fig 1: Reference Model
The following reference points defined in 802.21 are reused to support EAP pre-authentication, with additional functionalities as described below.

R1: MN-SA signaling messages are exchanged over this reference link.

R2: MN-CA signaling messages are exchanged over this reference link.

R5: SA-CA signaling messages are exchanged over this reference link.
[editor] Describe impact on network and clients.
2.2.1.2 Applicability of EAP Pre-Authentication 
EAP pre-authentication has general applicability to various deployment scenarios in which proactive signaling can take effect.  In other words, applicability of EAP pre-authentication is limited to the scenarios where candidate authenticators can be easily discovered and an accurate prediction of movement can be easily made.
The effectiveness of EAP pre-authentication is more significant for intra-technology and inter-subnet handover scenarios, and particular inter-technology handover scenarios where simultaneous use of multiple technologies is a major concern or where there is not sufficient radio-coverage overlap among different technologies.
2.2.1.3 High-Level Requirements for EAP Pre-Authentication
Requirement 1: MIH PoS shall support the functionalities of authenticator for EAP pre-authentication
Requirement 2: MN shall support the functionality of peer for EAP pre-authentication 

Requirement 3: An authenticator discovery mechanism shall be defined. The authenticator discovery mechanism must provide a mapping between a link-layer address and an IP address of an authenticator. 
Requirement 4: A context binding mechanism shall be defined so that a link-layer specific security context is bound to the EAP keying material generated as a result of EAP pre-authentication. The link-layer specific security context includes link-layer addresses of a peer and an authenticator.
Requirement 5: Higher-layer transport shall be supported for carrying EAP pre-authentication messages between MN and CA, between MN and SA and between SA and CA

Requirement 6: Link-layer transport shall be supported for carrying EAP pre-authentication messages between MN and SA
Requirement 7: The EAP pre-authentication process shall define a ‘lifetime’ parameter (pre-authentication validity time-out)

2.2.2 Approach yyy
2.3 Example Call Flows
3 MIH Level Security

3.1 Use Cases
3.1.1 General Requirements

3.1.2 Use Case 1

3.1.3 Use Case 2

3.2 Potential Approaches 
3.2.1 Approach xxx
3.2.2 Approach yyy

3.3 Example Call Flows 
4 Conclusions

5 Recommendations
This section shall contain a list of requirements agreed to be potentially transferred to specifications.
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