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Media Independent Handover Services Security
1 Introduction

This document discusses the issues surrounding the security of the Media Independent Handover Services (MIH) protocol and security of the MIH services. First we discuss existing analysis of the problem area. Next we describe use case scenarios to help bound the scope of the problems. From the scenarios and bounded scope we synthesize requirements for security of MIH protocol and MIH services, including deployment issues. Last, we highlight some potential approaches for security of MIH message transport. 
2 MIH security problem space and history
In the MIH services framework, the protocol carrying mobility services flows between two MIH functions (MIHF). An MIHF providing one of the services, event service (ES), information service (IS), or command service (CS) in the network is a point of service (PoS.) The MIH protocol can travel between a mobile node (MN) and a PoS, or between two PoS.  Out of scope for this discussion is the possibility of two MN exchanging the MIH protocol. 

In the current IEEE P802.21 draft [1] the general problem space of security for the MIH protocol and services is unspecified. In section 1.3, the document says security mechanisms are out of scope. There are a few mentions of security in the draft [1] however:
· In 3.40, seamless handover is defined as having ‘no degradation in … security… ‘  

· In section 5.3.4 (Information Service): “this standard enables both L2 and L3 transport options for this information and expects the transport to provide security for this information.”

· Also 5.3.4: “MIIS either relies on existing access media specific transports and security mechanisms or L3 transport and L3 security mechanisms to provide access to the information.”

· In the MIIS IE space, there are several IEs which refer to the security in use within a network, such as the Network Security IE and related query, with values such as “strong-cipher” and “open.”
In [2] the IETF MIPSHOP Working Group describes four scenarios for securing communication between the mobile node (MN) and MIH Mobility Services (MoS). The problem space is organized in two dimensions: if the mobile and the MoS are in home (MoSh), visited (MoSv) or third party (MoS3) networks; and if the transport is reliable or unreliable. Some points to note:

· Standard authentication and encryption methods are specified.
· Identity is at the transport level, and not at the MIH level.

· The MIH payload is opaque to the transport.

· MoS in the same domain may have implicit trust between each other.

· MoS in the home domain of the MN are implicitly trusted by the MN.

· All communication is at L3 or above.
· The network architecture of the MoS is not defined.

Also in the IETF MIPSHOP WG, [3] describes the problem space for the IETF L3 or above transport solution including the following key points on security:
· The transport protocol and security are not specific to a link type.
· From section 7 Security Requirements:
· The IS PoS may require authorization of the client in some applications, not in others.

· With the ES and CS the MN and PoS require mutual authentication.
· MIH protocol confidentiality and integrity is needed in some scenarios.

· An implementation should be possible in some scenarios that doesn’t require additional identities beyond those needed for network access.

· DoS attacks on the network PoS from clients of each service should be evaluated.

· From section 10.4 IETF security requirements:
· Mutual authentication between two MIH nodes must be possible.

· One way authentication between two MIH nodes may be possible.

· Integrity protection must be available.
· Confidentiality may be available.

· Replay attack protection must be available.

· DoS protection may be available.

· The transport security does not depend on the MIH protocol.

The above descriptions of the MIH services security space are from the context of designing a transport protocol for the MIH protocol. It is useful to consider that these requirements are fulfilled by the higher layer transport. As a result the security requirements for the services themselves, and for use and transport of the MIH protocol at L2, may be different.

In the IEEE 802.11 document [6] the problem space for use of MIH services over 802.11 networks is bounded by these key points:
· In section 11.10.4, MIH services can be discovered in state-1 (unauthenticated state.)

· The IS service can operate in state-1.

· The ES and CS services may operate only in state-3 (authenticated, link security established). It is implied that ES and CS will be transported in IP packets.

In the IEEE 802.16 document [7]  the problem space for use of MIH services over 802.16 networks is similarly bounded by these key points:
· In 6.3.2.3.9, 11.8.10 and table 358 (see MIH Capability Support row), MIH services can be discovered before authorization (also called “during network entry”) using the MIH Initial Service Request.
· In section 6.3.9.8 and 6.3.25 the BS and MS may perform IS protocol exchange before authorization using Privacy Key Management (PKM) messages.
· MIH services may operate in authenticated state without IP transport using MOB_MIH-MSG messages on the Primary Management connection (see 6.3.2.3.62.)
· In I.5 MIH Exchange procedure, Figure I.11 the caption implies that MIH message exchange before authorization is pre-authenticated.
These specifications illustrate there are some considerations needed for using MIH services capability discovery and IS in unauthenticated state, using L2 transport.

From the IAB, [8] discusses link events or indications, and describes some security concerns. The MIH ES is given as an example of a service providing link event reporting in section 1.3. Key points raised are:
· Transport of link events should not introduce new security vulnerabilities in the related unsecured routing protocols.
· Transported link indications need to be “valid”, so the receiving host can accept them even from off-link senders.

· A receiving host needs a way of mapping the received indication to the relevant higher layer services or users.

The above concerns are primarily from the perspective of how the event service might negatively affect the routing or transport services of the network and transport layers.  

None of the existing problem space descriptions discuss the need for perfect forward secrecy.

3 Use Cases and Requirements
3.1 Requirements derivation and specification method
Based on the scoping work done in other groups (above) and based on analysis of the MIH protocol itself, the following is the summary of aspects that need use cases to be provided:

· Security of MIHF discovery and MIHF capability discovery:
· There are two kinds of transport mechanisms: the lower layer transport (L2) and the MSTP layer transport.

· MIHF discovery: over media-specific L2 or higher layer mechanism

· MIHF capability discovery: either over MIH or over media-specific broadcast messages

· Mutual authentication of MIH peer nodes

· No authentication is defined by MIH [1] during the process of MIHF discovery and MIH capability discovery.
· In the CS, the MN authorizes the CS MIHF to issue commands, so the MN may want to authenticate the CS.  The CS PoS may be willing to direct unknown MNs, or may require authentication. 
· In the IS, the IS MIHF may want to control access to the information based on authorization, so the IS MIHF may require authentication of the MN. The MN MIHF may or may not care if the IS MIHF is known.

· In the ES, the subscriber to the events may or may not care if the generating MIHF is authentic. It is also possible the generator may want to allow subscription for events to authorized remote MIHF only.
· MIH based access control

· After authentication different MN MIHF may be authorized to access all or only limited services. This may help with DoS issues.
· Per-MN management of access rights may be needed, with additional considerations:
· MN may not be known in advance (if belonging to a different administrative domain.)
· MN may not disclose its identity to a visited network.
· Role-based management of access rights may be implemented. The role may be based on some aspect of the MN’s state (unauthenticated/authenticated) or its subscription (home/visiting).
· In some implementations the MN MIHF should be able to select the most well known IS MIHF among all available.
· Security of MIH Protocol

· MIH protocol integrity and replay protection

· MIH protocol confidentiality.
Evaluating this list, it is clear the same use cases or scenarios posed in [2] are useful for considering the MIH services and protocol security. There are some additional scenarios introduced due to the possibilities from [6] and [7]. The additional scenarios have to do with using the IS in unauthenticated state. When deriving requirements from the use cases, the security requirements or aspects described in [2] [3] [6] [7] and [8] are also considered against the scenario.
In the requirements lists below, the requirement numbering format is X.Y. The X refers to the use case. For the framework derived requirements, the number ‘0’ is used for general requirements. The Y digit indicates the requirement number within that use case.
Some use cases generate similar or overlapping requirements.

Some requirements here may duplicate those from other documents, and some are new. This document validates any duplicated requirements, and lists them because they have aspects within the scope of the 802.21 security group. 
The requirements are established so that the ultimate specification will define mechanisms to meet the requirements. The specification will also determine if a mechanism is mandatory to implement (specified using ‘shall) or optional. If a mechanism is optional to implement (for example specified by the word ‘may’), the solution must also provide a way for an implementation to indicate if it has or has not  implemented the mechanism. 
3.2 MIH Framework and general requirements

Apart from use cases derived from network architecture, there are some considerations native to the MIH services themselves that can generate use cases and related security requirements.
· Information Service

· Discovery may originate within or from outside administrative domain boundaries.

· In access networks such as 802.11 and 802.16 an MN should be able to obtain IEEE 802.21 related information elements before the MN is authenticated with the PoA, to enable best network detection and selection (NWDS.)
· In order to protect the user from receiving wrong information, it should be possible for the IS to be authenticated to the MN.
· It should be possible for the IS to define different sets of information available for MNs in authenticated and un-authenticated states.
· Event Service and Command Service

· Mutual authentication between the NN MIHF and the MN MIHF should be used.
· Secure channel establishment.
· Providing confidentiality, integrity protection and message origin authentication.

Requirements

R 0.1 It shall be possible to discover an MIH PoS while attached to that PoS’s home network.

R 0.2 It may be possible to discover an MIH PoS when visiting a roaming partner’s network. 

R 0.3 It may be possible to discover an MIH PoS while attached to a 3rd party network.

R 0.4 It may be possible to exchange IS messages between the MN and PoS before the MN is authenticated to the network, or authenticated to the IS MIHF.
R 0.5 It may be possible for the MIHF IS to provide different results to information requests based on the identity or authorization of the requesting MN MIHF.

R 0.6 It shall be possible to enforce mutual authentication between the CS MIHF and the MN MIHF.

R 0.7 It may be possible for a CS MIHF to provide service to an unauthenticated MN MIHF.

R 0.8 It shall be possible to enforce mutual authentication between the ES MIHF and the MN MIHF.

R 0.9 It may be possible for the MIHF generating the events to provide service to an unauthenticated MN MIHF.

3.3 Use Case 1

The MN and the PoS are located in the MN’s home domain, and the MN is authenticated and authorized on the network. In this situation the MN trusts the PoS and it may use either L2 technology specific mechanisms or DHCP/DNS for service discovery.

It is not always possible to establish link-layer security between two MIHF (for example, the MN and the PoS are located on different links). Also, in some home network implementations, link layer access is left open, but access is only available by establishing security at a higher layer. In this case L3 or above must provide security. Deployment options for secure network access could include link encryption, IPSec tunnel to a VPN gateway, SSL VPN and others. In these cases the MIH services are unaware which is being used to provide secure access to the home network. 
Even if the MN and the PoS are located in the home domain some issues must be considered. The home domain may span several networks. Because the network architecture of the MIH services is not specified, the PoS for IS, ES and CS may be located in different networks belonging to the home domain. Since they may need to communicate with each other, there will need to be security in place between them.
Using the requirements listed in the problem space history, and the following assumptions, we can generate requirements from this scenario.

Assumptions

In this use case, the following observations are made to be used to generate requirements:
MN:
1. The MN has authenticated and been authorized for network access. 
2. If there is link security in use on the network, it is established between the MN and point of attachment (PoA.)

3. The MIHF in the MN relies on existing link layer security, network layer security, MIH transport security and for confidentiality and integrity protection. PFS is not needed.
4. The MN does not need DoS protection or replay protection from home domain MIHFs.

5. The MN trusts the validity of the services based on the use of standard MIH services.

NN:

1. The MIHF for IS, CS and ES have transport-based (MSTP) security associations established between each other within the home domain if needed, as determined by the security implementation within the home domain. Data integrity and confidentiality are in place for messages exchanged between these PoSs. PFS is not needed.
2. Replay protection and DoS prevention is not needed between PoS in the home domain.
3. The MIHFs in the network rely on the existing access control mechanisms of link, network and transport security for DoS protection and replay protection from MN attacks. There is no additional protection against trusted but malicious MN MIHF.
Requirements

R 1.1 When the MIHF is in a network node (NN) in the home domain, there shall be a service that indicates to the MIHF that is in the home domain and the other NN MIHFs are also in the home domain.

R 1.2 When the MN MIHF is attached to the home domain, there shall be a service that indicates to the MIHF that it is being served by home MIHFs through the home domain.
R 1.3 It may be possible for the MIHF in a NN PoS to require and perform authentication and authorization of the home MN MIHF. There shall be a service specified for the MN to receive or be denied authorization from the PoS. 
R 1.4 Authorization may be required in the case of the home MN MIHF performing capability discovery with a home NN MIHF. 

.

3.4 Use Case 2

The MN MIHF is located in a visited domain, communicating to the visited domain’s NN MIHFs. Link-layer security is established between the MN and its PoA, based on roaming agreements. After performing mutual authentication between the MN and the visited network’s AAA server to establish link layer security and network authorization, the MN trusts network entities to send mobility related information and commands and the network authorizes the MN to access mobility services according to the authorization profile associated with the MN. Within the visited network, security is established between the NN MIHFs.
Assumptions

The following observations are made to be used to generate requirements:
MN:
1. The MN has authenticated and been authorized for network access. 

2. If there is link security in use on the network, it is established between the MN and point of attachment (PoA.)

3. The MIHF in the MN relies on existing link layer security, network layer security and MIH transport security for confidentiality and integrity protection. PFS is not needed.

4. The MN does not need DoS protection or replay protection from visited domain MIHFs.

5. The MN trusts the validity of the services based on the use of standard MIH services.

NN:

1. The MIHF for IS, CS and ES have transport-based security associations established between each other within the visited domain if needed, as determined by the security implementation within the visited domain. Data integrity and confidentiality are in place for messages exchanged between these PoSs. PFS is not needed.

2. Replay protection and DoS prevention is not needed between PoS in the visited domain.

3. The MIHFs in the network rely on the existing access control mechanisms of link, network and transport security for DoS protection and replay protection from MN attacks. There is no additional protection against trusted but malicious MN MIHF.
Requirements

R 2.1 When the MN MIHF is in a visited domain, there shall be a service that indicates to the visited NN MIHFs that the communicating MN MIHF is visiting.

R 2.2 When the MN MIHF is attached to a visited domain, there shall be a service that indicates to the MN MIHF that it is being served by visited MIHFs through the visited domain.

R 2.3 It shall be possible for the MIHF in a visited NN PoS to require and perform authentication and authorization of the MN MIHF while it is visiting. There shall be a service specified for the MN to receive or be denied authorization from the PoS. 

R 1.4 Authorization may be required in the case of the visiting MN MIHF performing capability discovery with a visited NN MIHF. 

.
3.5 Use Case 3

In this scenario the MN is located in the visited network and the PoS is located in the home network. Link-layer security is established between the MN and its PoA, based on roaming agreements. The visited network may not provide the needed MIH PoS, or the roaming agreement may specify that visiting MNs are to use their home PoS for some services. Also, the MN may be configured to use only its home PoS when visiting. 

The MN must be pre-configured with identity of the home NN MIHF. The MN may be pre-configured with the IP address of the home NN MIHF as well. If it is not preconfigured with the IP address, the MN should be able to discover the home NN MIHF in a secure manner. When the MN communicates with the IS only server-to client authentication is required, while mutual authentication should be performed between the MN and ES or CS PoS before MIHF registration.

Assumptions

MN:
1. The MN has authenticated and been authorized for network access. 

2. If there is link security in use on the network, it is established between the MN and point of attachment (PoA.)

3. The MIHF in the MN relies on existing link layer security, network layer security and MIH transport security for confidentiality and integrity protection. PFS is not needed.

4. The MN does not need DoS protection or replay protection from home domain MIHFs, even while visiting another network.
5. The MN trusts the validity of the services based on the use of standard MIH services.

NN:

1. The MIHF for IS, CS and ES have transport-based security associations established between each other within the home domain if needed, as determined by the security implementation within the visited domain. Data integrity and confidentiality are in place for messages exchanged between these PoSs. PFS is not needed.

2. Replay protection and DoS prevention is not needed between PoS in the visited domain.

3. There is secure communication between the home and visited domains that carries the MIH traffic between the home PoS and the away MN. The MIHFs in the network rely on the visited domain’s existing access control mechanisms of link, network and transport security for DoS protection and replay protection from MN attacks. There is no additional protection against trusted but malicious MN MIHF.
Requirements

R 3.1 When the MN MIHF is in a visited domain, there shall be a service that indicates to the home NN MIHFs that the communicating MN MIHF is visiting a roaming partner.

R 3.2 When the MN MIHF is attached to a visited domain, there shall be a service that indicates to the MN MIHF that it is being served by its home NN MIHFs through the visited domain.

R 3.3 It may be possible for the MIHF in a home NN IS PoS to require and perform authentication and authorization of the MN MIHF while it is away. In this case there shall be a service specified for the away MN to receive or be denied authorization from the home PoS. 

R 3.4 It shall be possible for the away MN MIHF to authenticate the home IS MIHF.

R 3.5 Authorization may be required in the case of the away MN MIHF performing capability discovery with a home NN MIHF. 

R 3.6 It shall be possible for the away MN MIHF to mutually authenticate the home NN ES MIHF or home NN CS MIHF.

3.6 Use Case 4
The MN is located in either the visited or in the home network, and the PoS is located in a 3rd party network. For example, the MN MIHF is subscribed for MIH from a provider of such services that is not related to the home network operator or the visited network operator. A provider might be an enterprise intranet MIH PoS, or a public company offering MIH by subscription.

MSTP or other higher layer security should be implemented in this case to create a secure path between the MN and the 3rd Party PoS. In order to establish trust between the MN and the 3rd party NN MIHF, serving IS MIHF should authenticate itself to the MN MIHF. The MN may or may not need to authenticate to the IS MIHF. To avoid communication between the MIHF and unauthorized MNs, mutual authentication should be performed between the MN MIHF and the MIHF providing ES and CS.
Assumptions

MN:
1. The MN has authenticated and been authorized for network access. 

2. If there is link security in use on the network, it is established between the MN and point of attachment (PoA.)

3. The MIHF in the MN cannot rely on existing link layer security or network layer security that is used to attach and access the network for confidentiality nor for integrity protection. PFS is not needed. It must assume an insecure path to the 3rd party PoS.
4. The MN may need DoS protection and replay protection from the insecure path to the 3rd party provider PoS..

5. The MN trusts the validity of the services based on the use of standard MIH services.

NN:

1. The MIHF for IS, CS and ES have transport-based security associations established between each other within the 3rd party domain if needed, as determined by the security implementation within the 3rd party domain. Data integrity and confidentiality are in place for messages exchanged between these PoSs. PFS is not needed.

2. Replay protection and DoS prevention is not needed between PoSs in the 3rd party domain.

3. There is no secure communication path between the domain of the MN’s PoA to carry the MIH traffic from the MN to the  3rd party PoS and back. The MIHFs in the 3rd party network cannot rely on the PoA’s domain for network access control mechanisms or link, network and transport security. DoS protection and replay protection is needed from path based attacks. There may need to be protection against trusted but malicious MN MIHF.
Requirements

R 4.1 When the MN MIHF wants to use a 3rd party MIHF, it shall be possible to create a secure transport connection between the MN and the PoS. There must be an indication to each MIHF that the connection between them is secured.
R 4.2 It shall be possible for the away MN MIHF to mutually authenticate with the 3rd party NN MIHF, regardless of the service type.
R 4.3 Authorization may be required in the case of the away MN MIHF performing capability discovery with a 3rd party NN MIHF. 

3.7 Use Case 5
The MN is accessing the IS while the MN is not unauthenticated to the network.  The network authorizes unauthenticated use of MIH IS for expediting NWDS only. The information is expected to be hints and considered ‘better than nothing.’ The network is not sure of the MN’s identity, so does not know if the MN is part of the home network or to be treated as roaming / visiting, or as third party. The MN may detect broadcast information or use other methods to attempt to identify or even authenticate the network PoA and PoS. However the MN may not be certain if the network is home, a roaming partner, or a third party network. 
Assumptions
MN:
1. The MN has not been authenticated for network access. 

2. There is no link security established between the MN and its PoA.

3. The MN MIHF must use IS PoS access methods provided within the link technology to address and exchange messages.
4. There are no access methods available at this time for using ES or CS even if they are advertised in the link technology beacon.

5. The MN may need DoS protection and replay protection from the insecure path to the PoS.

6. The MN uses the unsecured IS service ‘as is’ without assuming the provider is trusted.

NN:

1. The IS MIHF may be reached through the PoA without authenticating to the network first.

2. Replay protection is not needed between PoA and the IS PoS.

3. There is a secure connection between the PoA and the IS PoS so confidentiality and integrity of messages between them is provided.
4. DoS protection  is needed.
Requirements
R 5.1 It may be possible to have message originator authentication between the MN MIHF and the IS MIHF even when the MN is not authenticated to the network.
R 5.2 It may be possible for the MN MIHF and IS MIHF to use message integrity protection even though the MN is not authenticated to the network.
R 5.3  It may be possible for the MIHF IS to receive an indication that an incoming IS message is from an unauthenticated MN MIHF.
4 Potential Approaches 

4.1 General considerations

Regarding security of MIH Protocol the following should be taken into consideration to aid in acceptance and increase ease of deployment of the solutions:

· Re-using existing transport protocol security (as specified in MSTP)
· Re-using existing solutions for authentication, authorization, confidentiality and message integrity (also specified in MSTP)
4.2 IETF recommendations

4.2.1 MIH Node discovery

The document [2] provides solutions for MIHF discovery. If DHCP is used for node discovery, it is recommended to use DHCP authentication option (RFC3118). This solution provides mechanisms both for node authentication and message authentication.

If DNS is used, it is recommended to use DNSSEC (RFC 4033).
4.2.2 MIH transport security

In case when a reliable transport protocol such as TCP is used for connection between two MIHF peers, TLS (RFC 4366) should be used for data integrity and confidentiality.

In case where unreliable transport protocol is used for connection between two MIHF peers, DTLS (RFC 4347) may be used.

Alternatively, for generic IP level security, IPSec (RFC 2401) may be used if nether transport level security for a specific transport is available nor server only authentication is required.

4.2.3 MIH –to-MIH authentication

Using FQDN and NAI as MIHFID is applicable in all mentioned scenarios. IP address may be used as MIHFID in case where the MN and the MoS are located in the same network (Use Case 1 and Use Case 2) or the IP address of MoS is preconfigured on the MN.

5 Acronyms

BS

Base station in 802.16 networks

CS

Command service of the media independent handover services

ES

Event service of the media independent handover services

IAB

Internet architecture board

IS

Information service of the media independent handover services

FQDN 

Fully qualified domain name

MIH

Media independent handover services

MIHF

Media independent handover services function

MN

Mobile node

MoS

Mobility services

MoSh

Mobility service in home network

MoS3

Mobility service in third party network

MoSv

Mobility service in visited network

MS

Mobile station in 802.16 networks
MSTP

Mobility services transport protocol

NWDS

Network detection and selection

PFS

Perfect forward secrecy
PoA

Point of attachment

PoS

Point of service
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