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IEEE P802
Media Independent Handover Services

Minutes of the IEEE P802.21 Security Study Group

Orlando, Florida. USA
Chair: Yoshihiro Ohba
Secretary: Yuu-Heng Alice Cheng
Caribbean 1: Tuesday, March 18th, 2008
1. Security study group discussion 1
1.1. Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Study Group at 10:30AM.
1.2. Meeting Agenda
Document: https://mentor.ieee.org/802.21/file/08/21-08-0070-02-0sec-security-sg-agenda.ppt

Document: https://mentor.ieee.org/802.21/file/08/21-08-0082-00-0sec-security-sg-opening-notes.ppt
The MIH security consideration contribution is 21-08-0054-01-0sec.
The submission of the PAR will be deferred until the 802.21 draft specification is approved by IEEE 802 EC for submission to RevCom.
Comments: When the PAR is submitted to the EC on June, will it be responded by July?
Response: There will be a continuous feedback from the different working groups. Tuesday 5PM of the week of plenary session is the deadline for the WGs to provide feedback.

Comments: If the 802.21 draft specification is not planned to be finished by July, can the PAR still be submitted in June?

Response: The WG will plan the schedule to be finished by July according to the updates from 802.21 WG status.

1.3. Discussion on the tutorial
Document: https://mentor.ieee.org/802.21/file/08/21-08-0080-01-0sec-security-signaling-during-handovers-tutorial.ppt
The slides are updated according to the feedback from the WG during PM1 meeting on 17, March 2008.

Comment: [Slide 26.] The definition of Dual and Single Radio Handovers may be placed up front where the definitions are.
Response: It’s better to keep the definition close to where it is used. If it is early in the presentation, the audience may not remember the definition.

Comment: Do we want to include 802.11r inter-ESS scenario in single radio handover in slide 26?
Response: There will be additional offline discussion (assigned to Subir)

Comment: For some mobility protocol, the resource preparation may not always be on the target network. The dual or single radio is about physical link. On the other hand, “make-before-break” or “break-before-make” is about the mobility protocol. These two shouldn’t be mixed together. One example is that when using the Fast-MIP, the single radio handover can be a “make-before-break” operation. Maybe the “make-before-break” requires to be further defined.
Response: The “break-before-make” is from the perspective of physical link attachment not resource preparation. We can add a note that the make-before-break/break-before-make is at the PHY/MAC level.
Comment: There are more cases on the radio handovers. For example, a technology that allows one radio transmission with multiple radio receiving. Another case of dual transmission and dual receivers can happen. Maybe we need to list all the different possibilities.

Response: The dual radio handover can be further categorized. The TR document needs to include the complete definition of the dual/single radio handovers. We can add a note to state that this is a simple case for the tutorial purpose.

Response: We should focus on the technologies that are already defined by different SDO’s instead of addressing other research technologies which does not have any impact in the real world.

Comment: The definition of dual radio and single radio does not seem to be consistent with the power management study group definition.

Chair: Yes, we should collaborate with the different SG.

Comment: In slide 13, the first bullet should be split into two bullets. The method/procedures of creating an SA between MN and AS should be different. In slide 14, there should be some connection of message flows with the previous slides.
Chair: Will discuss this offline.

Comment: In slide 20, the inter-technology and intra-technology described did not distinguish of intra-AAA domain and inter-AAA domain. The 802.11r case is for intra-technology and intra-AAA domain.

Response: We can add a note that the inter AAA-domain is not covered by these intra-technology specifications. Basically add “within the same AAA domain” at the end of the first bullet.

Chair: Any comments on slide 35?
Comment: Does it come across to the audience that the “define” is the work for the 802.21 though it is already in the slide title.

Response: The topic can be renamed. Or rephrase the “define” to “Allows key install comments definition.”

Comment: The actual keywords of “key install commands” probably shouldn’t be in the slides.
Response: Rewording the slide to address “how the problems can be tied to the 802.21 WG.” The details can provide more high level response.
Comment: The slides should provide “Why 802.21”?

Comment: We can keep the slides just to slide 34 and remove slide 35.

Comment: Service providers are looking for a solution out of this work including the cellular system security work across different radio-access network. It seems like the study group is addressing something only within 802.11 networks. There should be more information related to 802.16 or 3G networks.

Response: These slides are for tutorial purpose.

Comment: Maybe address the caching in slide 34.

Response: We can update the slides and have some offline discussion.

1.4. MIH Level Security Considerations

Document: https://mentor.ieee.org/802.21/file/08/21-08-0054-01-0sec-mih-level-security-considerations.ppt
Presentor: Yoshihiro Ohba
Comment: [Slide “Use Cases.”] How can the layers above be able to know what the lower layer attachment status by using this type of case categorization? Is the “before/after” network access authentication on the MIH authentication or is it the link attachment?
Response: It should be the link attachment. Another possibility is split by L2 and L3. However, in L2, we already removed the possibility of using ether type.

Comment: The categorization of the uses cases may create possible overkill for other deployment scenarios because it already exists.
Chair: We are in the same slide. The contribution in 21-08-0067-01-0000-security-section.doc may already solve all the MIH security information. In “post attachment,” we will always use secure L3 as transport.

Comment: [Slide “Goals and Requirements.”] There are some parts that are mandatory to implement but not mandatory to use. How can the confidentiality to be optional? Though confidentiality is supported by some link-layer technology using, e.g., AES-CCM.

Chair: We can put “confidentiality” as mandatory.

Comment: The data origin categorization as separate with the message authentication.

Response: For each of the requirements, we should have a thorough discussion on what are the requirements are.

Comment: We don’t have a way to carry MIH message on L2 transport except using the management frame. So MIH messages can be only carried by the L3 defined in IETF. We should have discussion on do we want to add additional MIH message security or always use the transport layer security.

Comment: Procedurally, there should be a way to distinguish the chair and technical contribution.
Chair: Mainly of the slides are summary of previous discussion. Recommend the group to provide more technical input. We will arrange teleconferences before May meeting for technical discussion on MIH-level security.
1.5. Announcements
There will be a joint meeting with 802.1 at 4PM and a tutorial at 8PM.

Caribbean 1: Thursday, March 20th, 2008
2. Security study group discussion 2
2.1. Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Study Group at 1:50PM.

The PAR and 5C will be discussed in May. The focus of this meeting slot will be on the MIH level security.

2.2. MIH Level Security

Document: https://mentor.ieee.org/802.21/file/08/21-08-0095-00-0sec-mih-security.ppt
Presenter: Subir Das
Comment: We can assign tasks for the “new threats” introduced by MIH. “We need secure communication between two nodes” as the guide line for designing the security study is broad. What are the new threats introduced by the MIH behavior? Design a counter measurement against that threat. For new behaviors between the MIHF, the counter measure may be directly done by applying IPsec. Common threats proposed in previous presentations are already defined. A unique threat defined by MIH protocol will be like: what happens if the MIHFID in the packet was replaced? How will MIH protocol handle it?
We should handle new threats introduced by the MIH behaviors. Common threats we don’t need to deal with it, there are existing counter measurements.

Comment: If the analysis result is MIH protocol does not introduce any new threat, which is great. Then existing counter measurements can achieve the security goal for protecting the traffic.

Presenter: There is a necessity that the MIH layer needs to have some secure source identity.
Comment: The commenter has a very good suggestion to do a threat analysis. Based on the result, there may not be anything needed to be done above the transport.
Comment: We need to break the deployment model of ES, CS, and IS for performing the threat analysis. The needs are different for different MIH services. Where the services are located can contribute to the threat analysis cases. Then divide the services into the transport layer used. For L3, some existing schemes can be applied. When in L2, it can be further separated to unauthenticated state and authenticated state.

Presenter: There are some use cases in the TR that contains the enterprise case instead of distinguishing from the MIH services’ perspective. 
Comment: If we don’t do threat analysis, then there won’t be a security study group. The 3 services may not be in the same notes. Typically we have well-known solutions for IPsec, TLS, DTLS. Regarding the hop-by-hop in slide 6, what MIH message can be sent hop-by-hop? 
Presenter: Based on the mode of the transport, the underlying per hop may be secure for some hops and insecure for other hop. The MIH layer when looking at the packet, it cannot identify if the transport was securely transmitted through a secure transport.

Commenter: IPsec, TLS, DTLS are talking about end-to-end MIHF, not only hop-by-hop.

Presenter: The MSTP does not say anything of the transport. Two MIHF are end-to-end, the MSTP does not say it will have to come with one transport, or multi-hop transport. 

Commenter: We don’t want to allow hop-by-hop.

Presenter: We need to have some discussion in the design team as to whether we need to add the restriction (of not allowing hop-by-hop). That can address the last bullet point. If we want to say that there is an end-to-end transport SA between MIH peers, then it will help.
Commenter: What are the identities at transport?

Presenter: When using the transport level security there are identities defined to exchange the key. These identities are for the secure transport, not generic TCP/UDP transport. When looking at the MIH packet source ID, how will the remote node identify the source node?

Commenter: If you disallow the transport to be the security session termination point. One way of supporting this, is to have the key held within the MIH.

Presenter: We do not have any hooks at the MIH level to tell the MIH User that the communication was transmitted securely.
Commenter: That will be left for the implementation. The slide 6 last bullet is not a problem. The third bullet is an implementation issue. The “discuss point” in slide 7 is too broad.

If we can require the transport to have the secure end-to-end transmission, the MIH security will not be necessary.

Presenter: Do we only rely on transport security? If not, then what needs to be done in the MIH level for the security?
Commenter: The TR contains the optimization of the different deployment scenarios for MIHF.
End-to-end security means that the key exchange is in the same host of the MIHF. In the TR, there are details of the different set of requirements of the end-to-end security.

Commenter: Let’s not make conclusion that this is implementation specific and not doing anything. We can create a separate contribution on the threat analysis. For slide 7 “is this a valid scenario?” I personally think it’s not a valid scenario, these are already defined issues.

Presenter: Do we have some use case that does not have TLS or DTLS, IPsec, what will we do if the device does not have that.

Chair: What needs to be done is the threat analysis based on deployment model with different MIH services and different layers and un/authenticated cases. Also consider the different scenarios applied to the MIPSHOP. We also need to consider that if, in the case of existence of end-to-end transport security, we will conclude that if everything is implementation issue or not.
The first part will require a lot of hard work.

Comment: If we want to do a threat analysis for each deployment model, etc. we will get a big matrix. If we can narrow it down for only a few scenarios that are more reasonable, then we can approach those cases in a more reasonable time.

Comment: We can discuss the common ones existing in the TR use cases and have some discussion in the telecom.

Comment: What does it mean to address 802.11s. When considering the use case and threat analysis, how it can apply to 802.11s use cases? How to protect 802.11 L2 messages in 802.11s? Assuming that there is an authentication server connected several hops away that is not 802.1X protected. That hop-by-hop is not the same here.

Comment: Another IS scenario is that the IS may want to give different access control to the different users.

Chair: That threat can be handled with the end-to-end secure requirement. The actual access control policy is implementation issue.

Comment: Marc’s suggestion is good. Subir raises the cases if we want to do the authentication within the MIH protocol. Maybe it will solve all the other threats. The encryption is the same node of the MIHF or is within the MIHF. 
Comment: Let’s just go through the scenarios and not jump ahead. How does the access/discovery being designed in implementation? Share any light or proof-of-concept on how it may be resolved.

Comment: We should look at the scenarios and do a   threat analysis and determine what they are. It may determine that the transport level security is very well sufficient and MIH protocol security is not required. Once you know where the threat lies, then you will know how it can be solved.
Comment: Completely agree on the previous speaker on creating the threat analysis.
Comment: Is it about how the service resides or what the service is? It probably doesn’t matter what the services are, the threats are the same. It depends on the location of the service, in home network or in visiting network.
2.3. Closing
Document: https://mentor.ieee.org/802.21/file/08/21-08-0099-00-0sec-ssg-closing-notes.ppt
2.4. Meeting is adjourned by Yoshihiro Ohba until May 2008 interim meeting in Jacksonville

3. Attendance

3.1. Security Group Study discussion 1 Tuesday, March 18th, 2008
	Name
	Affiliation

	An, Yoon Young
	ETRI

	Babut, George
	Rogers Communications Inc.

	Bajko, Gabor
	Nokia Corporation

	Chan, H Anthony
	Huawei Technologies

	Chen, Lidong
	National Institute of Standards and Technology

	Cheng, Yuu Heng
	Telcordia Technologies

	Chin, Kevin
	Microsoft

	Dhondy, Rohinton
	Elbrys Networks Inc.

	Eastwood, Lester
	Motorola Inc

	Edwards, Dennis
	CoCo Communications

	Famolari, David
	Telcordia Technologies

	Feder, Peretz
	ALCATEL-LUCENT

	Fitzgerald, C
	DISA (US Department of Defense)

	Gloger, Reinhard
	Nokia Siemens Networks

	Golmie, Nada
	National Institute of Standards and Technology

	Gupta, Vivek
	Intel

	Han, James Jia
	Motorola Inc

	Jover, Fernando
	BT Group PLC

	Khatibi, Farrokh
	QUALCOMM, Inc.

	LeBlanc, Larry
	In Motion Technology, Inc

	Liu, Xiaoyu
	Samsung Electronics Co. Ltd.

	Lyles, Joseph
	Telcordia Technologies

	Meylemans, Marc
	Intel

	Minho, Lee
	Samsung Electronics Co. Ltd.

	Ng, Chan-Wah
	Panasonic Singapore Laboratories

	Ohba, Yoshihiro
	Toshiba

	Park, Changmin
	ETRI

	PARK, IN-SOO
	Korea Telecom

	Salminen, Reijo
	Seesta ltd

	Simsek, Burak
	Fraunhofer Institute

	Singh, Shubhranshu
	Samsung Electronics Co. Ltd.

	stupar, patrick
	NEC

	Taff, Louis
	Ericsson

	Taniuchi, Kenichi
	Toshiba Corporation

	Williams, Michael
	Nokia Corporation

	Xie, Qiaobing
	Motorola Inc


3.2. Security Group Study discussion 1 Thursday, March 20th, 2008

	Name
	Affiliation

	An, Yoon Young
	ETRI

	Chan, H Anthony
	Huawei Technologies

	Chen, Lidong
	National Institute of Standards and Technology

	Cheng, Yuu Heng
	Telcordia Technologies

	Chin, Kevin
	Microsoft

	Chiu, Ran-Fun
	Hewlett-Packard

	Dhondy, Rohinton
	Elbrys Networks Inc.

	Eastwood, Lester
	Motorola Inc

	Edwards, Dennis
	CoCo Communications

	Fitzgerald, C
	DISA (US Department of Defense)

	Gloger, Reinhard
	Nokia Siemens Networks

	Gupta, Vivek
	Intel

	Han, James Jia
	Motorola Inc

	Henderson, Gregory S
	Research In Motion Ltd.

	Jover, Fernando
	BT Group PLC

	Lyles, Joseph
	Telcordia Technologies

	Meylemans, Marc
	Intel

	Minho, Lee
	Samsung Electronics Co. Ltd.

	Ng, Chan-Wah
	Panasonic Singapore Laboratories

	Ohba, Yoshihiro
	Toshiba

	Park, Changmin
	ETRI

	Rajkumar, Ajay
	ALCATEL-LUCENT

	Salminen, Reijo
	Seesta ltd

	Sarikaya, Behcet
	Huawei Technologies, USA

	Simsek, Burak
	Fraunhofer Institute

	Singh, Shubhranshu
	Samsung Electronics Co. Ltd.

	Sinha, Rahul
	Samsung Electronics Co. Ltd.

	stupar, patrick
	NEC

	Taff, Louis
	Ericsson

	Taniuchi, Kenichi
	Toshiba Corporation

	Vidal, Albert
	i2CAT Foundation

	Xie, Qiaobing
	Motorola Inc
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