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IEEE P802
Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21 Security Study Group

Chair: Yoshihiro Ohba
Secretary: Y. Cheng
10:00AM Wednesday EST, April 16th, 2008
Meeting started at 10:05AM.

1. Opening

Chair: We will discuss contribution 21-08-0106-00-0sec and 21-08-0107-00-0sec.
2. Meeting Discussion
Document: https://mentor.ieee.org/802.21/file/08/21-08-0106-00-0sec-threats-assumtion-and-use-cases.ppt
Presentor: Subir Das
· Slide 8
· Presentor: Address the MIH message comment from previous presentation.
· Presentor: hPoS stands for Home PoS.

· Slide 9

· Presentor: The “subscription” is information on whether the user is allowed to get MIH service or not. It could be MIH service subscription or network access subscription.

· Comment: Case 1b is valid is only when it’s an unauthenticated access. If the mobile has already authenticated with the network (it is already attached), then hPoS should be able to access the user subscription profile and verified.
· The PoS may not have access to user profile.

· Slide 12
· Comment: What is different from the TR?
· We will wait to the end of the presentation to clarify the difference.

· Slide 16
· Comment: What does “roaming” means for 802.11 networks? It is commonly used in cellular network and well defined, but not in IEEE 802. We need IEEE definition what is visiting, home, and roaming.
· In IETF has definition of visiting and home MoS. We are reusing the definition in the IETF MISHOP. The roaming relationship can be replaced with via service level agreement.

· Comment: There is another contribution that clarifies the relationship from email by Lily Chen to the mailing list April 16, 2008 subject [802.21] "Access Subscriber Profile"
· Comment: The Security study contains inter and intra handover 802.11 and 802.16 networks.
· Comment: We will concentrate on 802.11 and 802.16, if there are solutions for cellular network we will not preclude that. 

· Comment: The main goal for this presentation is to address previous teleconference comments.

· Comment: 802.11r is about “roaming” so the term is used by IEEE.

· Lily Cheng presents slides from the mailing list April 16, 2008 subject [802.21] "Access Subscriber Profile"
· The slides provide understanding of what subscriber’s profile means.

· We probably need to share the slides a little bit easier to facilitate the conference meeting by reducing the amount of discussion on the understanding of terminologies.
· Slide 2: The K in the first bullet is the long term credential. It’s not restricted

· Comment: The authentication is a peer MIH authentication method using EAP.
· This is to provide the group for a general understanding.

· Shall we distinguish the different services? The Information Service is relatively centralized service that will have a central authentication. The ES and CS is distributed service, a centralized authentication may be required.

· If we allow to do MIH peer authentication, then we need a CA server to provide the certificate 

· The user profile in this presentation is for the use cases of 1a, 2a, 3a, 4a. For the b cases, there needs to be other mechanism.
· Comment: It seems that the user profile definition here is for the PoS to find the MIHF ID. Instead of stating “PoS cannot access user subscription profile” in the use case, we should change the description as “PoS cannot authenticate the MIHF ID”

· Comment: If we use PKI, then the PoS does not need to access the subscriber profile. The PoS can use the CA certificate to authenticate the user. So it is possible to authenticate a user without access to the subscriber’s profile. However, there is no way to provide per-user access control policies to differentiate MIH services among authenticated users.
· Comment: the scenario #1b is not valid. Because mobile node is already attached and the home PoS should be able to access the home user subscription profile.

· Comment: The purpose of the scenario is addressing the possible cases and scenario #1-3b is a valid scenario in this regard.
· Comment: There are cases when servers are not connected to AAA. They can still authenticate users using PKI. 
· Comment: How about intranet servers? Is there any case intranet servers do not have access to AAA but can still authenticate users and provide services? 
· Comment: Yes, for non-employee access, but in that case the provided services may not be part of intranet services.
· Chair More clarification on scenario #1b is needed, but we should include the scenario #1b and other use cases in the TR to do fair assessment.
3. Closing (Chair)
· The discussion ended at 12:01PM. The contribution 21-08-0107-00-0sec is postponed.

· Please provide comment and feedback for the TR. https://mentor.ieee.org/802.21/file/08/21-08-0012-01-0sec-mih-security-technical-report.doc
· Next teleconference

· Date: 10AM April 30, 2008.

· Agenda

· Discuss new revision of the PAR with editorial improvement
· After PAR discussion, will go over the contribution https://mentor.ieee.org/802.21/file/08/21-08-0107-00-0sec-threat-modeling-and-analysis-for-mih-protocol-security.doc
4. Attendance

	Name
	Affiliation

	Chan, H Anthony
	Huawei Technologies

	Chaplin, Clint
	Samsung Electronics Co. Ltd.

	Chen, Lidong
	National Institute of Standards and Technology

	Cheng, Yuu-Heng
	Telcordia Telcordia

	Das, Subir
	Telcordia Technologies

	Ohba, Yoshihiro
	Toshiba

	Rajkumar ,Ajay
	ALCATEL-LUCENT

	Sarikaya, Behcet
	Huawei Technologies, USA

	Singh, Shubranshu
	Samsung Electronics Co. Ltd.

	Sinha, Rahul
	Samsung Electronics Co. Ltd.

	Sood, Kapil
	Intel Corporation

	Williams, Michael
	Nokia Corporation
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