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IEEE P802
Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21 Security Study Group

Chair: Yoshihiro Ohba
Secretary: Y. Cheng
10:00AM Wednesday EST, April 30th, 2008
Meeting started at 10:06AM.

1. Opening

Chair: The first 20 minutes will discuss about the working group issue on the sponsor ballot.
2. Working Group Sponsor Ballot Discussion (Vivek Gupta, WG Chair)
· The excel spreadsheet did not have enough detail in the first submission. Two comments from Tony Jeffery were not completely satisfied. From now through May, we will address the comments.

· We will  produce the draft 10.1 after May meeting. In the mean time we will work on updating the comment resolution files of the past Sponsor Ballots to contain more detailed information.
· Comment:  What about the comment that was taken during the initiation of Sponsor Ballot Recirculation-3.

· There was only one comment in Recirc-3. If there are any comments for the draft 10.0, please send them to Vivek Gupta.
· Comment: A commenter doesn’t stop the ballot just because the resolution was not satisfactory.

· The problem was that the resolution was incomplete. There was no change in the draft that addresses the two comments.

· We need to be extra careful and diligent on addressing comments in Sponsor Ballots.

· Plans for May meeting, we will
· Discuss resolutions for the comments by Tony Jeffery. 

· Discuss comments collected from now till May meeting.

· Take D10.0 to all the disapprove voters individually.

· Not sure if there were other occasions in IEEE 802 that a Sponsor Ballot terminated earlier than expected, there was an incident that the RevCom rejected a submission from a group, which is much more serious. We should avoid that.
· Editors will take care of how the comments are addressed and check the changes in the draft.

· Comment: We probably could have rejected the comment to avoid any procedural issue.

· During the last face-to-face meeting, we actually proposed resolutions and remarks, but there weren’t any updates on the results.

· We need to work on the actual resolutions that address the comments.
· Comment: For the action items on addressing the two comments, what should we do?

· There were several people who expressed their interests in volunteering to work on one of the two comments in the last meeting. Please feel free to contribute.
· David Johnston is in Greece this week and won’t be able to coordinate the work. If there are volunteers, it will be greatly appreciated.

· Tony Jeffery did accept the resolution for the other two comments.

· There are a lot of comments from Andrew Myles. If the comments can be wrapped up by May, that will be very helpful.
3. Change of Editor

Chair: Marc is not able to continue his work as the Editor.

The Chair has appointed Shubhranshu Singh as the Editor. Shubhranshu has made good contributions on the TR work and confirmed that he will be able to commit to the work as the editor. 
4. PAR Discussion

Document: https://mentor.ieee.org/802.21/file/08/21-08-0006-07-0sec-802-21-security-par.doc

Presentor: Yoshihiro Ohba
· The project type is updated based on the form in the PAR submission web tool.
· A new paragraph is added for the technical feasibility in Five Criteria.

· Comment: There are editorial comments on sentences that are unclear. In general there should be short sentences instead of a sentence that expands through four or five lines. Instead of calling it as 802.21s, let’s start with 802.21a. A little more conventional alphabetically. The Working Group is still called 802.21, the Media Independent Service is not official, and we should keep it as 802.21.

· We will update the editorial changes and we can change the project to 802.21a.

· Comment: the second bullet in Section 5.4 is more like a solution, does it needs to be updated? Remove the second part “based on a security association that is bound.”

· This sentence part of the sentence was added for limiting the authorization.
· We don’t need a solution-like text.
· No objection to removing the indicated text.
5. TR Discussion 1
Document: https://mentor.ieee.org/802.21/file/08/21-08-0107-00-0sec-threat-modeling-and-analysis-for-mih-protocol-security.doc
Presentor: Shubrunshu
· Overview

· This is a step by step threat analysis in response to the comment during the Orlando Study Group meeting.
· The document provides the trust relationship between the entities in each deployment scenario.
· We also list the countermeasures for each of the threats section 4. 

· Comment: In Section 3, the security profile terminology is not clear. What does each column means?
· The column on the left is the security profile; the column on right is trying to explain why we need the specific profile. The credentials are talking only about the identities not the keys.

· Please provide inputs of any other Trust Relationships that needs to be added in the deployment scenarios in Section 4.

· Comment: Based on this analysis, is it fair to assume that no new threat was added compare to what was already addressed in the TR?

· Yes there is no new.

· Comment: Are the trust relationships created in the scenarios or they are part of the assumption? If it’s part of the assumption, it should be listed as assumption.

· We assume that the trust relationships already exist in the system.

· We will move it under the assumption as a subsection in order to highlight these relationships.
· Addressing the comments from the email by Michael Williams to the reflector with subject “Re: [802.21] WG and Security SG Teleconference April 30” at 4/29/2008 9:16 PM
· We agree with Comments #1 to #5.

· For Comment #5, the MIH protocol is not affected by adding logging and auditing functionalities, but without them, the protocol is vulnerable to repudiations.

· For Comment #6, there is no privilege in the MIH protocol, but it is mentioned in the TR document that the MN can access different information during authenticated or non-authenticated state. That is why the privilege was listed. We should discuss some items for the access control of information server.

· We should determine if there is a need for a standard in the access control based on implementation experience.
· In the MIH protocol, there is a bit UIR for the server to determine the access privilege for information access.

· Comment #6 is still open and we should still work on how to address it.

6. TR Discussion 2
Document: https://mentor.ieee.org/802.21/file/08/21-08-0121-00-0sec-mih-security-use-case-discussion-topics.ppt

Presentor: Lily Chen (NIST)

· This is a set of slides that points out questions that needs to be clarified in the TR rather than providing contributions.

· In the use cases, we heavily use the term “home domain” which is a mobile IP concept. In that case, the “home domain” may or may not have an IEEE server or subscription database. The “home domain” seems to be only the “home domain” of the network access service instead of the MIH services.
· Comment: The home domain is normally the one where the subscriber’s home network resides. Mobile IP is working on the IP layer, so it is not aware of the actual access technology.

· Mobile IP is a service provided by someone else. Then the mobile IP home and the actual subscriber home will be different.

· In Slide #4, for information access, there is subscription-based and non-subscription based, should we have both of them specified in the use cases.

· In Slide #5, how should the message source be identified? This should be reflected in the use case that it should be identified by IP address, MAC address, or MIHF ID? This affects if we can depend on the transport to provide security. If we do, then we have to accept the identity by the transport.

· Comment: In Slide #6, regarding the end-to-end or hop-by-hop. Is the end-to-end is for data- origin authentication only?
· This is to address how much we can trust the forwarding entity.

· Comment: In Slide #7, we can assume that it (i.e., IS service provider is the same as media access provider) is always the scenario where the MN is in the home network for the first bullet. The second bullet is for the scenarios where the MN is in the visited network scenario as well as the third-party network scenario.
· The MIH service subscription is more like a peer-to-peer subscription, but the subscription defined in the security Study Group seems to be a centralized service.
· Comment: In most of the cases the event and command services are not subscription- based. For example, in Mobile IP, it is a network feature that is provided from the service provider and the network operator. If Mobile IP uses the MIH event and command services to provide Mobile IP feature to connect to the network, then the event and command services are not subscription-based. Can there be another application that uses the event and command services as subscription-based services?
· All MIH services can be either subscription based or non-subscription based. This is unclear and needs to be further clarified.
· In Slide #10, it may cause confusion to have redefinition of the terminologies. But it seems we do consider different situations. This is not proposing to add new use cases, but how to refine and address the use cases properly.

· Comment: these questions should be addressed in the TR. We should agree and work on the actual definitions.

7. Next step for TR document (Chair)
· Regarding the TR document, what is the next step? In 3GPP, they have discussion contributions (by capturing discussion points with additional explanatory information for proposal contributions) and proposal contributions (with actual line-by-line remedies for the TR). We will accept both. For the discussion contributions, additional details on what the changes are should be provided.
· Comment: For proposal contributions, it should be refined as

· The changes should be marked.

· The changes should be discussed and agreed before merging into the TR document.

· Anyone can use their own template if the line-by-line change is clear. Anyone can submit a contribution and present it to discuss in the meeting.

· There will be update on the access control contributions from Lily and Shubhranshu.
· Additional contribution for describing relationship among PoA, PoS and authenticator in the security signaling optimization during handover part is needed.

8. Closing (Chair)
· Comment: What is the agenda for the Jacksonville?

· Chair: The agenda will be submitted one week before the meeting.

· Comment: What is the slot time?

· Chair: We will request for two meeting slot. If we need more, I can ask the WG.

· Comment: If the slot can be in Wednesday or Thursday will be better.

· Chair: We will consider, but not guaranteed.

· The discussion ended at 12:03PM. 
· Next meeting will be in Jacksonville, FL.
9. Attendance

	Name
	Affiliation

	Chan, H Anthony
	Huawei Technologies

	Chen, Lidong
	National Institute of Standards and Technology

	Cheng, Yuu-Heng
	Telcordia Technologies

	Cypher, David
	National Institute of Standards and Technology

	Das, Subir
	Telcordia Technologies

	Golmie, Nada
	National Institute of Standards and Technology

	Gupta, Vivek
	Intel Corporation

	Ohba, Yoshihiro
	Toshiba

	Singh, Shubhranshu
	Samsung Electronics Co. Ltd.

	Sinha, Rahul
	Samsung Electronics Co. Ltd.

	Williams, Michael
	Nokia Corporation

	Zuniga, Juan Carlos
	InterDigital Communications LLC
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