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1 Introduction
The IEEE 802.21 draft provides a media independent solution for handovers but does not address the security signaling required between heterogeneous networks. To perform a secure handover, the authorization and authentication between the MN and the target network needs to be addressed. However, security-related signaling can add significant delays to handover efforts. In many cases, service continuity can no longer be met, which affects time sensitive applications in particular, and ultimately impacts the user experience. 
The other aspect is that the IEEE 802.21 draft does not address security at the MIH level. Because 802.21 provides services that affect network resources, cost and user experience, MIH level security will be an important factor to network providers that want to  deploy these MIH services in their network. MIH level security may comprise of the following aspects: mutual authentication of MIH peer nodes, authentication-based access control to MIH services, MIH protocol messages confidentiality, integrity and replay protection.
1.1 Scope

The scope of this document is to describe usage scenarios, requirements and potential high-level approaches for the following two 802.21 Security Study Group topics:

1. Security signaling optimization during handovers
2. MIH-level security
1.1.1 Security signaling optimization during handovers

This report considers mobile devices (MN) that have multiple radios to access 802-based networks (e.g. 802.11 and 802.16). Devices with multiple radios which cannot operate concurrently have certainly more stringent requirements on security signalling delays during handovers, compared to devices that have multiple radios available that can operate in an overlapping fashion during the handovers. 

Each access network may have its own authentication scheme and key hierarchy. This report specifically addresses a security transition scheme between 802-based networks that are based on EAP authentication mechanisms. 

The document outlines use cases whereby:

· A mobile device transitions between two 802-based access networks of different media types within the same AAA domain, e.g., 802.16 and 802.11

· A mobile device transitions between two 802-based access networks of the same media type and deployed in different AAA domains, e.g., 802.16
· A mobile device transitions between two 802-based access networks of different media types and deployed in different AAA domains, e.g., 802.16 and 802.11

The document also examines the requirements for and implications of:

· Network-specific aspects: changes required in access network or core network infrastructure for seamless transition between networks without comprising security

· Mobile client aspects: Client authentication credentials, security advertisements and discovery, cryptographic algorithms, and key-usage scope and requirements.  (e.g. 802.16e/m, 802.11r)
· IETF HOKEY and other standard group aspects:  investigate if HOKEY covers all the targeted transition scenarios 

1.1.2 MIH Level security

With regards to MIH level security, the following security characteristics are being considered and use cases are provided:
· One-way authentication 
or mutual authentication of MIH peer nodes

· Access control to MIH services
· MIH protocol data confidentiality, integrity and replay protection

1.2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.
[1]
IEEE Draft Standard 802.21-D9.0: "Media Independent Handovers"
[2]
RFC 3748 – Extensible Authentication Protocol (EAP)
[3]
I-D: draft-ietf-hokey-preauth-ps-01.txt – EAP Pre-authentication Problem Statement
[4] 
IEEE Draft Standard 802.11r D9.0: ”Fast BSS Transition”
[5]
21-07-0127-00-0000-Hokey-802.21.ppt, ”Handover security in a heterogeneous Access Environment IETF HOKEY-IEEE 802.21 Integration”

[6] 
21-07-0122-04-0000-Security_proposal.ppt, “Security Optimization During Handovers: 802.21 SG Proposal”. 
[7] I-D: draft-ietf-hokey-emsk-hierarchy-01.txt

[8] I-D: draft-ietf-hokey-erx-05.txt

[9]  RFC 1136 – Administrative Domains and Routing Domains: A model for routing in the Internet

[10] Draft-melia-mipshop-mstp-solution-01: “Mobility Services Transport Protocol Design”
[11] Draft-ietf-mipshop-mis-ps-05: “Mobility Services Transport: Problem Statement”

[14] IEEE Draft Amendment to Standard P802.11u/D2.0: Interworking with External Networks

[15] IEEE Draft Std 802.16g-2007 September 2007

[16] RFC 4907:  Architectural Implications of Link Indications, June 2007

1.3 Definitions and abbreviations

1.3.1 Definitions

AAA domain: See RFC2903
Authenticator: EAP Authenticator [2]

Candidate Authenticator: The authenticator on a candidate Point of Attachment (PoA) with respect to the mobile node. 
EAP Pre-authentication:  The utilization of EAP to pre-establish EAP keying material on an authenticator prior to attaching the peer to the access network managed by that authenticator.
Peer: EAP Peer [2]
Serving Authenticator: The authenticator on the serving PoA/PoS
Target Authenticator: The authenticator on the target PoA/PoS
1.3.2 Abbreviations

In addition to the abbreviations that are defined in the 802.21 draft specification, the following abbreviations are defined:
. 

BS

Base station in 802.16 networks

CA

Candidate Authenticator

CS

Command service of the media independent handover services

ERS
EAP Re-authentication Server

ES

Event service of the media independent handover services

IAB
Internet architecture board

IS

Information service of the media independent handover services

FQDN 
Fully qualified domain name

MIH
Media independent handover services

MIHF
Media independent handover services function

MN
Mobile node

MoS
Mobility services (as defined in [10]) - includes the MIH IS, CS and ES)

MoSh
Mobility service in home network

MoS3
Mobility service in third party network

MoSv
Mobility service in visited network

MS

Mobile station in 802.16 networks

MSTP
Mobility services transport protocol

ND&S
Network detection and selection

PFS
Perfect forward secrecy
PoA
Point of attachment

PoS
Point of service

SA

Serving Authenticator

TA

Target Authenticator

2 Security Signaling Optimization during Handovers
2.1 Main handover scenarios

As an example, let us consider a device with 2 radios doing a handover from an 802.11 access network to an 802.16 access network. Both access networks are in the same AAA domain.

1) Both radios can operate concurrently:

In this case, both the source radio (accessing the 802.11 network) and the target radio (to access the 802.16 network) can be operating before, during and after the session transfer/handover. The mobile device can establish the target network resource reservation; perform network authentication and context establishment using the target radio to prepare for a smooth handover to that target network. In effect this is a ‘make-before-break’ handover as service disruption can be avoided. Once the session has completely transferred to the target network, the source radio can be turned off if so desired. 
2) Only one radio can operate at a given time: 
In this case, the target radio (for accessing the 802.16 network) cannot operate concurrently with the source radio (accessing the 802.11 network). The reason for this mobile device limitation may be radio interference, insufficient power, or a regulatory reason. The mobile device will have to do resource reservation, (some form of) pre-authentication and context establishment on the target network using the source radio and network. Once the preparation on the target network has been done, the source radio will be deactivated and the target radio will become active and will start the attachment process with the target network. The more the MN can prepare on the target network using the source radio and network, the more the MN will be able to cut down the time it takes to do a handover from the source to the target network. In effect, this is a ‘break-before-make’ handover. 

In order for the MN to be able to prepare the target network for a handover, there must be a level of coupling between the source and target network.
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Figure 1: 802.11 and 802.16 network coupling
2.2 Use Cases

2.2.1 Applicable Handover Scenarios

Figure 1 below depicts which handover scenarios are addressed in this report.


[image: image2]
Figure 2: Applicable handover scenarios
2.2.2 General Requirements
The following requirements are common for all use cases outlined in Section 2.1:

R0.1 The subscriber possesses a MN which gives access to 802 access networks. For example; the MN can have 802.11 and 802.16 radios which can either operate concurrently or only one radio can operate at any given time.
R0.2 Transition between networks shall be automatic and shall not require the   manual intervention of the user. The Network and MN should work in tandem to provide the most optimal handover experience.
R0.3 It shall conduct an authentication prior to handover to a target network. That is, a transition to a different network shall be authorized based on an authentication.

R0.4 The handover procedure shall establish a security context in the target network
R0.5 The resource consumption (including network traffic and power consumption) of the authentication and key establishment for handovers should be minimized with respect to a full EAP authentication. 

R0.6 The delay caused by the authentication and key establishment for handovers should be minimized. 

2.2.3 General Assumptions
The following assumptions are common for all use cases outlined in Section 2.1:

A0.1 EAP ([2]) is used as the access authentication protocol for each of the media types. The EAP methods provide mutual authentication and required key material. 
A0.2 A MN is authenticated with the serving authenticator through an EAP method. 
A0.3 MN shall be able to discover candidate authenticators.
A0.4 Furthermore, HOKEY key hierarchy ([5] and [7]) may be supported by the employed EAP methods. 

2.2.4 Use Case 1
A mobile device transitions between two 802-based networks of different media types (e.g., 802.11 and 802.16) within the same AAA domain.
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Figure 3: Handover scenario between 802.11 and 802.16 networks (single AAA domain)
2.2.4.1 Assumptions
See section 2.1.3 General Assumptions.
2.2.4.2 Requirements
See section 2.1.2 General Requirements.
2.2.5 Use Case 2
A mobile device transitions between two networks of different media types (e.g., 802.16 and 802.11) and deployed in different AAA domains.
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Figure 4: Handover scenario between 802.11 and 802.16 networks (different AAA domains)
2.2.5.1 Assumptions
See section 2.1.3 General Assumptions.
2.2.5.2 Requirements
See section 2.1.2 General Requirements.
2.2.6 Use Case 3
A mobile device transitions between two networks with the same media types (e.g., 802.16) and deployed in different administrative domains.
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Figure 5: Handover scenario between two 802.16 networks (different AAA domains)
2.2.6.1 Assumptions
See section 2.1.3 General Assumptions.
2.2.6.2 Requirements
See section 2.1.2 General Requirements.
2.3 Potential Approaches
2.3.1 Potential Approaches Matrix

[image: image6]
Figure 6: Potential approaches matrix
2.3.2 EAP Pre-Authentication
The following usage scenario is considered for security signaling optimization during handover:

1. The peer is connected to the serving network.

2. The peer or the serving network discovers one or more candidate network(s) in its neighborhood. The candidate network(s) and the serving network may have different link-layer technologies or may be in different IP subnets or administrative domains.
3. The peer or the serving network chooses one or more candidate authenticator(s) among the discovered candidate network(s) and initiates EAP pre-authentication to be performed between the peer and authenticator on the candidate network(s).
4. A successful EAP pre-authentication for candidate authenticator(s) will generate EAP keying material that is delivered from the EAP server to the authenticator(s) of candidate network(s).
5. After EAP pre-authentication, the peer or the serving network chooses one target authenticator in one of the candidate network(s), and a handover procedure will take place to switch from the serving authenticator to the target authenticator.
6. In the handover procedure, the EAP keying material generated during the EAP pre-authentication process will be used for establishing a session key (or session keys) to be used for protecting link-layer frames exchanged between the peer and the authenticator of the target access network. 
There are two modes of operations to establish EAP pre-authentication depending on whether the pre-authentication signaling is transparent to the serving authenticator or not. Direct pre-authentication is the mode in which the pre-authentication signaling is transparent to the serving authenticator (see Fig.6). Indirect pre-authentication is the mode in which the authenticator participates in the pre-authentication signaling (see Fig.7).
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Figure 7: Direct pre-authentication model
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Figure 8: Indirect pre-authentication model
2.3.2.1 High-Level Architecture



[image: image9]
The following reference points defined in 802.21 are reused to support EAP pre-authentication, with additional functionalities as described below.

R1: MN-SA signaling messages are exchanged over this reference point.
R2: MN-CA signaling messages are exchanged over this reference point.
R5: SA-CA signaling messages are exchanged over this reference point.
2.3.2.2 Applicability of EAP Pre-Authentication 
EAP pre-authentication has general applicability to various deployment scenarios in which pro-active signaling can take effect.  In other words, applicability of EAP pre-authentication is limited to the scenarios where candidate authenticators can be easily discovered and an accurate prediction of movement can be easily made.
The effectiveness of EAP pre-authentication is more significant for intra-technology and inter-subnet handover scenarios, and particular inter-technology handover scenarios where simultaneous use of multiple technologies is a major concern or where there is not sufficient radio-coverage overlap among different technologies.
2.3.2.3 High-Level Requirements for EAP Pre-Authentication
Requirement 1: MIH PoS shall support the functionalities of authenticator for EAP pre-authentication
Requirement 2: MN shall support the functionality of peer for EAP pre-authentication 

Requirement 3: An authenticator discovery mechanism shall be defined. The authenticator discovery mechanism must provide a mapping between a link-layer address and an IP address of an authenticator. 
Requirement 4: A context binding mechanism shall be defined so that a link-layer specific security context is bound to the EAP keying material generated as a result of EAP pre-authentication. The link-layer specific security context includes link-layer addresses of a peer and an authenticator.
Requirement 5:  Higher-layer transport shall be supported for carrying EAP pre-authentication messages between MN and CA, between MN and SA and between SA and CA

Requirement 6: Link-layer transport shall be supported for carrying EAP pre-authentication messages between MN and SA

Requirement 7: The EAP pre-authentication process shall define a ‘lifetime’ parameter (pre-authentication validity time-out)

2.3.3 Pro-active EAP Re-Authentication

The following usage scenario is considered for security signaling optimization during handover:

1. The MN is connected to the serving network.

2. The MN or the serving network discovers one or more candidate network(s) in its neighborhood. The candidate network(s) and the serving network have different link-layer technologies.

3. The MN or the serving network chooses one or more candidate authenticator(s) among the discovered candidate network(s) and initiates EAP re-authentication ([8]). It is to be performed between the MN (as the peer) and an authenticator on the candidate network(s).

4. Upon a successful EAP re-authentication, the authenticator will receive an rMSK that is delivered from the EAP server (or a local server).

5. After EAP re-authentication, a handover procedure will take place to switch from the serving authenticator to the target authenticator.

6. In the handover procedure, rMSK may be used for establishing intra-technology handover keys for different PoAs or session keys to be used for protecting link-layer frames exchanged between the MN and a PoA, depending on media specific handover. 

The following items are for further study in 802.21 Security Study Group:

1. Due to the optimization in security signaling by using EAP re-authentication, MN may or may not need to re-authenticate with multiple candidate authenticators. 

2. For the same reason MN may or may not use early initiated re-authentication with the target authenticator. 

3. Similar to EAP pre-authentication, MN either directly authenticates to the target or candidate authenticator or indirectly through the serving authenticator. 

2.3.3.1 Key Hierarchy

The key hierarchy is derived using EMSK by the EAP authentication server or using DSRK by a local authentication server.  The re-authentication root keys (rRKs) are derived from EMSK or DSRK. 

A re-authentication integrity key (rIK) is derived from rRK to provide integrity protection in the re-authentication between a peer (MN) and an EAP re-authentication server (ERS). MN and ERS communicate through the target authenticator, where ERS may be the EAP server / home server or a local server which has previously obtained an rRK.  

Upon a successful re-authentication, an rMSK is delivered to the target authenticator (TA).  Fig. 2 illustrates the HOKEY key hierarchy. 




2.3.3.2 Protocol Interfaces

The protocol flow is described by Fig.11 


[image: image10]
Figure 11: Protocol flow
2.3.3.3 Applicability of Pro-active EAP Re-authentication

EAP re-authentication has general applicability to handovers within the same domain between different media types which use EAP as an access authentication. Similar to EAP pre-authentication, it applies to the scenarios where candidate authenticators can be easily discovered and an accurate prediction of movement can be easily made. 

The efficiency of EAP re-authentication applies to the scenario where an AAA domain provides service to different media types. Re-authentication for optimized security signaling enables handovers with minimum delay and minimized communication with the home server so that the end users can maintain their quality of service level without sacrificing the scarce resources (such as battery power and bandwidth). 
2.3.3.4 Requirements for Pro-active EAP Re-authentication

Requirement 1: MIH PoS shall support the functionalities of authenticator for EAP re-authentication.

Requirement 2: MN shall support the functionality of peer for EAP re-authentication. 

Requirement 3: An authenticator discovery mechanism shall be defined. The authenticator discovery mechanism must provide a mapping between a link-layer address and an IP address of an authenticator. 

Requirement 4:  A context binding mechanism shall be defined so that a link-layer specific security context is bound to the EAP keying material generated as a result of EAP re-authentication. The link-layer specific security context includes link-layer addresses of a peer and an authenticator.

Requirement 5:   Higher-layer transport shall be supported for carrying EAP re-authentication messages between MN and CA/TA and between CA/TA and ERS. 

Requirement 6: Link-layer transport shall be supported for carrying EAP re-authentication messages between MN and CA/TA.

Requirement 7:  There shall be a trust relationship between each CA/TA and ERS, which may be established via mutual authentication.

Requirement 8:  If an ERS is a local authentication server, then there shall be a trust relationship between the ERS and home EAP server, which may be established via mutual authentication. 

Requirement 9: There shall be a protected channel for confidentiality and integrity between each CA/TA and the ERS for the rMSK delivery. 

2.4 Example Call Flows
2.4.1 Example Call Flow for Pro-active EAP Re-Authentication


[image: image11]
Figure 12: EAP Re-authentication message flow
The first two messages are optional. It is also possible that the re-authentication is initiated by MN (peer) since it may indicate its re-authentication capability. 

3 MIH Protocol Security
This section discusses and lists the technical requirements and assumptions related to MIH protocol security such as MIH access control, MIH entities authentication, MIH message protection. These requirements and assumptions are either general in nature or based on and derived from specific use cases such as whether access control is available and needed or not. Also, section 3.1 provides MIH protocol security specific terminologies and also those terminologies that are used in different use cases.
Some of the general considerations while analyzing and listing different requirements, assumptions and use cases for MIH protocol security are listed below:

· Whether access to MIH services is controlled by the MIH service controller/provider or not.  
· Whether AAA services are available for MIH services or not. It might not make much difference if there is a dedicated AAA service for MIH or shared AAA service with media/network. 

· Whether it is possible to use any infrastructure e.g. PKI or not. 
· Which transport protocol used for MIH protocol message exchange
· Whether the transport protocol used for MIH protocol message exchange are protected.

3.1 Terminologies 

Access control policy – The set of rules that define the conditions under which an access may take place. 

Access control policy rules – Security policy rules concerning the provision of access control services.
Access request – The operations and operands that form part of an attempted access. 

Home subscriber network - Network managed by an operator with whom the subscriber has a business relationship
Visited network - A network managed by an operator other than the subscriber’s home operator which the subscriber is receiving services
MIH Service provider - A business entity which provides MIH services.

MIH Home Service Provider - A MIH Service Provider, with which the MN subscribed MIH services

MIH Access control - To limit MIH service access to the subscribers of MIH services.
MIH service access controller - An entity which executes MIH access control. 

MIH service home domain - A network domain consisting of MIH PoSs which belong to the MN’s MIH Home Service Provider.

MIH service visited domain - A network domain consisting of MIH PoSs which belong to a MIH service provider, which is different from the MIH home service provider. 

AAA services – Authentication, authorization and accounting services for network access, MIH access, or both access.

AAA server – A server that provides AAA services.
Trusted third party - An entity trusted by MIHF peer to provide authentication support, for example, issuing certificate for the public keys. AAA server is a trusted third party to MN and PoS when the AAA services are available.  

MIH specific authentication - An entity authentication where the entity is identified as an MIH entity with a MIH-ID.
Transport protocol for MIH services - The protocol which transports MIH messages.
MIH specific protection - To provide authenticity/integrity and confidentiality for MIH messages so that the protection is independent to the transport protocols for MIH messages. MIH specific protection is applied end-to-end between two MIHFs. 

3.2 General Assumptions

GA1   MIH access control may or may not be applicable, e.g.

· MIH access control is conducted through AAA server, which is 

· the same as the network access AAA server; or

· different from the network access AAA server.

GA2   MIH specific mutual authentication may or may not be applicable

· MIH specific mutual authentication between an MN and PoS is conducted through a MIH specific centralized database, e.g. AAA server managed by MIH service provider;

· MIH specific mutual authentication between MN and PoS is conducted through a trusted third arty, e.g. a CA. 

GA3   MIH specific protections may or may not be applicable

· The mutual authentication leads to a key establishment to protect MIH messages.

· The MIH messages are protected by transport protocols, which may or may not in the places. 

These are summarized in the below flowchart:
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Fig 13 Use Case Framework
3.3 Use cases 

Use cases listed in the below subsections consider security concerns related to the below requirements from MIH protocol security;
· MIH protocol message exchange 
·  MIH protocol  messages can use either L2 (e.g. Mobile Node to Point of attachment) or MSTP transport (e.g. communication across different sub-network)
· MIHF entity and its capabilities discovery
·  These are done either by media specific or higher layer mechanism
·  PoS Location

· IS, ES and CS may be located in the serving, candidate or home network or it can even be managed by a third party authority. 
· For the MIH protocol security perspective it would not matter whether Point of Service (PoS) and Point of Attachment (PoA) are collocated or not. 

3.3.1 Use Case 1:  Access Control is applied
In this case, access control is applied through the access controller. Access controller could be MIH service provider controller or media/network service provider controller. The general framework for this use case corresponds to the case in figure 13 where “MIH access Control” corresponds to Yes.
3.3.2 Use Case 2: Access Control is not applied
In this case, access control is not applied through any access controller where access controller could be MIH service provider controller or media/network service provider controller. The general framework for this use case corresponds to the case in figure 13 where “MIH access Control” corresponds to No.
3.3.3 Use Case 3: Visited Domain access 
In this scenario there are two possible options and the security for each of these options are applicable as usual:
· The MIH protocol security policies are same as that of the home domain

· The MIH protocol security policies are different from those of home domain 
Annex A: Security signaling during handovers – problem space
To be added
Annex B: MIH level security – problem space
In the MIH services framework, the protocol carrying mobility services flows between two MIH functions (MIHF). An MIHF providing one of the services, event service (ES), information service (IS), or command service (CS) in the network is a point of service (PoS.) The MIH protocol can travel between a mobile node (MN) and a PoS, or between two PoS.  Out of scope for this discussion is the possibility of two MN exchanging the MIH protocol. 

In the current IEEE P802.21 draft [1] the general problem space of security for the MIH protocol and services is unspecified. In section 1.3, the document says security mechanisms are out of scope. There are a few mentions of security in the draft [1] however:

· In 3.40, seamless handover is defined as having ‘no degradation in … security… ‘  

· In section 5.3.4 (Information Service): “this standard enables both L2 and L3 transport options for this information and expects the transport to provide security for this information.”

· Also 5.3.4: “MIIS either relies on existing access media specific transports and security mechanisms or L3 transport and L3 security mechanisms to provide access to the information.”

· In the MIIS IE space, there are several IEs which refer to the security in use within a network, such as the Network Security IE and related query, with values such as “strong-cipher” and “open.”

In [10] the IETF MIPSHOP Working Group describes four scenarios for securing communication between the mobile node (MN) and MIH Mobility Services (MoS). The problem space is organized in two dimensions: if the mobile and the MoS are in home (MoSh), visited (MoSv) or third party (MoS3) networks; and if the transport is reliable or unreliable. Some points to note:

· Standard authentication and encryption methods are specified.

· Identity is at the transport level, and not at the MIH level.

· The MIH payload is opaque to the transport.

· MoS in the same domain may have implicit trust between each other.

· MoS in the home domain of the MN are implicitly trusted by the MN.

· All communication is at L3 or above.

· The network architecture of the MoS is not defined.

Also in the IETF MIPSHOP WG, [11] describes the problem space for the IETF L3 or above transport solution including the following key points on security:

· The transport protocol and security are not specific to a link type.

· From section 7 Security Requirements:

· The IS PoS may require authorization of the client in some applications, not in others.

· With the ES and CS the MN and PoS require mutual authentication.

· MIH protocol confidentiality and integrity is needed in some scenarios.

· An implementation should be possible in some scenarios that doesn’t require additional identities beyond those needed for network access.

· DoS attacks on the network PoS from clients of each service should be evaluated.

· From section 10.4 IETF security requirements:

· Mutual authentication between two MIH nodes must be possible.

· One way authentication between two MIH nodes may be possible.

· Integrity protection must be available.

· Confidentiality may be available.

· Replay attack protection must be available.

· DoS protection may be available.

· The transport security does not depend on the MIH protocol.

The above descriptions of the MIH services security space are from the context of designing a transport protocol for the MIH protocol. It is useful to consider that these requirements are fulfilled by the higher layer transport. As a result the security requirements for the services themselves, and for use and transport of the MIH protocol at L2, may be different.

In the IEEE 802.11 document [14] the problem space for use of MIH services over 802.11 networks is bounded by these key points:

· In section 11.10.4, MIH services can be discovered in state-1 (unauthenticated state.)

· The IS service can operate in state-1.

· The ES and CS services may operate only in state-3 (authenticated, link security established). It is implied that ES and CS will be transported in IP packets.

In the IEEE 802.16 document [15] the problem space for use of MIH services over 802.16 networks is similarly bounded by these key points:

· In 6.3.2.3.9, 11.8.10 and table 358 (see MIH Capability Support row), MIH services can be discovered before authorization (also called “during network entry”) using the MIH Initial Service Request.

· In section 6.3.9.8 and 6.3.25 the BS and MS may perform IS protocol exchange before authorization using Privacy Key Management (PKM) messages.

· MIH services may operate in authenticated state without IP transport using MOB_MIH-MSG messages on the Primary Management connection (see 6.3.2.3.62.)

· In I.5 MIH Exchange procedure, Figure I.11 the caption implies that MIH message exchange before authorization is pre-authenticated.

These specifications illustrate there are some considerations needed for using MIH services capability discovery and IS in unauthenticated state, using L2 transport.

From the IAB, [16] discusses link events or indications, and describes some security concerns. The MIH ES is given as an example of a service providing link event reporting in section 1.3. Key points raised are:

· Transport of link events should not introduce new security vulnerabilities in the related unsecured routing protocols.

· Transported link indications need to be “valid”, so the receiving host can accept them even from off-link senders.

· A receiving host needs a way of mapping the received indication to the relevant higher layer services or users.

The above concerns are primarily from the perspective of how the event service might negatively affect the routing or transport services of the network and transport layers.  

None of the existing problem space descriptions discuss the need for perfect forward secrecy.
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