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IEEE P802
Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21 Security Study Group

Chair: Yoshihiro Ohba
Secretary: Y. Cheng
10:00AM Thursday EST, June 5th, 2008
Meeting started at 10:06AM.

1. Opening

Agenda for today:
Updated TR document
TR issue list status.

Contribution #170

Contribution #107-01

2. TR document
Document: https://mentor.ieee.org/802.21/file/08/21-08-0172-00-0sec-21-08-0012-02-0sec-mih-security-tecZhnical-report.doc
Presentor: Singh, Shubhranshu
· Mainly section 3 is updated based on the contribution discussed in Jacksonville meeting.

· See: https://mentor.ieee.org/802.21/file/08/21-08-0151-02-0sec-mih-security-use-case-discussion.ppt
· Minor editorial changes were made to explain the new use cases.

· Chair: We need detailed text for the updated use cases.

· Comment: Agree that we should add the text to describe the details.

· Chair: Any objection on the updated TR document?

· No response on the floor.

3. Issue list discussion (Chair)
Document: https://mentor.ieee.org/802.21/file/08/21-08-0145-03-0sec-security-tr-issue-list.doc
· Based on the updated TR document, some items in the issue list may not be applicable anymore.

· Issue 1, we need actual text. This will be discussed later.
· Issues 2, 3, 4, and 8 are for general requirement section in previous TR document. Since the use cases are now in a different structure and the general requirement needs to be revisited, I propose to create one issue to merge these four issues. That issue will address the need to revisit the general requirement in the TR document. Any volunteers?

· No objection from the participants.
· Comment: Since there are not much people participating in this call, we can ask for contribution in the 802.21 the mailing list.
· Comment: The MIH protocol security is new to everyone. So it probably will take some time to determine what needs to be done in the general requirement. We don’t have input from the service provider. Yes we need a volunteer to work, but we shouldn’t be in a hurry to reach a conclusion.

· Chair: we can keep this issue open and formalize the general requirement during/after the details of the use cases.

· Issue 5, 6, 7, and 11 are assumptions for old use cases, which are not applicable to the updated TR document. We can just close them. They are addressed by issue 10.
· Issue 12 will be covered by later presentation.
· There will be a new issue about providing detailed text for use cases.
4. Contribution Discussion

Document: https://mentor.ieee.org/802.21/file/08/21-08-0170-00-0sec-mih-security-use-cases.ppt
Presenter: Chen, Lidong
· This document is an outline of the use cases.

· After listing these use cases, there is also question for ES and CS. Because they are not central services. When providing access control for CS, are we going to use the same authentication server or not? This will require further study.
· Comment: The authentication does not imply access control. What if you want to distinguish the users to have different access to different set of information element?

· I don’t think we are going into that level of detail of level of service. This can be addressed in later contributions.
· Comment: We need to clarify what does “MIH access control” means in detail with some more discussion.

· Comment (Yoshihiro Ohba): In slide 7, the transport may or may not support security.
· PoS may be different from the PoA. The protection is from the MN to PoA, how ever, the message will be from PoS to MN. If the transport is not end to end, additional study of the use case/requirement is needed.
· Comment: Use case 3.2. You probably need a third entity to negotiate the security between the home and visited network; otherwise they won’t even be able to communicate.

· That is true. But I don’t know how it can be defined.

· Comment: this use case itself needs additional threat analysis.

· Chair: We may have to prioritize the use cases.
· Comment: If we really wait for input from the service provider and no service provider inputs then we cannot define the use case 3. We can start to finalize from use case 1 and 2. We can address some of the use case 3.1. Or we can split them into two phases. Use case 3 requires input from service provider and cannot be done by merely studying.
· Chair: Any feedback?

· Comment: Sounds fair.

· Chair: We will focus on 1 and 2, and provide detailed text. For use case 3, we can identify the use case and add editor’s note to indicate that inputs from operator and service provider is needed. We can also think about collaboration with 3GPP, because they are also thinking about the visiting domain use cases.

· Lily Chen will submit contribution for the use cases 1 and 2 before the next teleconference by June 19, 2008.
5. Discussion

Document: https://mentor.ieee.org/802.21/file/08/21-08-0107-01-0sec-threat-modeling-and-analysis-for-mih-protocol-security.doc
Presenter: Singh, Shubhranshu
· The update reflects the discussion for the threat analysis.

· This contribution is for general threat analysis but not for specific use cases.

· This contribution is the text proposal to be included in the TR before the use cases.

· Since we have new use cases now, please let me know if the threat analysis is still valid and sufficient.

· Comment: About the assumption section. For 2.2, we don’t have MIH specific protection, if the MIH messages are transported at layer 2, whether a PoS is a PoA will make a difference. This may not be a general assumption.

· This is only addressing what is the trust between the different nodes. It is not addressing the nodes are collocated or not.
· Comment: Remove assumption 2 in section 4 since it is not a general trust relationship.
· Chair: What needs to be included in what part of TR needs to be included in this contribution?
· This threat analysis is based on the previous use cases. For the updated use cases, the threat analysis may need to be revisited.
· Comment: Section 5 is a good job in general what will happen when no protection exits.

· Comment: DOS attack is usually large scale of attack to one entity. The way it is addressed here seems to be in a smaller scale of specific service. Not sure if it complies with the DOS definition.

· Comment: Addressing relationships as “trust” is too general.
· Chair: do we need threat analysis for each use cases in more details?

· Comment: We can use section 5 as the general threat. For each use case, we can add additional description for use case specific threats.

· Chair: We will create a new issue for addressing threat analysis for each use case.

· The contribution will be updated for the group to review.
· Chair: What is the relationship between the threat analyses with the risk discussion in Jacksonville meeting?
· See: https://mentor.ieee.org/802.21/file/08/21-08-0154-00-0000-discussion-of-risk-and-architecture-in-mih-authentication.ppt
· Presenter: Unless that contribution is updated with previous discussion, not sure how it can be addressed.
6. Closing (Chair)
· The discussion ended at 12:06PM.

· The issue list will be updated based on today’s discussion

· Next teleconference

· Date: 10AM June 19, 2008.

· Tentative Agenda

· Discussion on the contribution of detail text for use cases.

· Discussion on threat analysis
7. Attendance

	Name
	Affiliation

	Chen, Lidong
	National Institute of Standards and Technology

	Cheng, Yuu-Heng
	Telcordia

	Ohba, Yoshihiro
	Toshiba

	Hickey, John
	ALCATEL-LUCENT

	Singh, Shubranshu
	Samsung Electronics Co. Ltd.

	Sinha, Rahul
	Samsung Electronics Co. Ltd.
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