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1 MIH Protocol Security
This section discusses and lists the technical requirements and assumptions related to MIH protocol security such as MIH access control, MIH entities authentication, MIH message protection. These requirements and assumptions are either general in nature or based on and derived from specific use cases such as whether access control is available and needed or not. Also, section 3.1 provides MIH protocol security specific terminologies and also those terminologies that are used in different use cases.
Some of the general considerations while analyzing and listing different requirements, assumptions and use cases for MIH protocol security are listed below:

· Whether access to MIH services is controlled by the MIH service controller/provider or not.  
· Whether AAA services are available for MIH services or not. It might not make much difference if there is a dedicated AAA service for MIH or shared AAA service with media/network. 

· Whether it is possible to use any infrastructure e.g. PKI or not. 
· Which transport protocol used for MIH protocol message exchange
· Whether the transport protocol used for MIH protocol message exchange are protected.

1.1 Terminologies 

Access control policy – The set of rules that define the conditions under which an access may take place. 

Access control policy rules – Security policy rules concerning the provision of access control services.
Access request – The operations and operands that form part of an attempted access. 

Home subscriber network - Network managed by an operator with whom the subscriber has a business relationship
Visited network - A network managed by an operator other than the subscriber’s home operator which the subscriber is receiving services
MIH Service provider - A business entity which provides MIH services.

MIH Home Service Provider - A MIH Service Provider, with which the MN subscribed MIH services

MIH Access control - To limit MIH service access to the subscribers of MIH services.
MIH service access controller - An entity which executes MIH access control. 

MIH service home domain - A network domain consisting of MIH PoSs which belong to the MN’s MIH Home Service Provider.

MIH service visited domain - A network domain consisting of MIH PoSs which belong to a MIH service provider, which is different from the MIH home service provider. 

AAA services – Authentication, authorization and accounting services for network access, MIH access, or both access.

AAA server – A server that provides AAA services.
Trusted third party - An entity trusted by MIHF peer to provide authentication support, for example, issuing certificate for the public keys. AAA server is a trusted third party to MN and PoS when the AAA services are available.  

MIH specific authentication - An entity authentication where the entity is identified as an MIH entity with a MIH-ID.
Transport protocol for MIH services - The protocol which transports MIH messages.
MIH specific protection - To provide authenticity/integrity and confidentiality for MIH messages so that the protection is independent to the transport protocols for MIH messages. MIH specific protection is applied end-to-end between two MIHFs. 

1.2 General Assumptions

GA1   MIH access control may or may not be applicable, e.g.

· MIH access control is conducted through AAA server, which is 

· the same as the network access AAA server; or

· different from the network access AAA server.

GA2   MIH specific mutual authentication may or may not be applicable

· MIH specific mutual authentication between an MN and PoS is conducted through a MIH specific centralized database, e.g. AAA server managed by MIH service provider;

· MIH specific mutual authentication between MN and PoS is conducted through a trusted third arty, e.g. a CA. 

GA3   MIH specific protections may or may not be applicable

· The mutual authentication leads to a key establishment to protect MIH messages.

· The MIH messages are protected by transport protocols, which may or may not in the places. 

These are summarized in the below flowchart:
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Fig 13 Use Case Framework
1.3 Use cases 

Use cases listed in the below subsections consider security concerns related to the below requirements from MIH protocol security;
· MIH protocol message exchange 
·  MIH protocol  messages can use either L2 (e.g. Mobile Node to Point of attachment) or MSTP transport (e.g. communication across different sub-network)
· MIHF entity and its capabilities discovery
·  These are done either by media specific or higher layer mechanism
·  PoS Location

· IS, ES and CS may be located in the serving, candidate or home network or it can even be managed by a third party authority. 
· For the MIH protocol security perspective it would not matter whether Point of Service (PoS) and Point of Attachment (PoA) are collocated or not. 

1.3.1 Use Cases Group 1: Access Control is applied
In this case, access control is applied through an access controller. Access controller is the MIH service provider controller which may or may not be the same as media/network service provider controller. 
The access control is applied through an access authentication with the MIH service provider through an authentication server, e.g. an EAP Server or an AAA server. Upon a successful authentication, the MN is authorized the MIH services through PoSs. In this group, we consider the following two use cases. 
1.3.1.1 Use Case 1.1

The access authentication includes a key establishment procedure so that keys are established between the MN and the authentication server. At least one MIH specific key will be delivered to a requesting PoS to derive MIH specific session keys to protect MIH messages. The procedure is described in Figure 14. 
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Figure 14. Enable MIH Specific  Protection
Discussion:

· Use Case 1.1 can provide MIH level protection independent to media and network access and protection. However, it is also possible to share the authentication server and even access authentication with media and network access. In that case, the access authentication establishes keys not only for MIH but also for media or network protection. 

· One access authentication may establish different keys to be used for multiple PoSs. 

· Since MIH protection is end to end between the MN and PoS, it is independent to the transport protocol for MIH. 

· Use Case 1.1 is suitable for Information Service (IS) since the PoS for IS is more centralized. 

· It requires an Authentication Server (AS) and an interface between AS and PoS. 
Questions:

· For CS and ES, PoSs are distributed, is it practical to establish peer by peer MIH specific key through access authentication?  



1.3.1.2 Use Case 1.2

The access authentication does not include a key establishment procedure so that keys are established between the MN and the authentication server. It depends on the transport protocol for MIH protections.  The procedure is described in Figure 15. 
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Figure 15. No MIH Specific Protection

Discussion: 
· Use Case 1.2 provide access authentication through the access controller. However, there is no MIH specific key and protection. MIH messages may be protected through the transport protocol. 
· If MIH messages are transported through a layer 2 protocol, then the protection is applied between MN and PoA. When the PoS is not a PoA, then the protection is not end to end as indicated in Figure 16. . 

· If MIH messages are transported through a layer 3 protocol, then the protection between MN and PoS may not be end to end but hop by hop as indicated in Figure 17.  

· MN may communicate with a bogus PoS.  
· A MN who does not eligible for the service may take over the service after the authentication is completed. 
 

· If the transport protocol protections are not available, then MIH messages are not protected. 
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Figure 16. MIH Protocol Depends on Layer 2 Protocol for Protection

[image: image5]

Figure 17. MIH Protocol Depends on Layer 3 Protocol for Protection

Question:
· Is Figure 16 a realistic case?

· 
Is it possible that multiple hops involved at layer 3 between MN and a IS PoS?
  

1.3.2 Use Case 2: Access Control is not applied
In this group of use cases, access control to MIH service is not applied. In this group, we will consider the following two cases. 
1.3.2.1 Use Case 2.1

The MN and the PoS will conduct a mutual authentication and key establishment. The mutual authentication may be based on a pre-shared key or a trusted third party like certificate authority. The authentication is MIH specific. That is, the mutual authentication will assure the MIHF identity of one party to another. The keys established will bound to a pair of MIHFs as well. They are used to protect MIH Messages. The procedure is described in Figure 18. 
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Figure 18.  Pair wise MIH Level Mutual Authentication and Protections
Discussion:

· Use Case 2.1 allows pair wise MIH level mutual authentication and protection. They are independent to media and network access and protection. 

· Since MIH protection is end to end between the MN and PoS, it is independent to the transport protocol. 

· Use Case 2.1 can treat IS, ES, and CS equally since no centralized server is involved. 

· Use Case 2.1 requires a trusted third party, for example, a CA to support mutual authentication. 
· Pre-shared key authentication is not scalable for large number of PoSs.

Questions:

· How long shall such a pair wise mutual authentication and key establishment last? That is, how often the MN and the PoS need to conduct the mutual authentication again?  

1.3.2.2 Use Case 2.2

The MN and the PoS will not conduct mutual authentication and will not establish MIH specific keys. It depends on transport protocol to protect MIH messages. 
Discussion: 

· If MIH messages are transported through a layer 2 protocol, then the protection applies between MN and PoA. When a PoS is not a PoA, then the protection is not end to end as indicated in Figure 16. . 

· If MIH messages are transported through a layer 3 protocol, then the protection between MN and PoS may be hop by hop but not end to end as indicated in Figure 17.  

· MN may communicate with a bogus PoS.  

· 
If the transport protocol protections are not available, then MIH messages are not protected. 

1.3.3 Use Case 3: Visited Domain access 
In this group of use cases, a MN access MIH service through a visited MIH service provider.  We assume a MIH service provider owns a set of PoSs.  However, there is no assumption with regard to whether and how different PoSs communicate.  The use cases in this group need input to vision the possibilities for each scenario. Some of the scenarios may not be possible and therefore are not valid use cases. 
For a MN in a visited MIH service, there are the following two situations
· The MIH protocol security policies are same as that of the home domain

· The MIH protocol security policies are different from those of home domain 
We discuss them in the following two use cases.
1.3.3.1 Use Case 3.1

This use case covers the visited MIH service has the same security policies as that of the home domain. We will consider a few examples. 
1. Both home and visited MIH service have access control and may or may not generate MIH specific keys. That is, both have the situation as described in Use Case 1.1 or Use Case 1.2. In this case, in order to provide the same level of MIH security, then one of the following may be true. 

· The authentication server in the visited MIH service has an interface with the authentication server in the home MIH service as pictured in Figure 19. 

· The visited PoS has an interface directly with home authentication server as pictured in Figure 20. 

2. Both home and visited MIH service have no access control. They may or may not conduct mutual authentication and may or may not establish MIH specific keys. That is, both have the situation as described in Use Case 2.1 or Use Case 2.2. If both have MIH specific mutual authentication and key establishment, then the visited MIH service and the home MIH service must share the same trusted third party. 
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Figure 19: Visited PoS interfaces with Home AS through Visited AS
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Figure 20: Visited PoS interfaces with Home AS Directly

Discussion: 

· If both home and visited MIH service have the same security policies as described in Use Case 1.1 then they may use different authentication mechanisms
. However, it may require that both use the same protection algorithms so that MN can operate in the same way to a visited PoS as a home PoS. 

· If both home and visited MIH service have the same security policies as described in Use Case 1.2 then they may use different authentication mechanisms
. Since the protection depends on transport protocols, different transport protocols may provide different level of security protections. 

· If both home and visited MIH service have the same security policies as described in Use Case 2.1 then they shall use the same authentication mechanisms and the same protection algorithms. Since the authentication is pair wise, the MN need to interface with a visited PoS in the same way as interface with a home PoS. 

· If both home and visited MIH service have the same security policies as described in Use Case 2.2, since the protection depends on transport protocols, different transport protocols may provide different level of security protections. 

1.3.3.2 Use Case 3.2

This use case is intent to cover the situation where a MN request service from a visited PoS which has different security policies with its home MIH service. The input is needed. Here are some sample situations where challenges are posed. 

· A MN, whose home MIH service has no access control, requests MIH service from a visited PoS, where the access control is applied. 

· A MN, whose home MIH service has access control and MIH specific keys, requests MIH service from a visited PoS, where the access control is not applied but establishing MIH specific key through a pair wise mutual authenticated key establishment. In this case, the visited PoS may not have an interface with the home authentication server. (The visited MIH service has no MIH authentication server since the access control is not applied.)
· A MN, whose home MIH service has no MIH specific protections, requests MIH service from a visited PoS, where the MIH specific keys are required and can be established through pair wise mutual authenticated key establishment. 

Annex A: Security signaling during handovers – problem space
To be added
Annex B: MIH level security – problem space
In the MIH services framework, the protocol carrying mobility services flows between two MIH functions (MIHF). An MIHF providing one of the services, event service (ES), information service (IS), or command service (CS) in the network is a point of service (PoS.) The MIH protocol can travel between a mobile node (MN) and a PoS, or between two PoS.  Out of scope for this discussion is the possibility of two MN exchanging the MIH protocol. 

In the current IEEE P802.21 draft [1] the general problem space of security for the MIH protocol and services is unspecified. In section 1.3, the document says security mechanisms are out of scope. There are a few mentions of security in the draft [1] however:

· In 3.40, seamless handover is defined as having ‘no degradation in … security… ‘  

· In section 5.3.4 (Information Service): “this standard enables both L2 and L3 transport options for this information and expects the transport to provide security for this information.”

· Also 5.3.4: “MIIS either relies on existing access media specific transports and security mechanisms or L3 transport and L3 security mechanisms to provide access to the information.”

· In the MIIS IE space, there are several IEs which refer to the security in use within a network, such as the Network Security IE and related query, with values such as “strong-cipher” and “open.”

In [10] the IETF MIPSHOP Working Group describes four scenarios for securing communication between the mobile node (MN) and MIH Mobility Services (MoS). The problem space is organized in two dimensions: if the mobile and the MoS are in home (MoSh), visited (MoSv) or third party (MoS3) networks; and if the transport is reliable or unreliable. Some points to note:

· Standard authentication and encryption methods are specified.

· Identity is at the transport level, and not at the MIH level.

· The MIH payload is opaque to the transport.

· MoS in the same domain may have implicit trust between each other.

· MoS in the home domain of the MN are implicitly trusted by the MN.

· All communication is at L3 or above.

· The network architecture of the MoS is not defined.

Also in the IETF MIPSHOP WG, [11] describes the problem space for the IETF L3 or above transport solution including the following key points on security:

· The transport protocol and security are not specific to a link type.

· From section 7 Security Requirements:

· The IS PoS may require authorization of the client in some applications, not in others.

· With the ES and CS the MN and PoS require mutual authentication.

· MIH protocol confidentiality and integrity is needed in some scenarios.

· An implementation should be possible in some scenarios that doesn’t require additional identities beyond those needed for network access.

· DoS attacks on the network PoS from clients of each service should be evaluated.

· From section 10.4 IETF security requirements:

· Mutual authentication between two MIH nodes must be possible.

· One way authentication between two MIH nodes may be possible.

· Integrity protection must be available.

· Confidentiality may be available.

· Replay attack protection must be available.

· DoS protection may be available.

· The transport security does not depend on the MIH protocol.

The above descriptions of the MIH services security space are from the context of designing a transport protocol for the MIH protocol. It is useful to consider that these requirements are fulfilled by the higher layer transport. As a result the security requirements for the services themselves, and for use and transport of the MIH protocol at L2, may be different.

In the IEEE 802.11 document [14] the problem space for use of MIH services over 802.11 networks is bounded by these key points:

· In section 11.10.4, MIH services can be discovered in state-1 (unauthenticated state.)

· The IS service can operate in state-1.

· The ES and CS services may operate only in state-3 (authenticated, link security established). It is implied that ES and CS will be transported in IP packets.

In the IEEE 802.16 document [15] the problem space for use of MIH services over 802.16 networks is similarly bounded by these key points:

· In 6.3.2.3.9, 11.8.10 and table 358 (see MIH Capability Support row), MIH services can be discovered before authorization (also called “during network entry”) using the MIH Initial Service Request.

· In section 6.3.9.8 and 6.3.25 the BS and MS may perform IS protocol exchange before authorization using Privacy Key Management (PKM) messages.

· MIH services may operate in authenticated state without IP transport using MOB_MIH-MSG messages on the Primary Management connection (see 6.3.2.3.62.)

· In I.5 MIH Exchange procedure, Figure I.11 the caption implies that MIH message exchange before authorization is pre-authenticated.

These specifications illustrate there are some considerations needed for using MIH services capability discovery and IS in unauthenticated state, using L2 transport.

From the IAB, [16] discusses link events or indications, and describes some security concerns. The MIH ES is given as an example of a service providing link event reporting in section 1.3. Key points raised are:

· Transport of link events should not introduce new security vulnerabilities in the related unsecured routing protocols.

· Transported link indications need to be “valid”, so the receiving host can accept them even from off-link senders.

· A receiving host needs a way of mapping the received indication to the relevant higher layer services or users.

The above concerns are primarily from the perspective of how the event service might negatively affect the routing or transport services of the network and transport layers.  

None of the existing problem space descriptions discuss the need for perfect forward secrecy.
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�IMO, yes, it would make sense to use a centralized authentication (and authorization) server for distributed PoSes, in the same way as a centralized  EAP/AAA server provides network access authentication (and authorization) service for distributed NASes.


�These are use-case specific threats, isn’t it? If so, it may be good to have a separate list about use-case specific threats and describe these threat in there.


�Should “Route” read “L3  or higher layer node”? (I mean, the intermediate node does not have to be a router.) Also, “Layer 3 Protections” should read “Layer 3 or higher layer protections”.


�I’m not sure if it is a realistic case but IMO it’s not a meaningful case, because there is no end-to-end security between MN and PoS.


�That is theoretically possible, but, it’s not a meaningful case for the same reason as for Figure 16.


�And perhaps PoS may communicate with a bogus MN.


�How can different authentication mechanisms be possible between visited and home domains if the home domain is the authority to authenticate the MN? 


�I have the same question as above.
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