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IEEE P802
Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21 Security Study Group

Chair: Yoshihiro Ohba
Secretary: Y. Cheng
Editor: Shubhranshu Singh

Minutes taken by Subir Das

10:00 AM Thursday EST, June 19th, 2008
Meeting started at 10:04 AM.

1. Opening

Called for order by Chair 
Agenda for today:
-- MIH-level security use case details (Lily Chen, 21-08-0181)

-- Threat analysis update (Rahul Sinha, 21-08-0107) 
Chair mentioned that WG chair has submitted the PAR to the EC. We expect to have some discussions regarding this during opening plenary, July meeting 

2. MIH Level Security use case details 
Document: https://mentor.ieee.org/802.21/file/08/21-08-0181-01-0sec-mih-security-use-case.doc

Presentor: Chen, Lily
Author presented the contribution. Yoshi’s comments were addressed in version 01 of the document. Yoshi’s comment can be found in document number 21-08-0183. Main parts are described in Section 1, 2 and 3. Access control is applied via access controller. Use case 1 assumes that key is delivered to PoS after successful authentication. Another important assumption is that one authenticator can distribute multiple keys to different PoSes. 
Question: Is there any authenticator in the model?

Answer: Authenticator may be at the PoS  or at the PoA but it has not been shown here. 

Question: If the mobile node is not able to authenticate, it will not get the MIH service. Is that the assumption?

Answer: Yes 

Question: How MN discovers the authenticator. This may be outside the case.

Answer: Yes MN needs to discover the authenticator. How MN communicates to authentication server is left as generic. If access control is applied,  PoS needs to communicate to the MN or authentication server needs to do that. 

Question: Is step 1 in fig 14, it should have a response to the request service from the MN.

Answer: Response is one way. There are two ways: i) talk to the server via response; ii) forwards the request to the authentication server and then authentication server initiates the communication.  At this moment its is kept at a high level 
Answer (Yoshihiro Ohba) : Agreed that this is high level and things may happen differently depending upon the authentication mechanism. It is hard to articulate all possible key distribution. For example, how to capture the 3-party key distribution? 
Answer: Currently when PoS receives the key from the authentication server, MN assumes that PoS has some relationship with the auth server. If we introduce 3-party key agreement then MN needs do more and the trust model needs to be considered separately. 

It seems use case 1.1 is more suitable for IS. For CS and ES, PoS may be distributed and in that case MN may talk with different PoSes. 

Question: What is the meaning of peer to peer MIH specific keys?
Answer: If PoSes are distributed, MN needs to interact with different PoSes with different keys.

Use case 1.2 relies upon transport security after authentication. Threats in this scenario are also discussed. 

Question: Is it correct that the treats are possible even if there is a failure in step 3?
Answer: Yes. The purpose of this use case to highlight what is required for protection and captured in fig 16 and 17. 

Use case 2 is without the access control. 

Question: MSTP problem statement says that MIH peer security SA should be maintained during mobility, i.e., during change of point of attachment. 
Answer: It will depend upon what identity it is bound to. If it is MIHF ID, things are simpler but if it IP address, then it needs to establish a new SA unless the previous SA is used. 
Use case 2.2 , the threat relating to MN “A MN who does not eligible for the service may take over the service after the authentication is completed” may not be applicable since there is no mutual authentication is in place. 

Question: We have a number of branches in the flow chart and all these use cases are derived from it. At what point, who will determine what is required or possible? Is it MN or PoS?
Answer: This is something that needs to be discussed and the negotiations part is not considered yet. 

Answer: We possibly need to add a requirement if we need negotiation or not. 

Use case 3 is related to roaming scenario.
Question: “The use cases in this group need input to vision the possibilities for each scenario”.
Answer: If the subscription is based on home subscription and there is roaming relationship, it is expected that security policies in visited network will be similar to home network policies. 

Fig 19 and 20 describe the two possible scenarios by which visited network can perform the authentication and access control. 

Question: What are the next steps? 
Answer: Lily volunteers to update the document with the feedback she has gotten 

Answer (Yoshihiro Ohba) : Yes, that would be good and you may bring this as  a contribution during July meeting 

Question: Is the objective to discuss this in July meeting and see the good points can be added to the TR.

Chair: Is there any other comments?  Seeing none moved to next contribution. 

The decision was that Lily  will bring a CR (Change Request) during July meeting addressing the comments. Others are requested to send comments to Lily if there any. 

3. Threat Analysis Update
Document: https://mentor.ieee.org/802.21/file/08/21-08-0107-02-0sec-threat-modeling-and-analysis-for-mih-protocol-security.doc
Presenter: Rahul Sinha
Author addressed the comments that were received during June 5th teleconference. For example, denial of Service in information query table in Section 5
Question: Why did you delete the earlier statement from the DoS column for ES/CS?
Answer: To address Lily’s comment DOS listed here is specified enough. We changed since we believe MN may not be an attacker. 

Question: Why is that so? 

Answer: Because MN will need to register with PoS first before getting the service. 

Question: MN can flood with registration request and MN can then be an attacker.
Answer: Yes that is possible and we can add that. 

Question: Is DoS attack description for the information service good for everyone?

Answer: Yes. 

Comment: Is it a good idea to add a column to prioritize the attacks and corresponding threats? 

The suggestion would be to describe what the threat is and another column what would be the impact. Depending upon the severity of the threat, readers will possibly understand  how important to have the counter measures. 
Answer: In an earlier table, it has described what the vulnerabilities are. Are you saying to include similar things in this table as well?

Comment: Not exactly,  it is not just vulnerabilities, additional information on the severity of the threats would be good for the readers to judge whether counter measures would be needed. 

Answer: Another way to handle is that we can expand the information disclosure section. 

Comment: We are missing some critical information and that would be helpful. The commenter will send input to the authors. 

Answer: One option could be to add an issue list may be created and folks can discuss more in July meeting. Another option could be to add a column in the TR and take it from there. 

Answer: Commenter can work with the authors and decide the best way to a handle this. 

Question: When do we update the TR document? 

Two options: i) Add the comment and update the TR 

                      ii) Discuss the point and do not include in the TR . During July meeting , we discuss in a TR and then if approved, include in the TR. 
Suggestion: It may be better to go with option (ii). 

Chair: Is there any objection? Seeing none, let’s go with Option (ii). 

The decision was that Rahul will bring a CR during July meeting addressing the comments. Others are requested to send comments to Rahul, if there is any.

4. Closing (Chair)
· The discussion ended at 11:52 AM.

· There will be no teleconference before July meeting and see you in Denver.
5. Attendee 
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