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Issues in Heterogeneous Mesh Networks
Introduction

This proposal adopts the general IEEE 802.21 architecture. The main difference between IEEE 802.21 and CARMEN is the respective target, namely, this proposal addresses solutions to interconnect mesh nodes with heterogeneous radio technologies, whereas IEEE 802.21 focuses only on handovers between heterogeneous technologies. Nevertheless, most of the primitives of IEEE 802.21 are not just related to handovers but can also be used for different purposes such as managing, controlling, maintaining and configuring local and remote radio technologies in a media independent manner. This characteristic is a main requirement for this proposal as well. Therefore, herein we use IEEE 802.21 primitives and extend those with mesh specific requirements.

Specifically this proposal aims at discussing the extension requirements for IEEE 802.21 so as to provide:

· A framework that enables self-configuration, monitoring, operation and management of heterogeneous wireless mesh networks. The framework relies on the presence of self-configuration, monitoring, operation and management entities within the network elements of the heterogeneous wireless mesh network. 
Assumptions:
a) A Mesh Node is capable of supporting multiple link-layer technologies, such as wireless, wired or mixed.

b) The MISF (Media Independent Services Function
) is a logical entity, whose definition is independent of its deployment location on the MshN or in the network.

c) All nodes in the mesh network include a MIS entity, or in IEEE 802.21 terms, all network entities are MIS (Media Independent Services) nodes. 

d)  The MISF, receives and transmits information about the configuration and condition of links between mesh nodes in the network. This information originates at different layers of the protocol stack within the mesh nodes. 

a. When the information originates at a remote network element, the MISF on the local network element obtains it through MIS message exchanges with a peer MISF instance that resides in the remote network element. 

b. When the information originates at lower layers of the protocol stack within a mesh node, the MISF on that entity obtains it locally through the service primitives of the SAPs that define the interface of the MISF with the lower layers.
Media Independent Services Requirements

The main idea under this proposal is to extend .21 to define a new set of Media Independent Services which may be used in specific applications such as Mesh Networks. In the following, we present the requirements for the mesh scenario. These requirements may also be taken into account in other specific scenarios such as the ones proposed in White Spaces. Especially, the autonomic management of the network resources and respective configurations are common in both white spaces and mesh discussions. 
Media Independent Services enabling autonomic establishment and management of mesh networks should include:

· Self description of interface properties (Primitives allowing the self discovery of capabilities).

· Configuration of radio interfaces, allowing channels, transmission characteristics, etc.

· Topology discovery (Primitives allowing the discovery of neighbors via active and passive techniques).

· Auto-negotiation of radio parameters (Peer to peer negotiation of radio parameters with neighbors).

· Creation of new Links (Primitives enabling a common way of setting up links with neighbors using different technologies).
· Resource reservation.
· Monitoring the network by defining new monitoring events (How to measure the performance of the network in a common way, definition of new thresholds).

Note that IEEE 802.21 already provides some of this functionality. In the following we analyze each requirement providing what functionality is supported and what functionality requires an extension. We first introduce here the Link problem which is common to all requirements.
The Link problem

One of the main problems of IEEE 802.21 is the definition of a link due to its Mobile Node centric view.  The .21 standard currently defines a link as “a communication channel through which nodes communicate for the exchange of L2 protocol data units. Each link is associated with two endpoints and has a unique identifier”. Although the definition of a link is given as above, a link_id is defined as the identifier of a link that is not associated with the peer node and includes only link type and link address. 
This definition of link_id holds for a Mobile Node attached to an anchor point (of whatever technology) per interface (1:1 connection), but it fails to correctly model the behaviour of a shared medium interface where an interface can have multiple links (1:n), one per attached node. 
An example to such a connection is the case of an IEEE 802.11 AP, which uses the same interface to connect to different terminals or access points. In this case, the current defined primitives, such as LINK_ACTION, resource reservation or QoS relevant services do not work as for mobile terminal, since they have been designed to work on the terminal side and use the link_id as given above. Therefore, the management of different links in a mesh is not possible by using the current link_id of IEEE 802.21. 
Another problem in IEEE 802.21 is that, a link is allowed to have the state power_down. In case power is down, based on the definition of link in IEEE 802.21, there cannot be a link; hence there cannot be a link_id.  
Interface Parameters and Self Description

Assuming that there is no problem with the link_ids, IEEE 802.21 provides the required functionality for preparing a self description of a device using different primitives that enable querying the parameters of that device. Using those parameters, it is possible to build a description of a device for mesh purposes such as available technologies over the device, their configurable parameters and also current states. As an example, the primitive MIH_LINK_GET_PARAMETERS can be used to obtain information such as the status of links and some radio parameters. 
However, also mesh specific information should be included in a self description.  An example to this is the list of neighbours. Although IEEE 802.21 supports neighbour discovery, it is a general version, which does not indicate anything regarding the membership to a mesh network. Hence, there is no “mesh specific” context in .21. A neighbour can be discovered, however neither the information about a mesh network membership nor the possibility of establishing a mesh network is provided. Currently, this can only be solved by upper layer mesh protocols. This, however, means significant performance degradation. 

Additionally, information about parameters that affect the performance of a mesh node are missing, since it is out of scope of a handover (antenna, modulation, routing mechanisms…).
Radio Parameters Configuration
IEEE 802.21 does not provide primitives allowing the configuration of radio parameters such as channel of operation, transmitted power, modulation scheme, etc... This functionality, to configure the radio parameters is required for self-configuration in a mesh network and it is also essential for White Spaces scenarios where available spectrum will be negotiated and respective configurations between different access technologies are accomplished. A way of providing such functionality is extending the Link Actions allowed in IEEE 802.21 providing mechanisms to configure radio properties. Another way is to use IEEE 1900. This option would lead to two separate standards running in parallel to build a mesh network, namely MIHF and NRM (network reconfiguration manager). It is an open question how IEEE 1900 can cooperate with IEEE 802.21 and the question is also relevant for White Spaces discussion.
Topology Discovery

IEEE 802.21 provides this functionality at a limited extend. The primitive LINK_ACTION allows starting a scan procedure in an interface although the information returned is not enough to make any decision for mesh purposes. 
Although higher layer protocols can be used to build the mesh on top of the basic neighbor discovery relevant primitives of IEEE 802.21, the performance of this solution is poor. In this case each mesh node has to execute a first stage in which the neighbors are discovered and a second higher layer specific stage, through which the neighbor capabilities and mesh related information are acquired and propagated to other mesh nodes. 

Since this is not efficient, CARMEN proposes a different approach, in which the neighbor discovery mechanism is extended to support different information elements and extended functionalities provided by the MISF. The Topology discovery mechanism provides information regarding auto-configuration like if the mesh mode is supported, if the neighbor is already a part of a mesh network, if there is a Gateway, the neighbors or other mesh nodes etc.
Another capability envisioned for the Topology discovery mechanism is to serve as an access point to the MIIS service, providing information to the new discovered neighbor or obtaining information regarding if the node can join the mesh…
Radio Parameters Auto-Negotiation

This functionality is especially important for White Spaces scenarios, and is tightly coupled with the Neighbour Discovery. In a mesh, the nodes should be able to discover the radio properties of their neighbours and based on that and radio planning information, configure their parameters.  IEEE 802.21 provides a mechanism, which allows the nodes to obtain the radio parameters of a neighbour; this can be done by issuing MIH_LINK_GET_PARAMETERS remote command (although a detailed list of parameters is missing). In order to be able to do this, the registering mechanism of .21 must be used first. The main problem regarding this issue is how to obtain the radio parameters of a neighbour using a L2 connection before association. The registration message might be better suited to address self configuration relevant issues. Registration message can be used to advertise about mesh properties and reconfigurable parameters. Additionally, also the parallel use of IEEE 1900 should be considered. 

Link Creation

IEEE 802.21 provides the functionality required for turning on an interface on but it does not provide the primitives required to set up a connection with a neighbour in an explicit way. IEEE 802.21 indicates the creation of a new link by using the LINK_ACTION primitive; this primitive does not include any mechanism to explicitly define the type of link to create (e.g.  ad hoc, WDS or infrastructure…). The reason of this is the terminal centric approach taken by IEEE 802.21. The LINK_ACTION primitive is intended to be used in a mobile terminal, which attaches to an (i.e.) IEEE 802.11 AP always in infrastructure mode so it makes no sense under the IEEE 802.21 perspective to define (i.e.) that the connection should be made in Ad-Hoc mode. For a mesh scenario depending on the topology of the network makes sense to require different types of connection, such as infrastructure, Ad-Hoc or even WDS.
Resource Reservation

Although resource reservation is available in IEEE 802.21 to some extent, this is not sufficient for mesh purposes. As described above, IEEE 802.21 focuses on mobile terminals. Therefore, the reservation is mobile terminal specific and between an access point and the mobile terminal. However, considering that in a heterogeneous mesh, the backhaul is based on wireless access points, the reservation should be realized at each access point between the gateway and the mobile terminal. Additionally, mesh needs flow specific resource reservation. This is completely missing in IEEE 802.21.
Monitoring

IEEE 802.21 provides the mechanisms required to support link monitoring in a media independent way. The use of the current metrics with the events and thresholds defined in IEEE 802.21 seems to be sufficient for mesh requirements. One problem might be extra overhead caused by too many indications sent throughout mesh. The amount might be restricted in a mesh.
APPENDIX: RELATED PRIMITIVES LISTING
Resource reservation at link layer
Existing primitives of IEEE 802.21
MIH_N2N_HO_Commit.request
(DestinationIdentifier, 

MNIdentifier, “This identifies the MIHF of the MshN that commits to perform handover action.”

TargetMNLinkIdentifier, 

TargetPoA, 

RequestedResourceSet )

RequestedResourceSet : SEQUENCE ( QOS_LIST, TSP_CONTAINER, HO_CAUSE )

 QOS_LIST:  SEQUENCE ( NUM_COS_TYPES, LIST(MIN_PK_TX_DELAY), LIST(AVG_PK_TX_DELAY), LIST(MAX_PK_TX_DELAY), LIST(PK_DELAY_JITTER), LIST(PK_LOSS_RATE) )

NUM_COS_TYPES: A type to represent the maximum number of differentiable classes of service supported. Valid Range: 0..255

MIN_PK_TX_DELAY: SEQUENCE( COS_ID, UNSIGNED_INT(2) )

TSP_CONTAINER : CHOICE ( NULL, PREDEF_CFG_ID, TSP_CARRIER )

TSP_CARRIER: Transparent carrier containing link specific information whose content and format are to be specified by the link specific SDO.

MIH_MshN_HO_Candidate_Query.request
(DestinationIdentifier, “remote MIHF that will be the destination of this request”

SourceLinkIdentifier,

CandidateLinkList, 

LIST(LINK_POA_LIST), “A list of PoAs, identifying candidate networks to which handover needs to be initiated.”

QoSResourceRequirements, ”Minimal QoS resources required at the candidate network.” 

QOS_LIST “Defined above”

IPConfigurationMethods, 

DHCPServerAddress, 

FAAddress,

AccessRouterAddress )

MIH_N2N_HO_Query_Resources.request 

(DestinationIdentifier, 

QoSResourceRequirements, 

IPConfigurationMethods, 

DHCPServerAddress, 

FAAddress, 

AccessRouterAddress, 

CandidateLinkList )

Physical and relevant Link layer configuration
Existing Link Configuration METHODS of IEEE 802.21

Link_Action.request
(LinkAction, 

ExecutionDelay, Time (in ms) to elapse before the action needs to be taken.

PoALinkAddress: The PoA link address to forward data to. This parameter

is used when DATA_FWD_REQ action is requested.

)

Link Actions

LINK_DISCONNECT:
LINK_LOW_POWER

LINK_POWER_DOWN

LINK_POWER_UP: Cause the link to power up and establish L2 connectivity. For UMTS link type, power

up lower layers and establish PDP context
DATA_FWD_REQ: This indication requires the buffered data at the old serving PoA entity to be forwarded

to the new target PoA entity in order to avoid data loss
LINK_RES_RETAIN: The link will be disconnected but the resource for the link connection still remains so

 re-establishing the link connection later can be more efficient.
LINK_SCAN

Existing Parameters of IEEE 802.21

Link Relevant Parameters

BATT_LEVEL: “Represents percentage of battery charge remaining. Valid Range: -1..100”
CHANNEL_ID: “Channel identifier as defined in the specific link technology (e.g., standards development organization (SDO))”
DEV_STATES_REQ: A list of device status request. Bitmap Values: 

Bit 0: DEVICE_INFO: “A non-NULL terminated string whose length shall not exceed 253 octets, representing information on manufacturer, model number, revision number of the software/firmware and serial number in displayable text.”

Bit 1: BATT_LEVEL
LINK_DATA_RATE: “A type to represent the maximum data rate in kb/s. Valid Range: 0 - 2^32-1”
LINK_DESC_RSP: CHOICE(NUM_COS, NUM_QUEUE) “Descriptors of a link”

NUM_COS:

NUM_QUEUE: 

LINK_PARAM_GEN: “A type to represent a generic link parameter that is applicable to any link type.”

 0: Data Rate - the parameter value is represented as a DATA_RATE. 

1: Signal Strength - the parameter value is represented as a SIG_STRENGTH. 

2: Signal over interference plus noise ratio (SINR) - the parameter value is represented as an UNSIGNED_INT(2). 

3: Throughput (the number of bits successfully received divided by the time it took to transmit them over the medium) - the parameter value is represented as an UNSIGNED_INT(2). 

4: Packet Error Rate (representing the ratio between the number of frames received in error and the total number of frames transmitted in a link population of interest) - the parameter value is represented as a PERCENTAGE.
LINK_PARAM_QOS: “A type to represent QOS_LIST parameters.”

 0: Maximum number of differentiable classes of service supported.

 1: Minimum packet transfer delay for all CoS, the minimum delay over a class population of interest. 

2: Average packet transfer delay for all CoS, the arithmetic mean of the delay over a class population of interest. (See B.3.4) 

3: Maximum packet transfer delay for all CoS, the maximum delay over a class population of interest. 

4: Packet transfer delay jitter for all CoS, the standard deviation of the delay over a class population of interest. (See B.3.5) 

5: Packet loss rate for all CoS, the ratio between the number of frames that are transmitted but not received and the total number of frames transmitted over a class
OP_MODE: “The link power mode.”

 0: Normal Mode 

1: Power Saving Mode 

2: Powered Down
SIG_STRENGTH: “Represents the signal strength in dBm unit or its relative value in an arbitrary percentage scale.”
MIIS Parameters
CH_RANGE: A type that contains two numbers. The first unsigned integer is the low range. The second unsigned integer is the high range. Both values are in kHz.
BANDWIDTH: Channel bandwidth in kb/s.
NETWORK_ID 
DATA_RATE: A type to represent the maximum data rate in kb/s.
EIRP: 
DU_CTR_FREQ: Downlink/Uplink center frequency in kHz. 
FREQ_BANDS: A list of frequency bands. The values are in kHz
FREQ_ID: Identifier of the carrier frequency. Valid Range: 0..65535

)
Monitoring

Receive information on Link State 

MIH_Link_Get_Parameters.request 
(

DestinationIdentifier, “This identifies the local MIHF or a remote MIHF that will be

the destination of this request.”
DeviceStatesRequest, “List of device states being requested”
DEV_STATES_REQ: 

Bit 0: DEVICE_INFO: “A non-NULL terminated string whose length shall not exceed 253 octets, representing information on manufacturer, model number, revision number of the software/firmware and serial number in displayable text.”

Bit 1: BATT_LEVEL

LinkIdentifierList, “List of link identifiers for which status is requested. If the list is empty, return the status of all available links.”
LIST(LINK_ID): If null, then gives all links : Link is defined as a communication channel through which nodes communicate for the exchange of L2 protocol

data units. Each link is associated with two endpoints and has a unique identifier.
LINK_ID: “The identifier of a link that is not associated

with the peer node. The LINK_ADDR contains the address of this link.”

SEQUENCE(

LINK_TYPE

LINK_ADDR

)
GetStatusRequestSet: Indicate which link status(es) is being requested.
SEQUENCE(

LINK_STATES_REQ,

Bit 0: OP_MODE

0: Normal Mode

1: Power Saving Mode

2: Powered Down

3–255: (Reserved)
Bit 1: CHANNEL_ID

Bit 2–15: (Reserved)
LIST(LINK_PARAM_TYPE),

CHOICE(

LINK_PARAM_GEN,

LINK_PARAM_QOS,

LINK_PARAM_GG,

LINK_PARAM_EDGE,

LINK_PARAM_ETH,

LINK_PARAM_802_11,

LINK_PARAM_C2K,

LINK_PARAM_FDD,

LINK_PARAM_HRPD,

LINK_PARAM_802_16,

LINK_PARAM_802_20,

LINK_PARAM_802_22

)

LINK_DESC_REQ

Bit 0: Number of Classes of Service

Supported

Bit 1: Number of Queues Supported

Bits 2–15: (Reserved)
)

)

Configuration of Monitoring
Link_Configure_Thresholds.request 

(

LinkConfigureParameterList: LIST(LINK_CFG_PARAM)

Link_CFG_PARAM: SEQUENCE(

LINK_PARAM_TYPE,

CHOICE(NULL, TIMER_INTERVAL),

TH_ACTION,

LIST(THRESHOLD)

)

LINK_PARAM_TYPE: 

CHOICE(

LINK_PARAM_GEN,

LINK_PARAM_QOS,

LINK_PARAM_GG,

LINK_PARAM_EDGE,

LINK_PARAM_ETH,

LINK_PARAM_802_11,

LINK_PARAM_C2K,

LINK_PARAM_FDD,

LINK_PARAM_HRPD,

LINK_PARAM_802_16,

LINK_PARAM_802_20,

LINK_PARAM_802_22

)

TH_ACTION: 

0: Set normal threshold

1: Set one-shot threshold

2: Cancel threshold

     THRESHOLD: 

SEQUENCE(

THRESHOLD_VAL,

THRESHOLD_X_DIR: A link threshold. The threshold is considered crossed when the value of the link parameter passes the threshold in the specified direction.

)

IP and Route Configuration while establishing the link 
Existing parameters Of IEEE 802.21

IPConfigurationMethods, BITMAP(32) “A set of IP configuration methods.”

Bit 0: IPv4 static configuration 

Bit 1: IPv4 dynamic configuration (DHCPv4) 

Bit 2: Mobile IPv4 with foreign agent (FA) care-of address (CoA) (FA-CoA)

Bit 3: Mobile IPv4 without FA (Co-located CoA) 

Bits 4-10: reserved for IPv4 address configurations 

Bit 11: IPv6 stateless address configuration 

Bit 12: IPv6 stateful address configuration (DHCPv6) Bit 13: IPv6 manual configuration

DHCPServerAddress, 

FAAddress, 

AccessRouterAddress[image: image1.png]




































� We use the term media independent services, first of all to distinguish between MIHF and MISF.





�SOLVED…LinkTupleID would do the job… 





