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Minutes for IEEE P802.21a June 10, 2009 Teleconference 

(Taken by Ashutosh Dutta)

Agenda for June 10 teleconference:

 - MIH_SEC_SAP vs integrated security modules (by proposer of 21-09-0062)

 - Message authentication with short-term cert vs. SA establishment (by proposer of 21-09-0065)

Minutes: Security Task Group  06/10/2009, Time 10 AM EDT

Yoshihiro Ohba – 802.21 a task group chair called the meeting to order.
Meeting started around 10 AM EDT

Following are the other participants in the meeting:

· Yoshihiro Ohba – Toshiba America Research
· Lily Chen – NIST
· Rafa Marin Lopez – University of Murcia
· Subhransu Singh - Samsung
· Anirudh Bhatt– Samsung
· Subir Das – Telcordia 
· Ashutosh Dutta- Telcordia
Document 21-09-0062-01-0sec was presented by Aniurdth Bhatt.  that includes modified security profile, method of authentication. MIH capability list of authentication mechanisms e.g., version 4 and version 5 Kerberos and TLS,  list of security mechanisms e.g., AES, IPsec anduser-defined authentication mechanism. Emphasized 
alide #20 that talks about authentication, using a method found via capabilitiy discovery .  and corresponding security mechanism. 

Comment: What are the assumptions here?
Answer: Whatever is mentioned in the TR.

Comment: What is integrated security module?
Answer: It is inside MIH function.
Comment: Detailed set of primitives of Security module need to be looked at. What kinds of primitives are defined here?

Answer: MIH SAP can be extended, slide #24 discusses the details. Request for decryption of a protocol message can be a primitive.
Comment: That is not sufficient, we may need more primitives.
Ani mentioned about security brokering. Some of the things need to be passed to MIH user. This could be an extension to MIH_SAP. Explained the details of Security Module.

Comment: Slide #17 has a question. What is the relationship between MIH_SEC_SAP and MIH_SAP?
Answer: Security module will decide which authentication to use

Comment: What is the usefulness of security module?
Answer: Based on a choice of security protocols and authentication mechanisms, the security module will give a list of available option.
Comment: Where should it be supported?
Answer: It can be part of MIH.
Comment: Who will determine that this protection will apply?
Answer: There is some ambiguity as to where the MIH protection will be applied.

Broker is just a term. 

Comment: Do you think this broker will try to negotiate with another broker?
Answer: Protection will be done at the  transport layer.

Comment: What does IEEE 802.21 need to support?
Answer: It needs to support providing capability information about protection layers. The protection can be provided by MIH layer or Transport layer.
Comment: The MIH entities need to have an agreement about the protection layer. Do you think 802.21a should define this mechanism? 
Comment: It could be part of capabilities discovery mechanism. Making Security module as a separate module might help the agreement process.

Comment: Without Security SAP can this be achievable? What is the Justification of new Security SAP? How the security features can be added? Are these merely implementation and integration issues?
Answer: Having a standard security SAP will give more flexibility. 
Comment: Is this security SAP within the stack?
Answer: Yes.
Comment: Why cannot the security module be contained as part of MIHF?
Answer: Security module should be given the choice of operators.
Comment: What are the limitations of using the existing MIH SAP?
Answer: We will come back to the detail in the text.
Comment: In Slide# 19, Security parameters are mentioned. At this stage, we do not need to discuss the algorithms and parameters. Possibly we need to find out which protocols to use? In Slide #21, is it general AAA or MIH-specific AAA?  In slide #20, there is also an overlap.
Answer: MIH is not coming to picture when there is regular authentication. Regular authentication can be performed outside of the MIH protocol and is considered as implementation issues.
Comment: It may not be an implementation issue. Slide #21 needs more explanation.

Comment: This is not an implementation issue.
Comment: Slide #22 and #23 have more details.

Comment: Slide #21 is an improvement.

Comment: In slide 21, what happens after authentication? Are the keys distributed?

Answer: There are two POSs. There are some key materials traveling from attachment POS to secondary POS. Exchanging key materials between POSs may not be a good idea.

How does it work in slide #21 and slide #23?  It does not explain properly.

Comment: Secondary POS, what is it?

Answer: Slides #22 and #23 are different than slide #21. It explained the difference between slide #22 and #23.

Comment: If there is any key transfer process from one POS to another POS.

Comment: Then there will domino Effect. We can anticipate, many security people will complain about this.  

Comment: Why one needs to transfer the key from one POS to another POS?

Comment: Is Context transfer solution or key distribution within scope or not?

Answer: It can probably be discussed during face-to-face discussion.

Comment: Suggest authors to discuss the domino effect issue.

Action Items:

4962 RFC talks about Domino effect, needs to be referred to.
Defining the detailed primitives for the MIH_SAP.
Authentication and key distribution details need to be expanded in the context of slide #21.

Comment: Slides #12 and 1#3, are they indirect models?
Answer: We can show the direct modes later on.
Comment: In May meeting there was a question about pre-authentication root key.

Can somebody explain?

Answer: Will let the groups know after discussing more on this.

Chair: Next meeting, other contributions will be discussed.

Since proposer of the other draft, Sumanta could not join the meeting 802.21a chair allowed the  21-09-0062-01-0sec contributors to continue the discussion for the remaing time. 

Teleconference adjourned around 12 noon (EDT)
