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1 Introduction

The applicability of EAP pre-authentication and pro-active re-authentication is limited to the scenarios where the candidate authenticator(s) can be discovered prior to mobile node movement to the candidate network.
This proposal introduces the method of extending 802.21 standards to define new Event and Information Elements for candidate authenticator discovery.

2 Overview of proposed candidate authenticator discovery mechanism

The basic procedure of candidate authenticator discovery is as follows:
1. The peer is connected to a serving network and authenticated by the serving authenticator.
2. The peer or the serving network discovers one or more candidate network(s) in its neighborhood.
3. When the peer or serving network discovers one or more candidate network(s), a candidate network detected MIH Event which is specified by this proposal is generated by the peer or network. 
4. The peer’s MIH user receives the candidate network detected Event and this Event will trigger the peer to initiate a MIIS query. The query will be transmitted to the MIH Information Server which contains the candidate authenticator Information Element that specified by this proposal.
5. The peer receives the query response which contains the candidate authenticator’s information, such as its L2 and IP address.

6. The peer or the network then initiates pre-authentication or pre-active re-authentication which is performed between the peer and the discovered candidate authenticator.
3 Define new MIH Event for candidate authenticator discovery
6.3.4 Link event
In table 4-Link events, insert following item:
	Link event name 
	Link event type
	Description
	Defined in

	Link_Candidate_PoA_Detected
	State change
	A candidate PoA has been detected. This event is typically generated when the MN or network detects a new candidate PoA.
	TBD


6.3.5 MIH event
In table 5-MIH events, insert the following item:

	MIH event name
	(L)ocal (R)emote
	Description
	Defined in

	MIH_Candidate_PoA_Detected
	L,R
	A candidate PoA has been detected. This event is typically generated when the MN or network detects a new candidate PoA.
	TBD


If the PoA and the MIH PoS are co-located, then the Candidate PoA Detected Event can be generated by either the network (MIH PoS) or the MN; otherwise the Event can only be generated by the MN.

4 Define new MIH Information Element for candidate authenticator discovery
New MIH Information Element should be defined that contains the candidate authenticator’s information such as its L2 or IP address, supported proactive authentication method etc.
6.5.4 Information elements

In table 10, insert the following item:
	Name of information element
	Description
	Data type

	PoA Specific Information Elements

	IE_POA_AUTHENTICATOR_ADDR
	The L2 address of the authenticator which serves the PoA.
	LINK_ADDR

	IE_POA_AUTHENTICATOR_METHOD_INFO
	The supported proactive authentication method information of the authenticator which serves the PoA. (eg. EAP pre-authentication or re-authentication)
	SYSTEM_INFO

	PoA Specific Higher Layer Service Information Elements

	IE_POA_AUTHENTICATOR_IP_ADDR
	The IP address of the authenticator which serves the PoA.
	IP_ADDR
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