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Heterogeneous Wireless Multi-hop Backhaul Networks
Burak Simsek (Fraunhofer Institute), Johanness Lessmann (NEC), Antonio de la Oliva (UC3M)
Recently, several operators, vendors and also research institutions have attempted to define a Media Independent Abstraction Layer that allows bootstrapping and configuration of heterogeneous wireless multi-hop backhaul networks. They found that the current IEEE 802.21-2009 standard provides already a very useful and solid foundation for a diversity of functions, including those which are not related to handovers. The consensus was therefore to exploit the architecture, primitives, and control flow logic of IEEE 802.21 as much as possible and propose extensions where necessary. This seems to be perfectly in line with the fact that there is already a certain trend (even if not formal yet) in the IEEE 802.21 working group to reshape its focus to media independent services in general.

The document at hand is a first overview of useful extensions of IEEE 802.21 for running heterogeneous wireless multi-hop backhaul networks. The presented collection is subject to further study and certainly not complete. However, it might give an impression of the missing pieces and the direction of a possible study group on this subject.

Contents

3The Link Concept in IEEE 802.21


4Radio Configuration


41.
MIH_Radio_Get_Radios


52.
MIH_Radio_Get_Capabilities


63.
MIH_Radio_Get_Parameters


74.
MIH_Radio_Set_Parameters


9Node and Topology Discovery


95.
MIH_Mesh_Link_Info_Broadcast


106.
MIH_Mesh_Link_Detected


107.
MIH_Mesh_Node_Register


118.
MIH_Mesh_Node_Reconfiguration


13Monitoring


139.
MIH_Link_Get_Parameters


15Resource Limitations


16Anex A: Data Types




The Link Concept in IEEE 802.21

Currently IEEE 802.21 defines a link as “A communication channel through which nodes communicate for the exchange of L2 protocol data units. Each link is associated with two endpoints and has a unique identifier.”

This definition is implemented through the LinkIdentifier which is defined as a LINK_TUPLE_ID or LINK_ID, depending on the specific primitive. 

	Data Type
	Expansion
	Description

	LINK_TUPLE_ID
	SEQUENCE(LINK_ID,CHOICE(NULL,LINK_ADDR))
	The identifier of a link that is associated with a PoA. The LINK_ID contains the MN LINK_ADDR. The optional LINK_ADDR contains a link address of PoA

	LINK_ID
	SEQUENCE(LINK_TYPE,LINK_ADDR)
	The identifier of a link that is not associated with the peer node. The LINK_ADDR contains the address of this link.

	LINK_TYPE
	UNSIGNED_INT()
	Represents the link type

Numer Assignments:

0:Reserved

1:Wireless  - GSM…

	LINK_ADDR
	CHOICE(MAC_ADDR,3GPP_3G_CELL_ID,

3GPP_2G_CELL_ID,3GPP_ADDR,

3GPP2_ADDR,OTHER_L2_ADR)
	A data type to represent an address of any link layer


Through the use of the LINK_TUPLE_ID the .21 stack can build the relation between different links sharing an interface. The problem appears when in some primitives such as MIH_Register, the LINK_ID is used to identify the link instead of LINK_TUPLE_ID. As an example imagine a mesh node with a .11 interface connected to 3 different nodes. The LINK_ID for the three links in the .11 interface will be exactly the same while the difference between them can be described using LINK_TUPLE_ID.
Proposed Solution:

Use always LINK_TUPLE_ID to identify a link.

We also propose the following modification to the standard to improve clarity, rename LINK_ID to INTERFACE_ID.
	Data Type
	Expansion
	Description

	LINK_TUPLE_ID
	SEQUENCE(INTERFACE_ID,CHOICE(NULL,LINK_ADDR))
	The identifier of a link that is associated with a PoA. The INTERFACE_ID contains the Interface LINK_ADDR. The optional LINK_ADDR contains a link address of PoA

	INTERFACE_ID
	SEQUENCE(LINK_TYPE,LINK_ADDR)
	The identifier of a link that is not associated with the peer node. The LINK_ADDR contains the address of this link.

	LINK_TYPE
	UNSIGNED_INT()
	Represents the link type

Numer Assignments:

0:Reserved

1:Wireless  - GSM…

	LINK_ADDR
	CHOICE(MAC_ADDR,3GPP_3G_CELL_ID,

3GPP_2G_CELL_ID,3GPP_ADDR,

3GPP2_ADDR,OTHER_L2_ADR)
	A data type to represent an address of any link layer


Radio Configuration
Currently, there are no mechanisms within IEEE 802.21 that deal with Radio Configuration. Herein, we present the required primitives in order to handle radio configuration issues. For this purpose, we use the new ID, presented in the previous section, INTERFACE_ID required to identify uniquely an interface within the node.
With the following set of primitives added to the MIH_SAP and its correspondent primitives in the MIH_LINK_SAP, critical configuration of the radio interfaces is enabled.

· MIH_Radio_Get_Radios

· MIH_Radio_Get_Radios.request

· MIH_Radio_Get_Radios.confirm

· MIH_Radio_Get_Properties

· MIH_Radio_Get_Capabilities.request

· MIH_Radio_Get_Capabilities.confirm

· MIH_Radio_Get_Parameters

· MIH_Radio_Get_Parameters.request

· MIH_Radio_Get_Parameters.confirm

· MIH_Radio_Set_Parameters

· MIH_Radio_Set_Parameters.request

· MIH_Radio_Set_Parameters.confirm

1. MIH_Radio_Get_Radios
1.1. MIH_Radio_Get_Radios.request

1.1.1. Function

This primitive is used by an MIH User to get information regarding the number of interfaces and their technology from the MIHF.

1.1.2. Semantics of service primitive

MIH_Radio_Get_Radios.request()
1.1.3. When generated

This primitive is invoked by an MIH user when it wants to request information about the available interfaces in a remote or local node.
1.1.4. Effect of receipt

If the destination of the request is the local MIHF itself, the local MIHF gets the requested information on the available interfaces and responds with a MIH_Radio_Get_Radios.confirm. If the destination of the request is a remote MIHF, the local MIHF generates and sends a MIH_Radio_Get_Radios Request message to the remote MIHF.
1.2. MIH_Radio_Get_Radios.confirm

1.2.1. Function

This primitive is used in response to the MIH_Radio_Get_Radios.request primitive. This primitive provides current identifiers of the available radio interfaces.
1.2.2. Semantics of service primitive

MIH_Radio_Get_Radios.confirm(ListOfRadioInterfaceID)

Parameters:

	Name
	Data type
	Description

	ListOfRadioInterfaceID
	LIST(INTERFACE_ID)
	List of the IDs of the node’s radio

	Status
	STATUS
	Status of operation


1.2.3. When generated

This primitive is generated in response to the MIH_Radio_Get_Radios.request. The response is returned to the requesting MIH User.

1.2.4. Effect of receipt

Upon receipt of the available interfaces information, the MIH user makes appropriate decisions and takes suitable actions. However, if Status does not indicate “Success,” the recipient performs appropriate error handling.

2. MIH_Radio_Get_Capabilities
2.1. MIH_Radio_Get_Capabilities.request
2.1.1. Function

This primitive is used by an MIH User to get detailed information about the physical layer of a set of radio interfaces. This primitive does not provide the actual conditions of the interfaces, but instead describes the entire skeleton of the device, providing the general description including the list of known parameters of each radio, configuration options and respective intervals valid ranges for each parameter.
2.1.2. Semantics of service primitive

MIH_Radio_Get_Capabilities.request(ListOfRadioInterfaceID)
Parameters:

	Name
	Data type
	Description

	ListOfRadioInterfaceID
	LIST(INTERFACE_ID)
	List of selected IDs of the node’s radio whose properties want to be known.


2.1.3. When generated

This primitive is invoked by an MIH user when it wants to request detailed information of a selected list of available interfaces in a remote or local node.
2.1.4. Effect of receipt

If the destination of the request is the local MIHF itself, the local MIHF gets the requested information on the available interfaces and responds with an MIH_Radio_Get_Capabilities.confirm. If the destination of the request is a remote MIHF, the local MIHF generates and sends a MIH_Radio_Get_Capabilities.request message to the remote MIHF.
2.2. MIH_Radio_Get_Capabilities.confirm

2.2.1. Function

This primitive is used in response to the MIH_Radio_Get_Capabilities.request primitive. This primitive provides the set of physical medium characteristics of the queried interfaces.
2.2.2. Semantics of service primitive

MIH_Radio_Get_Capabilities.confirm(

LIST(



SEQUENCE(




RadioInterfaceID,




Directionality,




ListOfSupportedChannels,




TxPowerRange,




MCSList,




AntennaProperties



)

)

)

Parameters:

	Name
	Data type
	Description

	RadioInterfaceID
	INTERFACE_ID
	ID of node’s interface

	Technology
	TECHNOLOGY
	Technology of the Interface

	Directionality
	SEQUENCE(DIRECTIONALITY, ACCESS)
	The directionality of the radio interface.


	listOfSupportedChannels
	SEQUENCE(LIST(CHANNEL), ACCESS)
	List of supported channel configurations (center frequency, bandwidth, guard interval, etc. tuples)

	TxPowerRange
	SEQUENCE(TX_POWER_INT, ACCESS)
	List of available transmit power levels in dBm.

	MCSList
	SEQUENCE(MCS_LIST, ACCESS)
	List of supported modulation and coding schemes

	AntennaProperties
	SEQUENCE(ANTENNA_PROP, ACCESS)
	Antenna properties


2.2.3. When generated

This primitive is generated in response to the MIH_Radio_Get_Capabilities.request operation. And it is returned to the requesting MIH User.

2.2.4. Effect of receipt

Upon receipt of the physical layer information for the specific radio interfaces requested, the MIH user makes appropriate decisions and takes suitable actions. 

3. MIH_Radio_Get_Parameters

3.1. MIH_Radio_Get_Parameters.request

3.1.1. Function

This primitive is used by an MIH User to get operational properties of the physical layer of a set of radio interfaces. MIH_Radio_Get_Parameters primitive is important while decision making, since the received signal quality is dependent on those parameters. With a radio link which is configured to consume less power, it is normal to have low RSSI values. In such a case the MIH User in charge of radio configuration has the option to increase the power level, in case it is required. Therefore, knowing the actual configurations is crucial in terms of determining the available list of possible actions.

3.1.2. Semantics of service primitive

MIH_Radio_Get_Parameters.request(ListOfRadioInterfaceID)
Parameters:
	Name
	Data type
	Description

	ListOfRadioInterfaceID
	LIST(INTERFACE_ID)
	List of selected IDs of the node’s radio which parameters want to be known.


3.1.3. When generated

This primitive is invoked by an MIH user when it wants to request operational information of a selected list of available interfaces in a remote or local node.

3.1.4. Effect of receipt

If the destination of the request is the local MIHF itself, the local MIHF gets the requested operational information on the available interfaces and responds with a MIH_Radio_Get_Parameters.confirm. If the destination of the request is a remote MIHF, the local MIHF generates and sends a MIH_Radio_Get_Parameters Request message to the remote MIHF.

3.2. MIH_Radio_Get_Parameters.confirm

3.2.1. Function

This primitive is used in response to the MIH_Radio_Get_Parameters.request primitive. This primitive provides the operational physical layer parameters of the queried interfaces.
3.2.2. Semantics of service primitive

MIH_Radio_Get_Parameters.confirm(

LIST(



SEQUENCE(

RadioInterfaceID,

Directionality, 

Channel,

TxPower,

SensitivityThreshold,

Modulation,
AntennaProperties



)

)

)

Parameters:

	Name
	Data type
	Description

	RadioInterfaceID
	LIST(INTERFACE_ID )
	ID of node’s interface

	Directionality
	DIRECTIONALITY
	The directionality of the radio interface.

	Channel
	CHANNEL
	Actual channel configuration.

	TxPower
	TX_POWER 
	Transmit power in dBm.

	SensitivityThreshold
	THRESHOLD_DB
	Sensitivity threshold of the receiver in dBm (RSSI)

	Modulation
	MCS
	List of supported modulation and coding schemes

	AntennaProperties
	ANTENNA_CONFIG
	Antenna properties


3.2.3. When generated

This primitive is generated in response to the MIH_Radio_Get_Parameters.request operation. And it is returned to the requesting MIH User.

3.2.4. Effect of receipt

Upon receipt of the operational physical layer parameters for the specific radio interfaces requested, the MIH user makes appropriate decisions and takes suitable actions. 
4. MIH_Radio_Set_Parameters
4.1. MIH_Radio_Set_Parameters.request

4.1.1. Function

This primitive is used by an MIH User to set operational properties of the physical layer of a set of radio interfaces. 
4.1.2. Semantics of service primitive

MIH_Radio_Set_Parameters.request(

LIST(



SEQUENCE(

RadioInterfaceID,

Directionality, 

Channel,

TxPower,

SensitivityThreshold,

Modulation,
AntennaProperties



)

)

)
Parameters:

	Name
	Data type
	Description

	RadioInterfaceID
	INTERFACE_ID
	ID of node’s interface

	Directionality
	DIRECTIONALITY
	The directionality of the radio interface.

	Channel
	CHANNEL
	Actual channel configuration.

	TxPower
	TX_POWER 
	Transmit power in dBm.

	SensitivityThreshold
	THRESHOLD_DB
	Sensitivity threshold of the receiver in dBm (RSSI)

	Modulation
	MCS
	List of supported modulation and coding schemes

	AntennaProperties
	ANTENNA_CONFIG
	Antenna properties


4.1.3. When generated

This primitive is invoked by an MIH user when it wants to configure the operational parameters of a selected list of available interfaces in a remote or local node.
4.1.4. Effect of receipt

If the destination of the request is the local MIHF itself, the local MIHF gets the requested operational information on the available interfaces and responds with a MIH_Radio_Set_Parameters.confirm. If the destination of the request is a remote MIHF, the local MIHF generates and sends a MIH_Radio_Set_Parameters Request message to the remote MIHF.
4.2. MIH_Radio_Set_Parameters.confirm

4.2.1. Function

This primitive is sent in response to the MIH_Radio_Set_Parameters.request primitive. This primitive provides the status of the interface after configuration.
4.2.2. Semantics of service primitive

MIH_Radio_Set_Parameters.confirm(

LIST(



SEQUENCE(

RadioInterfaceID,

Directionality, 

Channel,

TxPower,

SensitivityThreshold,

Modulation,
AntennaProperties,
Status


)

)

)

Parameters:

	Name
	Data type
	Description

	RadioInterfaceID
	INTERFACE_ID
	ID of node’s interface

	Directionality
	DIRECTIONALITY
	The directionality of the radio interface.

	Channel
	CHANNEL
	Actual channel configuration.

	TxPower
	TX_POWER 
	Transmit power in dBm.

	SensitivityThreshold
	THRESHOLD_DB
	Sensitivity threshold of the receiver in dBm (RSSI)

	Modulation
	MCS
	List of supported modulation and coding schemes

	AntennaProperties
	ANTENNA_CONFIG
	Antenna properties

	Status
	STATUS
	Status of the operation

	
	
	


4.2.3. When generated

This primitive is generated in response to the MIH_Radio_Set_Parameters.request operation. And it is returned to the requesting MIH User.

4.2.4. Effect of receipt

Upon receipt of the operational physical layer parameters for the specific radio interfaces requested, the MIH user checks if the configuration process has finished correctly, checking that the parameters reported by the MIH_Radios_Set_Parameters.confirm correspond to the assigned ones. 
Node and Topology Discovery
IEEE 802.21 has a number of primitives which can be exploited for neighbor discovery. Link_Detected, Link_Up, Link_GetParameters, Link_Action (for scanning) are all MIH_LINK_SAP primitives that fall in this domain. However, in a mesh, there is specific information regarding neighbor and topology discovery which cannot be exchanged using existing 802.21 primitives. 

Node discovery here refers to discovering neighboring nodes, their interfaces and capabilities. This is done locally by every node in a multi-hop wireless backhaul. Topology discovery can be done in a centralized or decentralized way and refers to the gathering of routing information in order to get a more global knowledge about the network.

In particular, the following primitives need to be added to complement existing IEEE 802.21 primitives for node and topology discovery.

5. MIH_Mesh_Link_Info_Broadcast

5.1. MIH_Mesh_Link_Info_Broadcast.request

5.1.1. Function

The objective of this primitive is to initiate the establishment of a mesh network, to propagate information about a node’s mesh specific capabilities.
5.1.2. Semantics of service primitive

MIh_Mesh_Link_Info_Broadcast.request (

RadioInterfaceIDList,

NodeID,

MeshID,

CoordinatorID,

MeshSecurity,

MeshForwarding,

GatewayConnectivity,

Capability,

BroadcastPeriodicity

)

Parameters:

	Parameter
	Type
	Description

	RadioInterfaceIDList
	LIST(SEQUENCE(INTERFACE_ID,TECHNOLOGY))
	The list of radio interfaces that broadcast message should be sent. 

	NodeID
	NODE_ID
	The ID of the node sending broadcast messages

	MeshID
	MESH_ID
	The ID of the mesh network

	CoordinatorID
	NODE_ID
	(Optional) The ID of the coordinator that the broadcasting node is assigned to. If this ID is identical to NodeID, then the broadcasting node is the coordinator, if the coordinator is unknown, then the ID is NULL. 

	GatewayID
	NODE_ID
	The ID of the gateway which the broadcasting node is connected to, or NULL.

	MeshSecurity
	MESH_SECURITY
	Indicates the supported security options.

	MeshForwarding
	MESH_FORWARD
	Indicates the supported forwarding options.

	GatewayConnectivity
	SEQUENCE(DOWNLINK, UPLINK)
	Defines the gateway connectivity and respective metrics for downlink and uplink if available

	Capability



	CAPABILITY
	The list of the services that the node supports.

	BroadcastPeriodicity
	TIME
	Gives the interval between two consecutive broadcast messages in ms. In case this is zero, then the broadcast message is sent only once.


5.1.3. When generated

This primitive is used once a node is established in a mesh network itself and starts to propagate its information to neighbors and potentially new nodes. As the primitive allows specifying a BroadcastPeriodicity, it is not necessary to initiate broadcasting each time again.

5.1.4. Effect of receipt

If a node receives an info broadcast, it may use this information to update its neighbor information. New nodes might use this information to become part of the mesh network in the first place. A MIH_Mesh_Link_Detected event might be triggered at a receiving node.
5.2. MIH_Mesh_Link_Info_Broadcast.response

The response includes status information. Therefore, it is not repeated here. 
6. MIH_Mesh_Link_Detected

6.1. MIH_Mesh_Link_Detected.indication

6.1.1. Function

This primitive informs a node that a link info broadcast from a new neighbor has been received. Not all Link_Detected.indication events from IEEE 802.21 result in this primitive being triggered, as not all neighbors might be mesh neighbors.
6.1.2. Semantics of service primitive

MIS_Mesh_Link_Detected.indication (

RadioInterfaceID,

NodeID,

RadioInterfaceID,

MeshID,

SignalQuality,

CoordinatorID,

MeshSecurity,

MeshForwarding,

GatewayConnectivity,

Capability,

BroadcastPeriodicity

)

Parameters:

	Parameter
	Type
	Description

	RadioInterfaceID
	INTERFACE_ID
	The MAC address of the node broadcasting mesh specific information

	SignalQuality
	SIGNAL_QUALITY
	RSSI value of the received signal in dBm.


6.1.3. When generated

This primitive is generated when a node receives a MIH_Mesh_Link_Info_Broadcast.request.

6.1.4. Effect of receipt

If and once an L2 connection to the new neighbor has been established, MIHF registration can be performed. In a decentralized network management scenario, the node might register its MIHF with the new neighbor (depending on the specific algorithm). In a centralized case, the new node might want to register with the central management entity.
7. MIH_Mesh_Node_Register

7.1. MIH_Mesh_Node_Register.request

7.1.1. Function

Using this primitive, a node registers its MIHF with another node like a neighboring node or a central entity. The main difference from MIH registration is the indication for the willingness to be included in the mesh. 
7.1.2. Semantics of service primitive

MIH_Mesh_Node_Register.request ( 

DestinationIdentifier, 

LinkIdentifierList, 

RequestCode,

MeshID

)

Parameters:

	Parameter
	Type
	Description

	DestinationIdentifier
	MIHF_ID
	This identifies a remote MIHF that will be the destination of this request.

	LinkIdentifierList
	LIST(LINK_ID)
	List of local link identifiers.

	RequestCode
	REG_REQUEST_CODE
	Registration request code. Depending on the request code, the MIH User can choose to either register or re-register with the remote MIHF.

	MeshID
	MESH_ID
	The ID of the mesh network

	Location
	LOCATION
	Optional. The last observed location before registering takes place. 


7.1.3. When generated

This primitive is generated if either a new node joins the network (after having received a link info broadcast and established an L2 connection to an established mesh node) or an established node needs registration with a new neighboring node, e.g. to later register for events from that node
7.1.4. Effect of receipt

On receipt, the local MIHF sends an MIH_Mesh_Node_Register Request message to the destination MIHF. 
8. MIH_Mesh_Node_Reconfiguration

8.1. MIH_Mesh_Node_Reconfiguration.request

8.1.1. Function

In order to perform a proper radio planning for the whole network, a node (in a centralized mode the central management entity) might need to tell another node to perform certain reconfiguration operations on the PHY and DLL layers. This could be done using a sequence of atomic primitives. However, for efficiency and reliability reasons, MIH_Mesh_Node_Reconfiguration.request primitive allows to specify all required operations for one node at once. In this way, a local entity, which is responsible for reconfiguration process, receives a policy that it will apply locally through a set of local reconfiguration commands. The response to the reconfiguration is also initiated by this entity. 
8.1.2. Semantics of service primitive

MIS_Node_Reconfiguration.request(

NodeID,

PHYConfigurationList,

LinkConfigurationList,

ReconfigurationPolicy,

TimeOut

)

Parameters:

	Parameter
	Type
	Description

	NodeID
	NODE_ID
	The ID of the node to reconfigure

	PHYConfigurationList
	LIST(PHY_CONFIGURATION)
	A list of PHY configuration commands

	LinkConfigurationList
	LIST(LINK_CONFIGURATION)
	A list of DLL configuration commands

	ReconfigurationPolicy
	SEQUENCE(TimeToReconfigure, CrossCheck,Fallback,ReportQuality,Validity)
	The reconfiguration policy to be used.

	TimeOut
	TIME
	Timeout duration in ms after reception of the request at SCF. 

	TimeToReconfigure
	UNSIGNED_INT(1)
	The time to wait (in ms) for initiating the reconfiguration after receiving the request at SCF

	CrossCheck
	LIST(INTERFACE_ID)
	A list of radios which the reconfiguring node should be able to detect following the reconfiguration. 

	Fallback
	SEQUENCE(TimeToReconfigure,
PHYConfigurationList)
	A list of link configuration commands in case of fallback due to expiration or failure after crosscheck. In case PHYConfigurationList is empty, then initial configuration is used. 

	ReportQuality
	TIME
	The time interval between reconfiguration and sending a measurement report to the coordinator. If this field is empty, then no measurement report is sent.

	Validity
	TIME
	The time in ms giving how long the new configuration should be used. In case this field is empty, then the configuration is permanent. In case the validity of the reconfiguration expires, then Fallback policy is used as the next configuration.


8.1.3. When generated

There are several circumstances when this primitive will be useful. The network might be in a suboptimal configuration in its bootstrapping phase or there might be a shift of load distribution in the network etc. In these cases, nodes are told to reconfigure using this primitive. The originator of this primitive depends on whether a centralized or decentralized authority is responsible for radio configuration.

8.1.4. Effect of receipt

The receiving node tries to reconfigure based on the instructions in the message. In case of failures, it resorts to the fallback configuration which is also provided, or the initial configuration.
Monitoring

The IEEE 802.21 standard provides mechanisms to obtain different metrics from a link. At current state it seems these mechanisms are enough although the metrics themselves must be extended, although this can be left as vendor specific. 
While performing monitoring, two different granularity levels are required, first, the current level of IEEE 802.21 is desired since it provides monitoring information per link and second, metrics per interface are also required. Nevertheless, the current primitives still have the problem of supposing one link per interface, and there are some metrics which cannot be provided by link (when multiple links per interface) but have to be provided by interface.
In order to solve this and provide the required granularity we propose to modify the primitives related with monitoring in the following way:

9. MIH_Link_Get_Parameters

9.1. MIH_Link_Get_Parameters.request

9.1.1. Function

This primitive is invoked by an MIH user to discover the status of the currently connected and potentially available links.
9.1.2. Semantics of the service primitive

MIH_Link_Get_Parameters.request (
DestinationIdentifier, 
DeviceStatesRequest, 
LinkIdentifierList, 
GetStatusRequestSet 

)

Parameters:

	Parameter
	Type
	Description

	DestinationIdentifier
	MIHF_ID
	This identifies the local MIHF or a remote MIHF that will be 

the destination of this request.

	DeviceStatesRequest
	DEV_STATES_REQ
	(Optional) List of device states being requested

	LinkIdentifierList
	LIST(CHOICE(LINK_TUPLE_ID,

INTERFACE_ID))
	List of link identifiers or Interface identifiers for which status is requested. If the list is empty, return the status of all available links.

	GetStatusRequestSet
	LINK_STATUS_REQ
	Indicate which link status(es) is being requested.


9.1.3. When generated

This primitive is invoked by an MIH user when it wants to request the status information of a set of local or remote links. 

9.1.4. Effect of receipt

If the destination of the request is the local MIHF itself, the local MIHF gets the requested information on the status of the specified local  links and responds with an MIH_Link_Get_Parameters.confirm. If the destination of the request is a remote MIHF, the local MIHF generates and sends an MIH_Link_Get_Parameters request message to the remote MIHF.

9.2. MIH_Link_Get_Parameters.confirm
9.2.1. Function

This primitive is issued by an MIHF to report the requested status of a set of specific local or remote links in response to an MIH_Link_Get_Parameters request from a local or remote MIH user. 
9.2.2. Semantics of the service primitive

MIH_Link_Get_Parameters.confirm ( 

SourceIdentifier, 

Status, 

DeviceStatesResponseList, 

GetStatusResponseList 

)

Parameters:
	Parameter
	Type
	Description

	SourceIdentifier
	MIHF_ID
	This identifies the invoker of this primitive, which can be either the local MIHF or a remote MIHF.

	Status
	STATUS
	Status of Operation

	DeviceStatesResponseList
	LIST(DEV_STATES_RSP)
	(Optional) List of device states responses

	GetStatusResponseList
	LIST(SEQUENCE(

CHOICE(LINK_TUPLE_ID,INTERFACE_ID),

LINK_STATUS_RSP))
	List of status responses


9.2.3. When generated

This primitive returns the results of an MIH_Link_Get_Parameters request to the requesting MIH user. 
9.2.4. Effect of receipt

Upon receipt of the link status information, the MIH user makes appropriate decisions and takes suitable actions. However, if Status does not indicate “Success,” the recipient performs appropriate error handling.
Resource Limitations
In typical operator networks, it is often assumed that the backhaul is over-provisioned so that the capacity bottleneck, if any, is on the access network side. However, for general wireless multi-hop backhaul networks, this might not be the case. Hence, resource bottlenecks might also be due to a PoA’s backhaul connection and handover resource queries might need to be rejected due to backhaul bottlenecks. Evidently, the reason why a candidate PoA rejects a handover is out of scope for IEEE 802.21 as it is decisions are made by the MIH User. However, we argue that in resource-constrained wireless backhauls, handover preparation messages should have a per-flow granularity instead of just negotiating about all flows of a MN as a whole, i.e. QoS aggregates. This is because target PoAs might not have a single multi-hop path to the core which is able to accommodate all flows together. In such cases, the PoAs have no way of knowing how they may split the aggregate into its individual flows in order to determine if there are multiple paths which can together still satisfy the necessary QoS conditions. Consequently, PoAs might need to reject handovers even though a combination of suitable paths could have been found. In the worst case, a handover might not be possible at all, if no candidate PoA can accommodate the complete flow aggregate.

If one can express the QoS specs of the flows to be handed-over individually (i.e. with per-flow granularity), those situations can be avoided. Besides, one could exploit multi-homing capabilities and support flow mobility instead of just interface mobility. Hence, we propose to extend current relevant IEEE 802.21 primitives to be able to express per-flow handovers.
Basically, the current QOS_LIST data type must be exchanged by a FLOW_QOS_LIST which is then defined as follows:

	Parameter
	Type
	Description

	FLOW_QOS_LIST
	LIST(FLOW_REQS)
	A list of flows and respective QoS requirements

	FLOW_REQS
	SEQUENCE(SOURCE_ADDR, SOURCE_PORT, DEST_ADDR, DEST_PORT, PROTOCOL, MAX_BW, MIN_PK_TX_DELAY, AVG_PK_TX_DELAY, MAX_PK_TX_DELAY, PK_DELAY_JITTER, PK_LOSS_RATE)
	A sequence identifying QoS parameters and a flow tuple (or filter spec) for which the parameters are required.


The primitives which are affected by this change are different variants of
- MIH_N2N_HO_Query_Resources
- MIH_Net_HO_Commit
- MIH_N2N_HO_Commit


Besides, the corresponding response messages need a way of expressing more than a binary decision for the complete flow aggregate. Rather, information should be returned specific to each flow. Hence, the definition of ResourceStatus must be changed as follows:

	Parameter
	Type
	Description

	ResourceStatus
	LIST(FlowResourceStatus)
	A list of status information regarding resource availability.

	FlowResourceStatus
	LINK_RES_STATUS
	Specifies whether requested resources for an individual flow are available or not at the new PoA.


Anex A: Data Types

In the following we present the data types used along the previous sections.
Table 1: Definitions of Parameter TECHNOLOGY (Same as 802.21)
	Number Assignment
	Technology Type

	0
	Reserved

	1
	Wireless - GSM

	2
	Wireless - GPRS

	3
	Wireless – EDGE

	15
	Ethernet

	18
	Wireless – Other

	19
	Wireless – IEEE 802.11

	22
	Wireless – CDMA2000

	23
	Wireless – UMTS

	24
	Wireless – cdma2000-HRPD

	27
	Wireless – IEEE 802.16

	28
	Wireless – IEEE 802.20

	29
	Wireless – IEEE 802.22


Table 2: Definition of Radio Parameters
	Parameter
	Type
	Description

	DIRECTIONALITY
	BITMAP(8)
	The directionality of the radio interface. Set to 1 if the directionality is supported as follows:

Bit 0: TX

Bit 1: RX

Bits 2-7: (Reserved)

	CHANNEL
	SEQUENCE(CH_RANGE)
	List of supported channel configurations defined with channel range. 

	TX_POWER_INT
	SEQUENCE(LIST(INTEGER(1), INTEGER(1)))
	List of available transmit power intervals in dBm. The first integer indicates the starting value and the second integer indicates the end value of the interval. 

	MCS_LIST
	LIST(SEQUENCE(MODULATION, CODE_RATE, GUARD_INT))
	List of supported modulation and coding schemes. 

	ANTENNA_PROP
	LIST(SEQUENCE(HBW,GAIN, DIRECTION))
	Antenna properties

	CH_RANGE


	SEQUENCE(

UNSIGNED_INT(4),

UNSIGNED_INT(4)

)


	A type that contains two numbers. The first unsigned

integer is the low range. The second unsigned integer

is the high range. Both values are in kHz.

The first unsigned integer value should always be less

than or equal to the second unsigned integer.

	MODULATION
	BITMAP(16)
	The available modulation options.

Bit 0: QPSK

Bit 1: 16-QAM

Bit 2: 32-QAM

Bit 3: 64-QAM

Bit 4: ASK

Bit 5:FSK

Bit 6: BPSK

Bit 7-15: Reserved

	CODE_RATE
	BITMAP(8)
	Available code rates

Bit 0: ½

Bit 1: 2/3

Bit 2: ¾

Bit 3: 5/6

Bit 4: 7/8

Bit 5-7: Reserved

	GUARD_INT
	UNSIGNED_INT(1) 
	This value is interpreted as 1/GUARD_INT

	HBW
	UNSIGNET_INT(1) 
	Horizontal Beam Width

	GAIN
	UNSIGNED_INT(1)
	Antenna Gain

	DIRECTION
	UNSIGNED_INT(1) 
	Direction of the antenna

	THRESHOLD_DB
	UNSIGNED_INT(1)
	Sensitivity threshold of the receiver in dBm (RSSI value)

	TX_POWER
	UNSIGNED_INT(1)
	Actual transmission power in dBm.

	MCS
	SEQUENCE (MODULATION, CODE_RATE, GUARD_INT)
	Actual modulation and coding scheme.

	ANTENNA_CONFIG
	SEQUENCE(HBW,GAIN, DIRECTION)
	Actual Antenna Configuration


Table 3: Definition of Parameter ACCESS (Bitmap (8))

	Number Assignment
	Access Type

	Bit: 0
	Read

	Bit: 1
	Write

	Bit: 2
	Add-Remove

	Bits: 3-7
	Reserved


Table 4: Self-Configuration Parameters
	Parameter
	Type
	Description

	DOWNLINK
	LINK_METRIC
	Downlink metrics

	UPLINK
	LINK_METRIC
	Uplink metrics

	CAPABILITY
	BITMAP(8)
	Bit 0: Monitoring Services

Bit 1: MIH Event Services

Bit 2: MIH Command Services

Bit 3: MIH Information Services

Bit 4: PHY Services

Bit 5: Routing Services 

Bit 6: Capacity Handling Services 

Bit 7: Reserved

	LINK_METRIC
	SEQUENCE(HOP_COUNT, END_TO_END_DELAY, END_TO_END_LOSS)
	Gives link metrics in case of availability

	MESH_FORWARD
	BITMAP(8)
	Indicates the supported forwarding options.

Bit 0: Centralized forwarding

Bit 1: Distributed forwarding

Bits 2-7: Reserved

	MESH_SECURITY
	BITMAP(8)
	Indicates the supported security options.

Bit 0: Centralized Security

Bit 1: Distributed Security

Bits 2-7: Reserved

	HOP_COUNT
	UNSIGNED_INT(1)
	Gives the number of hops between the actual gateway and the broadcasting node. In case the most significant bit is set to 1, then the respective link, which can be downlink or uplink, is not available. In case the HopCount is set to 0, then the broadcasting node itself is the gateway. 

	END_TO_END_DELAY
	UNSIGNED_INT(1)
	Gives the average end-to-end delay in ms between the actual gateway and the broadcasting node in case available.

	END_TO_END_LOSS
	UNSIGNED_INT(1)
	Gives the average end-to-end loss (units of 0.01%) between the actual gateway and the broadcasting node in case available.

	SIGNAL_QUALITY
	UNSIGNED_INT(1)
	RSSI value of the received signal in dBm.

	PHYConfiguration
	SEQUENCE(

INTERFACE_ID,

DIRECTIONALITY, 

CHANNEL,

TX_POWER,

MCS,
ANTENNA_CONFIG

)


	The new PHY configuration as defined in Table 2.

	LINK_CONFIGURATION
	SEQUENCE(LINK_TRIPLET_ID)
	The link that should be established following the PHY reconfiguration. 
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