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IEEE P802.21 Media Independent Handover Services

Tentative Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen
1. Second Day AM2 Meeting: Pacific Concourse A; Tuesday, July 14, 2009
1.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group at 10:30AM 
Minutes are taken by Lily Chen.
1.2  Meeting Agenda (21-09-00109-01-0sec) 
The agenda is approved by unanimous consent.

1.3  Opening Notes (21-09-0119-00-0sec) presented by Chair
· Secretary position is still open.

· Time-line

· Progress so far

· Main objectives of this meeting.

· List of proposals – Three groups. Can the third group proposals be split to two work items so that they can be discussed separately? This issue will be discussed off-line.

1.4  Outstanding meeting minutes

Meeting minutes of May 2009 Interim Meeting is part of WG minutes and were already approved by the WG.

The TG approved the following minutes of TG teleconferences held in May and June, 2009:

· 21-09-0099-00-0sec

· 21-09-0100-00-0sec
· 21-09-0101-00-0sec
1.5  Presentation: 21-09-0102-01 by Chair in absence of authors
The main aspects: 

1. Removed the new SAP. They use the existing MIH SAP.  

2. Proactive authentication using ERP. The MIH messages are used to carry the proactive authentication message.

3. The MIH message protections. 

· Comment: We need to consider in high level at this stage to see whether the proposal fits the 21 such as introducing AAA to the landscape. 

· Comment: For example, if adding encryption function, the MIHF cannot process the MIH message. It needs to send it to MIH user. We need to ask the submitters whether the security function can be integrated to the MIH function without changing the MIH function.

· Comment: We may be able to introduce an AAA server or EAP server.

· Comment: David Cypher has sent the comments to the submitters. The main idea is that the authentication message should be carried in the commit messages not query messages since at that stage, there might be several PoSs being contacted. 

· Comment: If external key establishment is used such as IKEv2, how to use the keys for MIH protections and shall 802.21a specify the methods. 

· Comment: In general, it would not be easy to use the keys generated at another layer in MIH layer. 

· Comment: From the comments in document 113, the trust assumptions among different PoSs are not defined. 

· Comment: From document 113, why MIH user needs to trigger the security protections. 

· Comment: From document 113, ERP messages are carried in MIH message, if there is no roaming agreement between two PoSs, what will happen? Depending on how to define roaming agreement, as long as there is an interface between PoSs, the messages can be passed.

· Comment: From document 113, the proposal does not consider the inter-domain case since only ERP is included. As a media independent handover, it must consider inter-domain case. Actually, even for the intra-domain case, if re-authentication does not work, it always falls back to full authentication.

1.6  Presentation: 21-09-0105-01 and 21-09-0066-01 by Subir Das
i. Introduce a new functional entity, called media independent authenticator (MIA). MIA has interfaces with media specific authenticators (MSAs), which have existed with each media specific services.
ii. Use TLS for MIH authentication and key establishment. We support Use Case 1 in the TR (with access control) and Use Case 2 (Without access control). 

iii. Some new TLVs are needed to initiate multiple TLS sessions. 

· Comment: 802.1X-Rev has created something called media independent announcement. Capability discovery can do this to discover all the authenticators. With the extension of the 802.1X, it will be able to discover the authenticators proposed there.  
· Answer: We need to check 802.1X-Rev and see what we can use. 

· Comment: Shall the interface between the MIA and MSA be a part of 21a?  TBD for this standard, since we do not know at this moment. We will need to discuss with 802.11 and 802.16 to see whether and how to define the interface. 

· Comment: Are new messages needed? These are new message types. 

· Comment: Will the key derivation is a part of 802.21a? This may be different from whatever existed in 802.11 and 802.16. 
· Answer: Let’s discuss this more off line and understand what are the differences.
1.7  Recess at 12:35PM
2. Fourth Day AM2 Meeting: Pacific Concourse A; Thursday, July 16, 2009

2.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 10:30PM 

Minutes are taken by Subir Das
2.2  Presentation: 21-09-0104-01-0sec by Chair in absence of authors
Document 21-09-0104-01-0sec was presented by chair in absence of the proposer.  It was mentioned that Author submitted an individual IETF draft of EAP-FRM.  Details of the proposal were discussed 

· Question:  Where is the authentication method indicated in EAP-FRM? 

· Answer:  No EAP method is indicated

· Question: But in order to do authentication, somewhere it needs to be indicated?

· Answer: It indicates a re-authentication protocol, but it’s not an EAP method.
· Question: How many roundtrips does it take?

· Answer:  Currently it depends upon the mechanism used for re-authentication. 

· Comment: Proposer should define a mechanism applicable to 802.21a.
· Question: What does 802.21a should include in order to incorporate the new method?

· Answer: There is a way to define a new method within IEEE by using the vendor specific way 

· Question: How will that work?  If we define the IEEE vendor specific way, it will not only have limited use, the EAP client needs to be modified. For example, if client uses EAP-TLS during access authentication, it needs to change to IEEE specific method for EAP-FRM and that may require MIHF involvement.

· Answer: Even in case of ERP the client needs to be changed. 

2.3  Presentation: 21-09-0060-02-0sec by Lily Chen

Document 21-09-060-02-0sec was presented by Lily Chen.  The proposal defines security related new IEs for handover

· Question:  Where does the container fit in current base specification’s hierarchy of containers?

· Answer: These IEs can go to the respective existing containers. Alternative is to define a separate container in terms of layers. 

· Comment:  Having the IEs within the existing container is a better approach.
· Question:  What is the advantage of having a separate container? 

· Answer: Do not have clear answer.
· Question:  Can we add any preference/indicator  in the IEs, e.g.,   re-auth is preferable than pre-auth?

· Answer: Do not have clear answer

· Question: Can we add IPsec or TLS related IEs?
· Answer: Yes, it is possible and we can add other IEs once we agree the need for these IEs and the structure.

· Question: What is the use of MOBIKE here?

· Answer:  This may be required depending upon the scenario.
2.4  Presentation: 21-09-0103-00-0sec by Editor in absence of authors
Document 21-09-103-00-0sec was presented by Lily Chen in absence of the proposer.  The proposal discusses the discovery of the candidate authenticator by defining new IEs. 

· Question: What is the difference between link detected or PoA detected?

· Answer: Link detected means only one link detected event is generated but PoA detected means it indicates how many PoAs are available.

· Question:  If after the PoA detected, MIHF queries the IS, why can’t link detected event be used? 

· Answer: Link_Detected event is associated with a specific link, and it does not carry information such as PoAs of other media.

· Question: How an ES PoS can know neighboring PoAs of a mobile node?

· Question: Need some clarifications for the use case of authenticator IEs.  Why does the authenticator need to hide in link events?

· Comment: Whether these IEs are needed will depend upon the location of authenticator and can be accessed directly.

· Question: How a PoS can generate a PoA_Detected event?
· Question: Many questions are unanswered in absence of authors. Why are we allowing a non-author to present in absence of authors?
· Chair: This is to discuss as many proposals as possible by the group. However, it appears that in September meeting we should not allow a non-author to present in absence of authors in order to make more progress.

2.5  Recess at 12:20PM

3. Fourth Day PM1 Meeting: Pacific Concourse A; Thursday, July 16, 2009
3.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 1:35PM 

Minutes are taken by Subir Das and Lily Chen
3.2  Presentation: 21-09-0107-00-0sec by Editor in absence of authors
Document 21-09-0107-00-0sec was presented by Lily Chen in absence of the proposer.  The proposal discusses a secure signaling scheme for 802.21 messages called PLA (Packet level Authentication). The proposal is described in details in the paper.

· Question:  If encryption is needed what this proposal would do?

· Question: If 802.21 decides to use the PLA, 802.21 needs to carry over specific IP layer since IPSec is already there and can we change it?

· Question: Do we need the modification of IP layer under this scheme?

· Answer: Yes, it seems so. Need to add a new header otherwise IP layer will not know. 

· Question:  Can we really change the IP header? 

· Answer: At least within IEEE we cannot do this. 

· Question:  What is the packet here?

· Answer: It seems this is an IP packet 

· Comment: General feeling is that if the packet is an IP packet and it requires change of IP header, it is out of scope of IEEE 802.21a

3.3  Presentation: 21-09-0059-01-0sec by David Cypher

Document 21-09-059-01-Sec-tga-proposal-Antonio-Izquierdo was presented by co-author David Cypher. The proposal discusses about protecting the information exchange using Hash trees. 

The question regarding the need to know where the information is coming from was asked by the presenter. Until he gets the answer he cannot proceed any further.
· Question:  Are all the four scenarios and their combinations applicable here?

· Answer: Yes all scenarios are applicable. 

· Comment: There is a similar analogy in Channel Binding.
· Comment:  From threat perspective, the 4 scenarios do not have any separation in terms of PoS. 

· Comment: Do not understand the question.  All these scenarios are possible and yes they do are valid.

· Comment: This is essentially distributed database security.  DNS is an example: does DNS client care about where the information is coming from.
Two members mentioned YES regarding the question asked by the presenter.

Because of long discussion, proposer could not finish the whole presentation. More discussion will happen via telecom.

Between this presentation and the next presentation, a 15-minute coffee break was taken upon a request by members.

3.4  Closing Note presented by Chair

Chair requested to change the order of the agenda to have the closing report (doc # 21-09-0127-00-0000) to be presented first. There was no objection for the agenda change. Chair presented the closing report. Chair reminded to the group that the proposers need to physically attend the September meeting to present their proposal in order for the task group to make more progress with interactive discussions.
3.5  Ad hoc Presentation: 21-09-0126-00-0sec by Subir Das

The contribution discusses three possible approaches for dealing with interface between MIA-KH and MSA-KH. There are pros and cons to define the interfaces. We have to find a way which works. 

Three alternatives:  

1. Work with IEEE 802.11 and 16 to introduce a new architecture.

2. Define in 21a venue and do not impact media specific authenticator.

3. Do nothing. 

· Question: What the interface is used for?
· Answer: For key distribution. 
· Question: In that case, Alternative 2 may not work, since it may modify the key hierarchies that have been defined in 802.11 and 802.16. 

· Answer: In that case, the key distribution will be based on whatever defined in 802.11 and 802.16.

· Question: Authenticator is used in two places, EAP and 802.1X, what is this MIA?

· Answer: It is an EAP authenticator.

· Question: What will happen if MSA will initiate the EAP with the server? Does MIA take MSA’s job? 
· Answer: MSA will play the role of authenticator, while MIA re-authentication server. 

· Question: Is it true that in full EAP, MSA goes to the EAP server and in Re-auth EAP MSA goes to MIA?

· Answer: Yes. 

3.6  Adjourn at 3:40PM
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