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IEEE P802.21 Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Subir Das 

Date: August 18, 2009, 10:00 am -12:00 noon, EST

Chair called the teleconference  to order and introduced the participants:
List of Participants:

Da Peng Lu – China Mobile

Anirudh Bhatt—Samsung 

Shubhrashu Singh – Samsung 

Rafa Lopez – Univ. of Murcia

Subir Das – Telcordia 
Junghoon Jee (ETRI)

Yoshihiro Ohba – Toshiba  
Chair introduced the purpose of the call

Anirudth presented the document : 21-09-0137-00-0sec. This document was prepared to answer the questions that were raised during July plenary 

Q:  For work item #1, the proposed solution works with both architectures
A: Yes, but we are asking the question to the group. What are the assumptions?

A:  Regarding the MSA-KH and MIA-KH interface it is possible to use FRM.

Q: Of course it is possible, but how much should be in or out of scope
A:  It will depend upon the solution, if MIA-KH is an EAP server, there is no new interface needed 
A: The interface needs to be defined in case of Push model

A:  The scenario I was suggesting does not require any change. MIA-KH is an EAP server, MSA-KH is an EAP authenticator and  MN is an EAP peer except the key push. 

Q: Is the issue still open?

A:  Yes, it is open and more discussions would be required

Q:  This discussion should be open and we should continue this even during letter ballot
A:  It would be good to have some decision earlier 

Comments: Few members volunteered to work on this topic and expecting to have a presentation during September meeting.

Q: Do you want to discuss this topic in next teleconference? 

A: It is possible depending upon if folks have material to present. 

A:  We need to address the work item #1 

Q:  Work #2, is there any question?

Q: In slide #4, it is mentioned that “IEEE 802.21a is proposed not to make assumptions”. Are you saying we don’t make any assumption?

A: Pause…

Comment:  Detailed descriptions are missing in current proposal.  Implementers will not be able to implement it without details. Detailed interactions between IKEv2 and MIH are needed. 

Comment: The primary and secondary key distribution model has some issues of domino effect.  If the primary PoS is compromised, secondary PoS is also compromised. This solution may introduce new domino effect.

A: If the MIH PoS is compromised, is it not a system security issue? In general, we need to understand the threat models. Is 802.21a considering the system security? 

Q:  What are the benefits of using primary and secondary keys?

A: An operator may deploy primary or secondary PoSes. To support this, we are introducing the primary and secondary keys. The nomenclature is just illustration purposes. 

Comment: Slide #6 on performance issue: the actual issue is different from the current MIH specification. In current specification MIHF processes the MIHF message and MIH user just uses the MIH parameters. However, this model introduces the new message behavior. Any comment on this?

A:  My understanding is that MIHF receives the PDU and process it. What we are saying that, we introduce these messages for MIH protection. We are proposing this to happen at the MIH user level.

Q:  How MIH users negotiate the security parameters?

A: They do via MIH protocol messages. 

Q: Does this mean that initial exchanges are not secured?

A: Yes 

Q: Does this mean that the proposal introduces new level of interactions between MIH users that MIH base specification does 
not have today?

A: Yes 

Chair reminded that during July meeting the concern was that authors of the proposals were not present in the meeting. Chair and editor presented those proposals but Task group decided that proposers must be present in the meeting.  There are two ways proposers can present their contributions: either by harmonizing with others or attending the meeting.   

Q:  Are we having harmonization during September meeting?

A: Harmonization usually happens offline 

Q: How the September meeting time would be used?

A: Continue the presentation and agree upon with some basic architecture and key distribution issues. 

Comment:  Some general discussions on work #1 and work #2  during September meeting would be good. This would help the progress of the task group. 

Chair will try to allocate more time on general issues.  

Chair reminded that the next teleconference is on September 2nd at 10 am, EST. 

The telecom ended at 11:40 am. 
















