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IEEE P802.21 Media Independent Handover Services

Teleconference Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

Minutes taken by Subir Das 

Date: October 15, 2009, 10:00 am -12:00 noon, EST

Chair called the teleconference to order, reminded the IEEE-SA patent policy and introduced the participants:
List of Participants:

Rafael Marín-López (University of Murcia)

Fernando Bernal (University of Murcia)

Subir Das (Telcordia)

Da Peng Lu (China Mobile)

Lily Chen (NIST) 

Yoshihiro Ohba (Toshiba Corporation)

Rafa presented 21-09-0164-00-0sec. 

Q: What is the meaning of secure association protocol? Does this mean for 802.11, it is 4-way handshake?

A: Yes. 
Comment: However, here we mention MI authenticator 
Q : Do you consider two different EAP peer functionalities?

A: At this point the requirement is mentioned. Later on we provide options of having one or two EAP peer alternatives.
Comment:  Sometimes MSA-KH will receive the key from the AAA server and some cases MSA-KH will receive the key from MIA-KH. We  need to remember this.
A: Based on our implementation experience, this is possible for example, using SNMP for key distribution between MIA-KH and MSA-KH. Yes, we do need two kinds of interfaces, one between AAAH and MSA-KH for normal operation and another between  MIH-KH and MSA-KH for key distribution. 
Q: But we need to remember that MSA-KH needs to understand that the key is coming from two different entities

A: Yes, but for example, in 802.11 it can be implementation specific. Is there any specific interface to install the key in 802.11? The answer is no. 
Q: Is the interface between target MSA-KH and MIA-KH based on MIH?

A: No, this interface is over AAA not MIH. 
Q: We need to remember MIA-KH is an MIH entity.  My concern is about the interface. 

A: Your question is that whether AAA functionality needs to be added in MIA-KH
Comment #1: MN needs to know which MSA-KH it will serve. There is a mapping between them is needed

A: There are several ways it can be done. For example, MIA-KH can inform the MSA-KHs that are under its control
Comment#2:  This is also true for push key distribution.
Comment#3: MIHF may contain ‘@’ character. Therefore that needs to be taken into consideration. An MN identify would be required at step #4 in slide 12

A: It sounds like a requirement in the sense that a specific format is required. 
Q: Is AAA protocol relates to media specific authenticator?

A:  Yes
Q: Even if it is media specific AAA protocol, the real AAA server needs to understand MIH protocol. 

A: It depends
Q: Is it true that the current MIH protocol exchange is between two MIHFs. 

A: Yes
Q: Slide #18, does this mean we only need to define the ‘red’ interface? 

A: Yes
Q: The red interface means defining some primitives 

Comment: EAP RFC 3748 was mentioned and discussion took place where the EAP lower layer can be placed using MIHF.  It was clarified that MN and MIA-KH have MIHF. There is no MIHF in MSA-KH.
Q: We need to remember that MIH user only talks with MIHF

A: Yes
Comment: MIH user can talk with other entities such as Mobile IP HA using other protocols that are not MIH protocol, but such protocols are out of the scope of 802.21.
Comment: If the call flow shows the interactions between functional components, it would be beneficial for everyone.
Q: Can we have a conclusion that EAP should be an MIH User?

A: The consensus is yes and we should only define the interactions between two MIHFs that is within the scope of .21a
Q:  Does MIHF derive the MI-PMK and MS-PMK?

A: Yes
Q:  How do we get authentication integrity key to perform ERP?
A: Currently MN and MIA-KH share a key. Why this is a question to our discussion?
Comment: The green arrow means MIHF sends the key information in order to push the keys to MSA-KH
Chair concluded the telecon with the suggestion to continue the discussion during next telecon. Rafa and Lily will update the slides before the next telecon. 

Next Telecon: October 29 (Thu) 10pm-12pm Eastern Time
















