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1 Introduction

The applicability of EAP pre-authentication and pro-active re-authentication is limited to the scenarios where the candidate authenticator(s) can be discovered prior to mobile node movement to the candidate network.
This proposal introduces the method of extending 802.21 standards to define new MIH Command and MIH Information Elements for candidate authenticator discovery.

This proposal is organized as the amendment of the base 802.21 specification and the purpose is to discuss and see how this proposal could fit in to 802.21 specifications.
2 Extensions of MIH command for candidate authenticator discovery
This contribution proposes to extend 802.21 specification MIH command by the following way:
In section :

6.4.3.2.1 General
Table 7-MIH commands

Extend the following items (marked by yellow):
	MIH command
	(L)ocal,
(R)emote
	Comments
	Defined in

	MIH_Net_HO_Candidate_Query
	R
	Network initiates handover and sends a list of suggested networks and associated points of attachment and also includes the candidate authenticator information in the candidate networks.
	7.4.17

	MIH_MN_HO_Candidate_Query
	R
	Command used by MN to query and obtain handover related information about possible candidate networks and the candidate authenticators’ information in the candidate networks.
	7.4.18


In section :

7.4.17.2.1 Function
The primitive is invoked by an MIH user on a network node to communicate to a peer MIH user about intent of handover initiation or the intent of acquiring the candidate network’s authenticator information that used for proactive authentication.

7.4.17.2.2 Semantics of service primitive
MIH_Net_HO_Candidate_Query.request(

                         DestinationIdentifier,

                         SuggestedNewLinkList,

                         CandidateAuthenticatorList,
                         QueryResourceReportFlag

)
Parameters:

	Name
	Data type
	Description

	DestinationIdentifier
	MIHF_ID
	This identifies a remote MIHF that will be the destination of this request.

	SuggestedNewLinkList
	LIST(LINK_POA_LIST)
	A list of PoAs for each link, suggesting the new access networks to which handover initiation should be considered. The access networks towards the top of the list are more preferable that those towards the bottom of the list.

	CandidateAuthenticatorList
	LIST
	A list of candidate authenticators’ information in the candidate networks.

	QueryResourceReprotFlag
	BOOLEAN
	Flag to specify if resources need to be reported by MN: TURE: Required to report resource list

FALSE: Not required to report resource list.


7.4.17.2.3 When generated
This primitive is invoked by an MIH user to communicate with a remote MIH user about its intent of handover initiation or to acquire the candidate authenticator’s information in the candidate networks. Serving PoS requests MN to provide information about resources required to initiate a handover by setting the QueryResourceReportFlag parameter.
7.4.17.3.2 Semantics of Service primitive

MIH_Net_HO_Candidate_Query.indication(

                                      SourceIdendifier,

                                      SuggestedNewLinkList,

CandidateAuthenticatorList,
                                      QueryResourceReportFlag

)
Parameters:

	Name
	Data type
	Description

	SourceIdentifier
	MIHF_ID
	This identifies the invoker of this primitive, which is a remote MIHF.

	SuggestedNewLinkList
	LIST(LINK_POA_LIST)
	A list of PoAs for each link, suggesting the new access network to which handover initiation should be considered. The access networks towards the top of the list are more preferable than those towards the bottom of the list.

	CandidateAuthenticatorList
	LIST
	A list of candidate authenticators’ information in the candidate networks.

	QueryResourceReprotFlag
	BOOLEAN
	Flag to specify if resources need to be reported by MN: TURE: Required to report resource list

FALSE: Not required to report resource list


In section:

7.4.18.1.1 Function
This primitive is used by MIH users on an MN to inform MIHF to query candidates for possible handover initiation. The request includes queries on QoS resources and/or whether IP address configuration method of the ongoing data sessions can be supported in the candidate network. This primitive also includes the current IP configuration server address [e.g., DHCP server, foreign agent(FA) IP address AR IP address]when the current IP configuration method is included. This primitive also include the candidate authenticator’s information in the candidate nework.
7.4.18.1.2 Semantics of service primitive
MIH_MN_HO_Candidate_Query.request(

                          DestinationIdentifier,

                          SourceLinkIdentifier,

                          CandidateLinkList,
                          CandidateAuthenticatorList,
                          QoSResourceRequirments,

                          IPConfigurationMethods,

                          FA Address,

                          AccessRouterAddress
)

Parameters:

	Name
	Date type
	Description

	DestinationIdentifier
	…
	…

	SourceLinkIdentifier
	…
	…

	CandidateLinkList
	
	

	CandidateAuthenticatorList
	LIST
	A list of candidate authenticators’ information in the candidate networks.

	QoSResourceRequirements
	
	

	IPConfigurationMethods
	
	

	DHCPServerAddress
	
	

	FAAddress
	
	

	AccessRouterAddress
	
	


7.4.18.2.2 Semantics of Service primitive

MIH_MN_HO_Candidate_Query.indication(

                          DestinationIdentifier,

                          SourceLinkIdentifier,

                          CandidateLinkList,
                          CandidateAuthenticatorList,
                          QoSResourceRequirments,

                          IPConfigurationMethods,

                          FA Address,

                          AccessRouterAddress
)

Parameters:

	Name
	Date type
	Description

	DestinationIdentifier
	…
	…

	SourceLinkIdentifier
	…
	…

	CandidateLinkList
	
	

	CandidateAuthenticatorList
	LIST
	A list of candidate authenticators’ information in the candidate networks.

	QoSResourceRequirements
	
	

	IPConfigurationMethods
	
	

	DHCPServerAddress
	
	

	FAAddress
	
	

	AccessRouterAddress
	
	


3 Extensions of MIH Information Element for candidate authenticator discovery
New MIH Information Element proposed to be defined that contains the candidate authenticator’s information such as its L2 or IP address, supported proactive authentication method etc.
In 802.21 base specification, section

1.5.4 Information elements

In table 10, insert the following item:
	Name of information element
	Description
	Data type

	PoA Specific Information Elements

	IE_POA_AUTHENTICATOR_ADDR
	The L2 address of the authenticator which serves the PoA.
	LINK_ADDR

	IE_POA_AUTHENTICATOR_METHOD_INFO
	The supported proactive authentication method information of the authenticator which serves the PoA.
	SYSTEM_INFO

	PoA Specific Higher Layer Service Information Elements

	IE_POA_AUTHENTICATOR_IP_ADDR
	The IP address of the authenticator which serves the PoA.
	IP_ADDR
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