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IEEE Standard for 
Local and metropolitan area networks— 
Part 21: Media Independent Handover Services 
Amendment 1: Security 

 Abstract: This amendment specifies the extensions to IEEE Std 802.21-2009 for security in media independent handover to reduce the latency during authentication and key establishment for handovers between heterogeneous access networks that support IEEE 802.21 and to provide data integrity, replay protection, confidentiality and data origin authentication to IEEE 802.21 MIH (Media-Independent Handover) protocol exchanges and enable authorization for MIH services.
Keywords: 

IEEE Standard for 
Local and metropolitan area networks— 

Part 21: Media Independent Handover 

Services 

Amendment 1: Security
1 Overview
1.3 General

Change the following text as indicated: 
The following items are not within the scope of this standard: 

· Intra-technology handover [except for handovers across extended service sets (ESSs) in case of IEEE 802.11] 

· Handover policy 

· Security mechanisms Media specific authentication and protection mechanisms
· Enhancements specific to particular link-layer technologies that are required to support this standard (they will be carried out by those respective link-layer technology standards) 

· Higher layer (layer 3 and above) enhancements that are required to support this standard 

Any other changes are needed including the figures?

2 Normative references
Insert the following normative references:

IEEE Std 802.21™-2009, Information Technology—Telecommunications and information exchange 
between systems—Local and metropolitan area networks—Specific requi; Part 21: Media Independent Handover Services

IETF RFC 3748 (2004) Extensible Authentication Protocol (EAP)
Any more references?

3 Definitions

Insert the following definitions:

3. 1x Media specific association protocols (handshake): Protocols defined with a specific media executed between a mobile node and a point of attachment to be connected to the network.

3. 2x Media specific protection: An encryption, an integrity protection, or an authenticated encryption mechanism applied to media specific lower layer. 

More definitions
4 Abbreviations and acronyms
Insert the following abbreviations and acronyms:

EAP       Extensible Authentication Protocol

More abbreviation and acronyms
5 General architecture

Any changes in this section for introducing the security aspects?

Do we introduce new interface with regard to Figure 2?

Do the security specifications effect the network model as indicated in Figure 3? 
6 MIH Services

6.3 Media independent event service

Do the event services defined in the section catch all the need for reducing the latency in security handover?

6.4 Media independent command service

Do we need new commend such as “start proactive authentication”? 

6.5 Media independent information service

6.5.4 Information elements
Option 1: Insert the following Information Elements in Table 10
:

	Name of information element
	Description
	Data type

	General information elements

	…
	 
	 

	Access network specific information elements

	IE_SEC_OPEN_AUTH 
	 Whether the security policy allows open authentication.
	BOOLEAN

	IE_SEC_PASSWORD
	 Whether the security policy allows password based authentication.
	Tbd

	IE_SEC_CA
	 Certificate authority ID
	Tbd

	PoA-specific information elements

	IE_SEC_AUTH_PROTOCOL
	 Which authentication protocol is supported for access authentication
	Tbd

	IE_SEC_EAP_METHODS
	 If it is EAP, then which EAP methods are supported
	Tbd

	IE_SEC_EAP_REAUTH
	 Whether to support re-authentication
	BOOLEAN

	IE_SEC_EAP_PREAUTH
	 Whether to support pre-authentication
	BOOLEAN

	PoA-specific higher layer service information elements

	IE_SEC_MOBIKE
	 Whether to support MOBIKE
	BOOLEAN


Any new IE? 

6.5.4 Information elements

Option 2: Change the following text as indicated: 

The Information Service elements are classified into the following three groups:
a) General Information and Access Network Specific Information: These information elements give a general overview of the different networks providing coverage within an area. For example, a list of available networks and their associated operators, roaming agreements between different operators, cost of connecting to the network and network security and quality of service capabilities.

b) PoA Specific Information: These information elements provide information about different PoAs for each of the available access networks. These IEs include PoA addressing information, PoA location, data rates supported, the type of PHY and MAC layers and any channel parameters to optimize link-layer connectivity. This also includes higher layer services and individual capabilities of different PoAs.

c) Other information that is access network specific, service specific, or vendor/network specific.

d) Security information: These information elements provide information on authentication protocols, authenticator information associated with a specific PoA, fast authentication options, EAP methods, security policies, and other security related information. 

Option 2: Insert the following Information Elements in Table 10:

	Name of information element
	Description
	Data type

	Security  information elements

	IE_SEC_OPEN_AUTH 
	 Whether the security policy allows open authentication.
	BOOLEAN

	IE_SEC_PASSWORD
	 Whether the security policy allows password based authentication.
	Tbd

	IE_SEC_CA
	 Certificate authority ID
	Tbd

	IE_SEC_AUTH_PROTOCOL
	 Which authentication protocol is supported for access authentication
	Tbd

	IE_SEC_EAP_METHODS
	 If it is EAP, then which EAP methods are supported
	Tbd

	IE_SEC_EAP_REAUTH
	 Whether to support re-authentication
	BOOLEAN

	IE_SEC_EAP_PREAUTH
	 Whether to support pre-authentication
	BOOLEAN

	IE_SEC_MOBIKE
	 Whether to support MOBIKE
	BOOLEAN


6.5.6.2.1 IE Containers
Insert the following bullet and table at the end of 6.5.6.2.1: 

· IE_CONTAINER_SEC – contains security related information as shown in Table 15. 

Table 15 – IE_CONTAINER_SEC definition

	Information element ID = (see Table G.1) 
	Length = variable 

	IE_SEC_OPEN_AUTH

	IE_SEC_PASSWORD

	IE_SEC_CA

	IE_SEC_AUTH_PROTOCOL

	IE_SEC_EAP_METHODS

	IE_SEC_EAP_REAUTH

	IE_SEC_EAP_PREAUTH

	IE_SEC_MOBIKE


Any other modifications and additions? 

7 Service access point (SAP) and primitives

Do we need add any new SAPs and new primitives? 

8 Media independent hand over protocols

8.6 MIH protocol messages
Do we need to define new messages? 

8.7 MIH protocol protections (Option 1)

This is a new section to be filled with the solutions for work item 2.  We may recommend more than one solutions. For example we can recommend using transport layer protections and, at the same time, defining MIH specific protections. If we define MIH specific protection, we may need to modify the current message format. 

9 MIH protocol protections (Option 2)
This is a new section to be filled with the solutions for work item 2.  We may recommend more than one solutions. For example we can recommend using transport layer protections and, at the same time, defining MIH specific protections. If we define MIH specific protection, we may need to modify the current message format. 

Annex A

(Informative)

Bibliography

Insert the following informative references: 

Annex N

(Informative)

Authentication Protocols 

This section may include message flow for authentication protocols currently used in EAP, ERP, and AKA.
� Here, the original defined information elements in each container are omitted. In 802.21a, it will replace table 10 with added information elements. 
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