









































[image: image1.png]



IEEE P802.21 Media Independent Handover Services

Tentative Minutes of the IEEE P802.21a Security Task Group 
Chair: Yoshihiro Ohba

Editor: Lily Chen

H Anthony Chan is taking the minutes
1. Third Day AM2 (second hour) Meeting: Piedmont; Wednesday, November 18, 2009
1.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21a Security Task Group Chair at 11:40AM 

1.2  Meeting Agenda (21-09-0174-02-0sec) 

The previous version of the agenda (21-09-0174-01-0sec) is amended owing to the first hour of this AM2 session being taken by 802.21 WG:

For AM2, PM1, PM2 on Wednesday, November 18 , 2009:
	Subject
	Contributor
	Time

	Security TG Meeting Called to Order
	Yoshihiro Ohba
	11:40am

	Agenda for September 2009 Meeting
	Yoshihiro Ohba
	11:42am

	Opening Note
	Yoshihiro Ohba
	11:45am

	Approval of outstanding meeting minutes
	Group
	11:50am

	Revised document development plan
	Yoshihiro Ohba
	11:52am

	Document structure discussion
	 
	 

	  21-09-0102-03-0sec (Proactive Auth. & MIH Sec.)
	Subir Das
	11:55am

	  21-09-0170-00-0sec (Candidate Auth. Discovery Mech.)
	Dapeng Liu
	12:15am

	Recess for Lunch
	 
	12:30pm

	Editor’s presentation on document structure
	Lily Chen
	01:30pm

	Recess for Coffee Break
	 
	03:30pm

	Comments on existing proposals (21-09-0169-00-0sec)
	Dapeng Liu
	04:00pm

	Discussion on Open Issues 
	Group
	05:00pm

	Recess
	 
	06:00pm


For AM1 on Thursday, November 19 , 2009:
	Subject
	Contributor
	Time

	Proactive Auth. Architecture Discussion (0164-02)
	Rafa, Fernando
	08:00am

	Closing Note
	Yoshihiro Ohba
	09:40am

	Adjourn
	 
	10:00am


The agenda is approved by unanimous consent.

1.3  Opening Notes (meeting notes 21-09-0181-00-0sec)

It is counted that 2 attendees are from 802.1 and the rest are from 802.21. Following background of 802.21a is then given.
1.3.1 What is 802.21a?
1.3.1.1 Standard for Local and Metropolitan Area Networks: Media Independent Handover Services - Amendment for Security Extensions to Media Independent Handover Services and Protocol

1.3.1.2 PAR (Project Authorization Request) https://development.standards.ieee.org/P647400033/par

A copy of the PAR is also available as https://mentor.ieee.org/802.21/file/09/21-09-0010-00-0sec-p802-21a-par.pdf

1.3.1.3 Schedule (c.f. Sections 4.2 and 4.3 of PAR)

Expected Date of submission of draft to the IEEE-SA for Initial Sponsor Ballot: 11/2010

Projected Completion Date for Submittal to RevCom: 08/2011”
1.3.1.4 Scope (c.f. Section 5.2 of PAR)

“This standard defines mechanisms

(i) to reduce the latency during authentication and key establishment for handovers between heterogeneous access networks that support IEEE 802.21

(ii) to provide data integrity, replay protection, confidentiality and data origin authentication to IEEE 802.21 MIH (Media-Independent Handover) protocol exchanges and enable authorization for MIH services.”

1.3.2 Officers

1.3.2.1 Chair: Yoshihiro Ohba

1.3.2.2 Editor: Lily Chen

1.3.2.3 Secretary: VOLUNTEERS

1.3.3 Progress So Far
1.3.3.1 January 2009: The 1st 802.21a meeting

Initial CFP discussion

1.3.3.2 Between Jan and March: Two Teleconferences

1.3.3.3 March 2009: Issued CFP

7 proposals were submitted in response to CFP

1.3.3.4 May 2009: Proposal Presentation I

The 7 proposals were presented and discussed

1.3.3.5 Between May and July 2009: Three teleconferences

1.3.3.6 July 2009: Proposal Presentation II

1.3.3.7 Between July and Sept 2009: Two teleconferences

1.3.3.8 Sept 2009: Proposal Presentation III

1.3.3.9 Between Sept and Nov 2009: Two teleconferences

1.3.3.10 Down-selection is postponed
1.3.4 Main Objective of This Meeting
1.3.4.1 Update document development plan

1.3.4.2 Determine document structure

1.3.4.3 Addressing major technical issues
1.3.5 List of 802.21a Revised Proposals 

1.3.5.1 Group 1: Work item #1 only

21-09-0060 (Security Related IEs)

21-09-0103 (Authenticator Discovery Mechanism)

21-09-0104 (EAP-FRM) ( authors decided to propose to IETF
1.3.5.2 Group 2: Work item #2 only

21-09-0059 (Protecting the IS e2e with hash tree)

21-09-0107 (Packet Level Authentication)

1.3.5.3 Group 3: Work items #1 and #2

21-09-0105 (Solution Proposal for 802.21a )

21-09-0066/ 0102 (Proactive Auth and MIH Security) 
1.4  September plenary meeting minutes (21-09-0152-04), and Teleconference minutes (21-09-0171-00)

1.4.1 The September plenary meeting is part of the WG minutes, which has not yet been approved.
1.4.2 The teleconference minutes are unanimously approved. 

1.5  Revised timeline (21-09-0183-00) is presented by Yoshihiro Ohba

1.5.1 Submission deadline to the 802.21a Call for Proposals is moved to Jan or March ?? 2010
1.5.2 Only revised proposals are allowed 

Revised Proposal: An updated proposal that captures any comments/feedbacks received during its earlier presentation or earlier TGa discussions

1.5.3 Refer to 21-09-xxx for document structure
1.5.4 Presentation and down-selection is moved to Jan or March 2010
1.6  Document structure discussion: Proactive authentication and MIH security (21-09-102-03) is presented by Subir Das
1.7  Recess at 12:30PM

2. Third Day PM1 Meeting: Piedmont; Wednesday, November 18, 2009
2.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 1:49PM
2.2  Document structure discussion (21-09-0170-00): Candidate authentication and discovery mechanism is presented by Dapeng Liu 

Define MIH extensions of MIH command MIH_Net_HO-Candidate_Query and MIH_MN_HO-Candidate_Query for candidate authenticator discovery in 7.4.17 and 7.4.18 to include candidate authenticator information. Also added parameter: CandidateAuthenticatorList
Extension of MIH information element to support candidate authenticator discovery with new information elements: IE_POA_AUTHENTICATOR_ADDR, IE_POA_AUTHENTICATOR_METHOD_INFO and IE_POA_AUTHENTICATOR_IP_ADDR.
A comment that type of List for CandidateAuthenticatorList is not specified.
2.3  Editor’s presentation on document structure (21-09-0179-00) is presented by Lily Chen
A　comment that the name of the existing 802.21 standard should be 802.21-2008 instead of 802.21-2009.

A comment that security architecture should be placed under Section 5.

Editor to revise the contribution according to the comments.
2.4  Comments on existing proposals (21-09-0169-00) is presented by Dapeng Liu

Agenda is changed to move forward to this presentation by Dapeng Liu, which was originally scheduled in the PM2 session today. 
2.4.1 21-09-0060-02 by Lily Chen: The comments are:

2.4.1.1 Authentication options may ought to include EAP-SIM which is used for 3GPP network authentication.

2.4.1.2 IE used for authenticator discovery proposed in DCN 063 may be included in and merged with this proposal.

2.4.1.3 Regarding to the different approach of how to integrated in current 802.21 specification, it may be better to define separate security container to make the 802.21 specification well organized and easy to understood.

The security information in this proposal is to be merged with those in DaPeng Liu’s proposal

2.4.2 21-09-0104-02 by Rafa Marin-Lopez
Rafa has already contributed this proposal to IETF. There is no need to discuss it here.
2.4.3 21-09-0102-02 by Subir Das: The comments are:

2.4.3.1 What is deployment scenario of the MIA-KH? Does it need to introduce new MIA-KH entity or need to modify existing EAP authenticators? For architecture A, could the MIA-KH co-located with the POA? For architecture B, does it need to introduce a centralized MIA-KH for the access network?

2.4.3.2 In figure 5, 7,9,11 how does the MIA-KH Candidate authenticator know the MN’s address that it will send the MIH Pro-AuthRequest message to?

Subir will go through Dapeng Liu’s proposal with this comment. 

2.4.3.3 Is there any time expiring mechanism for the candidate authenticators’ proactive authentication derived keying materials?

Yes

2.4.3.4 Using TLS to protect MIH message require the MN to support TLS, is this requirement valid for the computing and storage limited mobile devices? 
TLS is an alternative because IPsec requires modifications before applying here. Mobile operators may have data on whether TLS is also a problem. Subir will answer later. 
2.4.4 21-09-0105-00 by Shubhranshu Singh. The comments

2.4.4.1 Could the scheme here support proactive authentication or it is only support fast re-authentication (ERP)?
Yes it supports both, and further text is needed. 

2.5  Recess at 3:40PM

3. Third Day PM2 Meeting: Piedmont; Wednesday, November 18, 2009
3.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 4:15PM

3.1.1 September meeting minutes (21-09-184-00-0sec) has been uploaded for approval tomorrow. Please send comments to Yoshi. 

3.2  Discussion on open issues

The major issues are:

3.2.1 Common: Mandatory or optional.

3.2.1.1 Should the security amendment be defined as mandatory or optional? 

It may depend on each specific security feature.
Mandatory to implement. However, a way to enable and disable security feature is needed. 

3.2.2 Work item #1: Level of generality

3.2.2.1 Should the solution be specific to a particular authentication protocol or be generally applicable to different authentication protocols?

Detailed key management including key hierarchy may depend on authentication protocol.

Is it possible to define a general framework that enables different authentication protocol, such as defining encapsulation type (EAP or others)? 
It is already possible to discover the target network with capability discovery. Any additional security parameter needed can be added. 

3.2.3 Work item #2: protection level.

3.2.3.1 Should we support both protection by MIH transport protocol or protection within MIH protocol, or either one of them?
3.3  Recess at 5:26PM

4. Fourth Day AM1 Meeting: Piedmont; Thursday, November 19, 2009
4.1  Meeting called to order by Yoshihiro Ohba, Chair of IEEE 802.21 Security Task Group Chair at 8:07AM

4.2  Updated agenda (21-09-0174-03)
is presented by Yoshihiro Ohba

Thursday AM1 November 19
	Subject
	Contributor
	Time

	Approval of September meeting minutes
	Group
	08:00am

	Approval of revised timeline
	Group
	08:02am

	Proactive Auth. Architecture Discussion (0164-02)
	Rafa, Fernando
	08:10am

	Closing Note
	Yoshihiro Ohba
	09:40am

	Adjourn
	 
	10:00am


The agenda is approved unanimously.
4.3  September Plenary meeting minutes (21-09-0184-00) is approved unanimously

4.4  Revised timeline (21-09-0186-00) is presented by Yoshihiro Ohba

The deadline to submit proposal has moved to March 1 2010.
The proposals will be using 21-09-0179-01 as guideline on document structure

Presentation and down-selection is in March 2010.
Revised timeline is approved unanimously.
The document numbers of the proposals are not easy to remember. It is decided to name each proposal so that one can refer to them by name. 
4.5  Proactive Auth. Architecture Discussion (21-09-0164-03)
by Fernando Bernal and Rafa Marin-Lopez is presented by Lily Chen

A comment that call flows could be placed in informative Annex.

A question for slide 4 about dashed arrow between target MIA-KH and MN in the target network. An answer that the arrow may not be needed in the figure.

A comment that a model that a node such as MIH-KH to have both AAA client AAA server functionalities is uncommon.

A comment that AAA entity in MIH-KH could be integrated in MIH user.

The architecture is understood except that clarification on what EAP lower-layer for MIA is needed and whether pull key does not require any change to existing link-layer standards and implementations

A deployment concern is expressed on media-independent authenticator.　Continue to discuss in January meeting.

4.6  Closing Note (21-09-0188-00)
by Yoshihiro Ohba


4.6.1 Progress in November meeting 
4.6.1.1 Revised TG Timeline

Continue harmonization discussion in January 2009

Down-selection in March 2010

4.6.1.2 Document structure discussion

Produced tentative structure (21-09-0179-01) 

4.6.1.3 Discussed open issues (21-09-0169 & 21-09-0185)

Use of TLS for MIH-level security needs more input 

There were comments that security amendment should be defined as “mandatory to support” (and optional to use)

There were comments that Work Item #1 architecture/solution should generally be applicable to different authentication protocols

Protection by MIH transport layer vs. protection within MIH protocol is still open

4.6.1.4 Key distribution & MIA/MSA discussions

The architecture is understood except that clarification on what EAP lower-layer for MIA is needed and whether pull key does not require any change to existing link-layer standards and implementations

A deployment concern is expressed on media-independent authenticator
4.6.2 Teleconference 

4.6.2.1 One teleconference will be schedule around January 5 (Tuesday) at 10AM Eastern time.
4.7  Adjourn at 10:21AM until January Interim

5. Attendees

Only the attendance of 802.21WG are available at this time. Refer to the attendees in 21-09-0178-04.  

















































































