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Minutes taken by Lily Chen 

Date: May 4, 2010, 9:00 am -11:00 am, US EDST

Chair called the teleconference to order, reminded the IEEE-SA patent policy and introduced the participants:

List of Participants:

Subir Das (Telcordia)

Lily Chen (NIST) 

Yoshihiro Ohba (Toshiba Corporation)
Dapeng Liu (China Mobile)

Rafael Marin-Lopez (University of Murcia).
Fernando Bernal-Hidalgo (University of Murcia)
Chair called the teleconference to order and introduced the participants. Also reminded the IEEE SA patent and policy procedures. 

Rafa presented 21-10-0078-00-0sec which describes the option III work item 2:  Using EAP for MIH service access authentication and key establishment. This contribution also covers Option B in work item 1: bundle media access authentication and key establishment with authentication and key establishment in option III in work item 2. 
Q:  Is Figure 8 describe the same situation as in “authenticated anticipatory keying usage model” in early authentication as defined in IETF RFC 5836?

A:  Not really. This procedure may or may not follow an EAP execution. Not like the situation described in HOKEY, where the key delivery follows an EAP execution. From one EAP execution, the same MI-PMK can be used many times to derive many different MS-MSKs for different target MSAs. 
Q: Can we consider the procedure described in Figure 8 as a re-authentication?

A:  Yes, we can. However, it is not necessarily to execute a re-authentication. It can execute an EAP-GPSK since the target PoA may or may not support re-authentication. 

Q: Does Figure 8 cover Option III in work item 2 and also option B in work item 1?
A: Yes. 

Q: Why Figure 8 cannot cover work option A in work item 1?

A:  In Figure 8, the PoS is to distribute a key to a target PoA, while in option A, work item 1, a PoS will forward authentication message to a target PoA. We probably should include another figure. 

Q: Is there any specific reason to carry EAP over MIH? Instead of only one option, can we include more options? 
A: We had a long discussion this morning. At the previous meeting, Junghoon has mentioned the option of using PANA protocol. In this case, PoS will be a PANA client. MIH can work over link layer, IP layer, TCP or UDP. If we use PANA, PANA will need IP access. We are defining MIH in IEEE where two PoAs in the same distribution system may support different technologies. If PoA and PoS are collocated and if we are going to use PANA, then PoA must support PANA.  On the other hand, MIH can be transported over L2 frames. Even though a distribution system has WiFi access point and Ethernet, it can still implement PANA. Even I am not a complete defender of PANA, separating proactive authentication from the lower layer will be more preferable.  This is the reason why we choose carrying EAP over MIH.
Q: Do we want to explain our rationale of using MIH to carry EAP such as enabling PANA? 
A:  Yes, We will update the document and analyze pros and cons. 

Q: In Section 2.1, shall we use media independent service authentication instead of media independent authentication then for option B in work item 2, we just bundle media authentication to service authentication? 

A:  Yes. 

Q: In Figure 3, does the network stack for PoS have to include EAP method?  PoS can be an authenticator in pass-through mode. 

A:  We want to make it more general. Sometimes, PoS is a stand alone authenticator. 

Q: In that case, we can use a doted frame for EAP method in the protocol stack for PoS with a note. 

A: Sure. We will change it.  

C: The key derivation function (KDF) is in feedback mode. In IETF, most protocols use KDFs in feedback mode, while in IEEE documents, they use counter mode. But this may not need to be determined now. We can make decision late.

R: It will be fine to use other mode. Which one you would suggest? 

C: Probably, we will make it consistent with other IEEE 802 documents such as 802.11r.

R. It will be fine. 

Dapeng presented 21-10-0082-00-0sec which is an update of 21-10-0080-00-0sec presented at April 15 teleconference. It describes the option A in work item 1: Proactive authentication with MSA and the authenticator. Today, we need to discuss the interface between PoS and PoA so that I can write the content of Section 4.2.3. 
Q: In Figure 3, it indicates that MIH is over L2. Shall it be more general?
A: Yes. It can be over L2 or L3. 

Q: It can be similar to Figure 8 in document #78. 
Q: (Dapeng) I have a question about the encoding method. Can we use octet string?

A: It will be fine. The most important part is that PoS needs to know where to forward the EAP link layer frame. MIH header should include where the messages should be forwarded. 

Q: However, the frame will depend on PoA, which technology it will support. 

A: That is why PoA information needs to be included.

Q: (Dapeng) But I still feel that we need to make sure that using octet string does not have an issue. Does 802.21 define bit array? 

A: Do we know any technology which cannot use byte? 

Q: If L2 frame is not the multiple of 8 bits, how can we use octet string?

A: We just need to add padding. We will take this topic offline. 

Q: In which case, shall we call it a proactive authentication? Is a proactive authentication only applied to the situation where MN is not in the domain of PoS? 

C1: In this case, PoS is not an authenticator, just forward the authentication message. Therefore, it does not matter whether an MN is in the PoS domain or not. 

C2: For work item 2, PoS is an authenticator. 

C3: How we are going to distinguish these two situations? Situation 1, PoS is an authenticator and will process the message. Situation 2: PoS is not an authenticator and does not process the message. It only forwards the message. Since in both situations, EAP messages are carried over MIH, we need some indicator. Let’s keep this as an open issue to be further discussed. 

Q: In this proposal, a mechanism is included to discover a PoA. Can you tell how a PoS is discovered by a mobile node?

A: For PoA discovery, a few proposals cover this topic. I just combined them and introduced two commends. 

C1:  Query IS about the PoA link, address, and IP address. 

Q: Are we discovering candidate PoA or candidate PoS?

A: PoS discovery has been defined in the current 802.21. We just need to discover PoA. 

C1: Does PoS know where a PoA is? 

C2: Not necessarily. We probably need a map between PoAs and a related PoS.  Then, discover a PoS which has a connection with a desired PoA. 

C3: Shall a MN discover a PoA first, then map to a PoS?  

C4: This shall be considered as an open issue. We will need further study.  

Chair: Any more questions or comments? If not, we will discuss open issues through e-mails and discuss the modified proposals at the Bangalore meeting next week. 

The teleconference ended at 11:00 am US EDST
