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	This document discusses option I of work item 2: use the protections provided by the MIH transport protocols. 

	Purpose
	MIH messages can be transported by layer 2 or layer 3 protocols such as IEEE 802.11 or IP. These transport protocols can provide certain security protections on transported MIH messages. This document explores possibilities and issues to use the existing security protections defined for the transport protocols. It also discusses pros and cons for the protections provided through transport protocols. .
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1. Introduction
MIH messages can be carried over wireless protocols in layer 2 such as defined in IEEE 802.11u or layer 3 as defined in IETF RFC 5677. In the following we will discuss the security protections provided through the transport protocol and identify issues with each protection mechanism.
2. Protection Through L2

When MIH messages are transported over a layer 2 protocol, the protections may be provided through the layer 2 protocol such as TKIP and CCMP specified in IEEE 802.11. 

Obviously, the protection is not MIH specific. The protections in layer 2 are usually established with L2 identifiers for an MN and a PoS such as MAC address. MIH messages are protected together with other data. 
Furthermore, if MIH messages are transported over different layer 2 protocols, then the protections may be different. 

On the other hand, such protections through a layer 2 protocol will not require any change either on MIH protocol or layer 2 protocol.

2. Protection Through IPsec

When MIH messages are transported over IP as defined in RFC 5677, it may be protected by IPsec. When IPv6 is implemented in a mobile node and a PoS, then IPsec is mandatory. In this case, MIH messages are protected at IP layer as an IP payload in each IPsec packet. 

For a pair of IP nodes with fixed IP addresses, the IPsec Security Associations (SAs) are established through Internet Key Exchange (IKEv1 or IKEv2). However, in case of MIH message protection, the IP address of a mobile node may be dynamic. In this case, a protocol suite defined by RFC 4555 - “IKEv2 Mobility and Multihoming Protocol (MOBIKE)” may be used to establish SAs between an MN and a PoS (aka MoS as defined in RFC 5677). 
It is similar to IKEv2, MOBIKE is a heavy weight protocol. The MOBIKE RFCs are explicitly defined for tunnel-mode IPSec connections. In several places of RFC 4555, they say that transport-mode could be used, but it would require new RFCs to define the use of that mechanism within MOBIKE. 

IPsec protocols are well defined and can provide proper protections for its IP payload. When SAs are established between an MN and a PoS, it can provide end-to-end protections. 

Using IPsec will not require any changes to either MIH protocol or IPsec. 

Similar to layer 2 protection, the protections through IPsec are not MIH specific. However, for the mutual authentication through MOBIKE, the certificates may be issued on identifiers which are related to MIH applications. From this point of view, IPsec is closer to MIH specific protection, compared to L2 protection. 
3. Protection Through (D) TLS

In RFC 5677, it is assumed that either TCP or UDP can be used as a transport layer protocol as illustrated in Figure 1. In this case, if an MN and a PoS establish a (D)TLS session, where a MN is a client and a PoS is the server, then MIH messages can be protected through (D)TLS as application data. 
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Figure 1. RFC 5677 Architecture

Again, (D)TLS are well established protocols. They are practical and efficient. The MIHF identities can be used to identify the client and the server. The protections are end-to-end. 
Even though (D)TLS are more efficient than IKE protocol, they are session based protocols and must be executed for each session between an MN and a PoS. However, it can resume a session without executing the whole protocol, when the previous session is not expired. 
An important issue is that in order to use (D)TLS to protect MIH messages, it may need to assign a new port to distinguish TLS protected MIH from MIH without protection. In RFC 5677, a new TCP port and a new UDP port have been assigned for MIH protocol. RFC 5677 includes a definition and a reference (RFC 5246) for TLS. However, the use of TLS is not mentioned. 
5. Summary

Among all the above discussed protections through transport protocols, (D)TLS is the closest to MIH specific protections. However, it requires new port assignment from IETF. 

The protections provided through IPsec are not MIH specific. It needs MOBIKE to establish the IPsec SAs, IPsec can only be supported in tunnel mode. However, in case of IPv6, IPsec is mandatory and it provides uniform protections across different media.
L2 protections do not require any change to MIH protocol. It may carry less overhead due to its lower layer character. But since different L2 protocols will apply different protections, they may not be uniform in the sense of security strength. 

6. Conclusion
The protections provided through transport protocols, together with pros and cons for each of them, should be included in 21a specification as an option for the case when MIH specific protections can not be established. 
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