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Chair called the teleconference to order, reminded the IEEE-SA patent policy and introduced the participants:

List of Participants:

Subir Das (Telcordia)

Lily Chen (NIST) 

Yoshihiro Ohba (Toshiba Corporation)
Karen Randell (NSA/IAD)

Rafael Marin-Lopez (University of Murcia).
Fernando Bernal-Hidalgo (University of Murcia)
Chair called the teleconference to order and introduced the participants. Also reminded the IEEE SA patent and policy procedures. 

The teleconference focused on the issues summarized in 21-10-0100-02-0sec. The chair introduced the issue #1: How PoS can distinguish EAP messages in work item 1 and 2. In work item 2, PoS is the authenticator and will forward the EAP messages to a service authentication server, while in work item 1, PoS is just a “relay” agent to relay the EAP messages to a media specific authenticator (MSA). 

Comment:  I do not think it will be an issue. In work item 2, EAP is directly supported by MIH, while in work item 1, EAP message is presented as layer 2 frames. We can use different TLVs. 

Comment: For service authentication, it does not seem to have an issue since either there will be two different messages or two TLVs. For example, during service authentication, there will be a TLV or message and then after successful authentication, the message or TLV can carry link-layer frame. 

Comment:  I am glad to hear that this should not be an issue. However, I have another question related to this issue. For an MSA, it will handle two situations. One of them is a direct authentication for a MN which may be the first time connected to the network. Another is proactive authentication for a MN through a PoS. Does a MSA have capability to handle these two different situations? We have mentioned that the messages forwarded to a MSA must be in the format of layer 2 frames. Otherwise, the MSA is not going to recognize it. 

Q: Why do we have to distinguish these two situations? 

A: We may not have to if an MSA can handle both of them. 

Discussion: 

· An MSA is expecting link layer frames. On the other hand, it should have both wired and wireless interfaces. When EAP messages are forwarded, there is a tunnel between a PoS and an MSA. 

· From EAP point of view, there is no difference. However, as an AAA client, MSA needs to let AAA server know whether this is an authentication for an MN which is already connected or an MN which is initially requesting an access. That is, the AAA server needs to know whether it is a direct authentication or a proactive authentication. 

Comment: I still do not see why a server needs to know.

Discussion: 

· In a single radio handover case, if it is from WiFi to WiMax, then WiMax ASN needs to distinguish direct authentication from proactive authentication in order to know whether to establish a pseudo state or an active state. 

· In the future, WiFi and WiMax may share a single AAA server. In this case, AAA server may need to know whether an MN is authenticating through WiFi or WiMax interface. 

· What we really need to understand is whether these issues are killer issues to prevent us from including one or both options to the 802.21a. If this issue is not a killer issue, then we need to know which assumption we can make on an MSA.

· We are working on the bundle case. We define both service authentication and MIH protections. When bundling the media authentication with a service authentication, we should make sure that it is consistent with the media authentication. Fernando is contacting Dapeng to unify the media proactive authentication in the bundle and not bundle situations. 

The chair introduced issue 2: Whether we need to define authenticator discovery. Currently three different situations are considered in document 21-10-0100-02-0sec. Are these situations realistic? Any other situations will need to be considered? 

Discussion: 

· The information service can provide candidate PoAs and also an MN can detect PoAs. An MN may contact an information server to get some candidate PoAs. It can also request for PoS information. However, the situation 1 in 21-10-0100-02-0sec seems impossible or at least unlikely. 

· One thing we can be sure that an MN needs to know which MSA to contact in order to conduct an authentication. In a network control situation, a PoS may be able to tell an MN which specific MSA will handle the authentication. But in most of the case, a PoS is just a forwarding agent. 

· Usually, in EAP, the first message is sent from an authenticator to an MN. The MN can find a PoS through capability discovery which is already defined in the current specification. We can add some new IEs for MSA information. However, if the network does not want to allow an MN selecting MSA, it may need some other ways. 

· If the network does not want to allow an MN selecting MSA, an MN may send a message with say “000” as MSA address. Then a PoS can give a MAC address. 

· We may not be able to assume that the current technology can support that. We need to define capability discovery for MSA. The MN needs to know the MAC address of the MSA who is going to handle authentication. Can we use the same way of finding PoS to find MSA?  We have mechanisms to find PoA, e.g. neighborhood discovery. 

Comment: A PoA may not be an MSA. 

Comment:  But a PoA must be associated with an MSA if it is not an MSA. 

Comment: Current specification allows discovering a PoS. Then through information service, it can discover PoA. In any case, situation 1 in 21-10-0100-02-0sec does not make sense. 

Comment: We have IEs for PoS and PoA, we need to define IEs for MSA. Information server can multiple MSA identifiers or a single identifier. 

Discussion: 

· Situation 2 in 21-10-0100-02-0sec is not complete. It is true that an MN needs to tell a PoS the identifier of the MSA. But the identifier can be obtained through information service. 

· What bothered me is that when we talk about a PoS, which PoS is this? PoS for information service? 

· Information server is a special case PoS. 

· Then a PoS may not be an information server. If that is the case, can the PoS request an information server? What we can assume about the PoS which is handling proactive authentication messages?

· It can be an event, commend or information service PoS. 

· Do we need define authentication service? Does a MIH message identify which kind of service it conducts? 

· A MIH message has a service identifier. It has 4 types: service management, IS,  CS, or ES. We may not need to define authentication service. We can use service management as service identifier. 

Bullet point #1, is not sufficient since just discovering the PoS is not sufficient to perform proactive authentication using lower layer frame with MSA

At the end it was realized that in Issue #2, 

Bullet #2 is required. 

Bullet #3 is already covered by bullet#2 

Use of IS should be used for PoS and MSA or Media Independent authenticator. There is a need to define the relevant IEs.

The chair asked about the opinions on issue #3: shall we include security policies or security considerations? Since we include multiple options for work item 2, it should include rationale for each option so that it can be selected. 

The general opinion is to include some security recommendations. It is to be determined whether these recommendations are included in the body or annex. 

The group discussed plans for July meeting.
The teleconference ended at 11:20 am US EDST
