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Subclause “11.3 Assumptions of Single Radio Handover” in P802.21cD01 is changed, shortened, and moved to the end of the existing subclause “1.4 Assumptions” in P802.21cD02
Subclause “11.1.4 Media independent single radio handover” and the first part (introductory explanation) of subclause “11.6 Securing Single-Radio messages using PoS” in P802.21cD01 are changed, shortened, and moved to new subclause “5.1.10 Media independent single radio handover” and subclause “5.1.11 Securing Single-Radio messages using PoS” under “5.1 General Architecture” in P802.21cD02
The “general requirements” under subclause “11.2 Requirements of Single Radio Handover” is deleted.
The “functional requirements” under subclause “11.2 Requirements of Single Radio Handover” are changed, shortened, arranged in an ordered list, and moved to a new subclause “5.2.3 Single Radio Handover MIHF Design Principles” under “5.2 General design principles”
Subclause “11.4.2 Information Repository” is rewritten, shortened, and moved to a new subclause “5.4.4 Information Repository” under “5.4 Media independent handover reference framework”
Subclause “11.4 SRHO Reference Model” is changed and moved to new subclause “5.4.5 General MIHF reference model and SAPs / Single Radio handover Control Function” and new subclause “5.4.6 SR-MIHF and Proxy function at Home Network, Source Network, and Target Network” 
Subclause “11.5 Single radio handover overall processes” is changed and moved to a new subclause “5.5.8 Single radio handover reference model and signaling flow” In this new clause, the previous “Figure 11.1 Reference model for SRHO from a source network to a target network” is changed to a simpler “Figure 10a Single radio handover reference model” and the explanation of the reference model is explained with the help of “Figure 10b Signaling flow for single radio handover via proxy functions” 

The subclause “11.6 Securing Single-Radio messages using PoS” together with subclause “11.6.1 Overview” in P802.21cD01 is changed and moved to new subclause “10.3 Establishing Security Association roaming partners for MIH” and subclause “10.3.1 Key distribution by OPoS” under Clause “10 Proactive Authentication”
Subclauses “11.1.1 Need for single radio handover” “11.1.2 Relationship to other network standards” and  and “11.1.3 Single radio versus dual radio handover” under “11.1 Introduction” in P802.21cD01 are changed, shortened into one paragraph, and moved to subclause “11.1 Introduction” 
Subclause “11.5 Single radio handover overall processes” is changed and moved to subclause “11.2 Major single radio handover processes”
Subclause “11.4.3 Proxy Gateway” is changed to subclause “12.1 Introduction” under clause “12 Proxy Function”
Subclause 11.4.4 “Media independent control function” is deleted, and all occurrences of MICF is changed to MIHF in the rest of the specification.

Subclause 11.4.5 “Single Radio handover Control Function is deleted, and all occurrences of SRCF is changed to SR-MIHF in the rest of the specification.

Subclause 11.4.6 and 11.4.7 are deleted

Subclause “11.4.8 Communication between the MN and the target PoA” is changed and moved to new subclause “12.2 Communication between the MN and the target PoS”
All the rest of the subclauses not mentioned above are deleted.

1. Overview
1.1 Assumptions  
 Insert at end of subclause 1.4
The following assumptions apply during the single radio handover:

a) While the source radio is transmitting, the target radio cannot transmit. 

The mobile device can transmit on only one radio at a time. Prior to handover completion, the source radio link is used to support data transfer so that the priority to transmit is given to the source radio. 

b) It shall be possible that while the source radio is receiving, the target radio shall not transmit at a frequency close to the frequency of the source radio receiver..

c) It shall be possible that while the source radio is receiving, the target radio shall not receive at a frequency close to the frequency of the source radio receiver..

d) The mobile node (MN) and the target network may communicate with each other via the source network using the source link.

It is possible that the source point of attachment and the target point of attachment may: (a) belong to the same access network, (b) belong to different access networks connecting to the same backhaul network, or (c) belong to different access networks connecting to different backhaul networks. In (a) and (b), the capability to communicate between the source radio and the target network usually does not utilize internetwork interfaces. In (c), the two networks may require internetwork addresses in order to be able to communicate with each other. 

2. General architecture
2.1 Introduction
Insert subclauses 5.1.10 and 5.1.11

2.1.1 Media independent single radio handover
The concept of media independence applies to single radio handover just as it does to the dual-radio handover. A media independent handover may be accomplished in a media independent way, but the signaling messages for a single radio handover may differ from that for a dual-radio handover.
Security is indispensable to mobility management (see section 10.2), but it has been typically quite time consuming because of reliance on distant authentication agents. Improving the security model and reducing authentication delay enables crucial improvements in handover performance. For the single radio handover design using media independent messages, the same transport possibilities as MIHF may apply.  For single-radio performance improvement, it is important to accomplish as much of the handover signaling (including security establishment) before the handover actually occurs; this preparatory signaling is called preregistration. The exact signaling steps included in the preregistration process naturally depend on the requirements of the target network, and can be quite independent of the nature of the network (as above, the "source network") providing the current point of attachment for the MN.  As a general rule, preregistration typically involves the following steps:

· pre-authentication -- that is, authenticating the MN before it arrives in the target network,

· address allocation -- one or more IP addresses to be used by the MN after it arrives in the target network.

· data path setup -- establishing tunnels and forwarding entries for the MN in the target network, and

· context establishment -- building all necessary state information such as QoS parameters and access permissions within target core network entities.

Each of these operations can be time-consuming, and if they had to be carried out after the MN had returned to the target network radio access, smooth handover might be impossible because of the dead time before packets could start flowing again (break-before-make). Moreover, each of the operations must be carried out securely to prevent hijacking attempts or mismanagement of target network resources. As long as handovers occur only between access points within the same operator network, it is often possible to guarantee that signaling packets are never exposed to attack. On the other hand, for access networks belonging to different operators, the data path between neighboring access points of originating and target access networks are more likely to traverse the Internet, potentially exposing preregistration signaling to attack.  See section 5.1.11.

2.1.2 Securing Single-Radio messages using PoS
Enabling movement between the networks of roaming partners for single-radio smartphones and Internet enabled wireless devices can be facilitated by enabling preregistration via the Point of Service (PoS) and making use of certain functions as developed in the WiMAX Forum, 3GPP2, and 3GPP [B2] [B3] [B5]. Using the PoS along with some signaling to transmit security information between roaming partners enables a low-latency, optimized handover for even the single-radio devices.  Since communication between the source and target networks may traverse the Internet, these communications must be secured; but this can be quite time consuming because of reliance on distant authentication agents  A method is defined to establish a secure communication channel between source and target networks as part of handover preregistration procedures (see subclause 5.5.8). Improving the security model and reducing authentication delay enables crucial improvements in handover performance.

2.2 General design principles
Insert subclause 5.2.3
2.2.1 Single Radio Handover MIHF Design Principles

The following requirements facilitate single radio handover between different radio access technology networks.

Functional Requirements for SR-MIHF: 
a) tunneling mechanism to deliver the pre-registration messages

b) control for pre-registered states and delivery for pre-registered contexts.

c) capabilities exchange between mobile station and SR-MIHF at the network. 

1. Supported radio access technology (RAT) types  (3GPP, WiMAX, WiFi, 3GPP2, etc.)

2. Supported target network capabilities

3. Any required layer-2 parameters

2.3 Media independent handover reference framework

 Insert subclause 5.4.4 and subclause 5.4.5 and subclause 5.4.6

2.3.1 Information Repository
The network service information and the location information, such as the availability of candidate target network etc., are needed to make handover decisions. For example, the Information Repository may be implemented as part of a media independent information server (MIIS). Alternatively, as another example, IR may be implemented in conjunction with the Access Network Discovery and Selection Function (ANDSF) defined in 3GPP standard [3GPP TS23.402], using methods outside the scope of this document. 

The type of information needed in the mobility management protocol depends on the mobility management protocol being used. For example, when mobile IP is used for the inter-network management protocol, the location of the MN in the network is the care-of-address (CoA) and the identity of the MN is the home address in the home network of the MN. The location management information for mobile IP may then be the binding of the home address to the care-of-address.  Furthermore, in accordance with existing procedures for subscriber management, mobility management may also require access to policy information controlling the allowable behavior of the mobile devices.

The distributed database of the Information Repository allows flexibility for different owners to manage their data separately. An example is for each network to host the master copy of the data that is most convenient to be managed by that network. The servers in the different networks constitute a distributed database of the Information Repository, organized so that each server knows which data belongs to which component of the Repository. 

2.3.2 General MIHF reference model and SAPs / Single Radio handover Control Function

To prepare for handover, the MN’s target radio exchanges link-layer network entry PDUs with the target PoA at the target network. These network entry PDUs can be the same PDUs that would be exchanged if the target link were active. There is no guarantee that the target link is available during a single radio handover. A proxy function is used here to enable the MN and the target PoA to exchange the network entry link-layer PDUs without depending on the existence of the target radio’s physical channel but with the help of the active source radio. 

In figure 4 (above in this section 5.5.2) the Single Radio MIHF in a multiple interface node is implemented using the media independent control function (MIHF) in the control plane. 


The SR-MIHF use MIH_SAP for communication via TCP/IP or UDP/IP. The SR-MIHF similarly interfaces with the link-layer (L2) MIH_LINK_SAP as before. During a single radio handover, an L2 frame of a deactivated link is encapsulated in an MIH message to constitute a SRC frame, which is then exchanged via an active link between the SR-MIHFs of a local and a remote node using MIH protocol over L3 transport (TCP or UDP).

2.3.3 SR-MIHF and Proxy function at Home Network, Source Network, and Target Network
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Figure 3a An architecture of distributed mobility management.

This distributed mobility management architecture also works for single radio management. Because the logical functions for distributed mobility management must already reside in some physical network elements, new physical network elements are not necessarily needed with this single radio handover reference model.

2.4 MIHF reference models for link-layer technologies
 Insert subclause 5.5.8
2.4.1 Single radio handover reference model and signaling flow

The reference model for single radio handover is shown in Figure 10a.
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Figure 10a Single radio handover reference model.
The functions in originating network are: OPoS and the proxy function. The functions in target network are: TPoS and the proxy function. 
The proxy functions enable signaling between the MN and the target PoA: MN signals with target PoA via OPoS/proxy function, which in turn signals with target PoA via TPoS/proxy function. Target PoA signals with MN via TPoS proxy function, which in turn signals with MN via OPoS proxy function.
The signal flow for single radio handover is shown in Figure 10b and are described in the following.
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Figure 10b Signaling flow for Single radio handover via proxy functions
a) MN sends a message to the OPoS with a payload of a target network L2 handover frame.

b) Upon receiving this message from MN,

1) OPoS proxy function helps to discover a suitable target network if not already known.

2) OPoS proxy function signals with the MN via the TPoS proxy function, that is, OPoS proxy function sends the message to TPoS.

c) Upon receiving this message from MN (either directly or via the OPoS, if the message is received directly from the MN, the OPoS is bypassed), TPoS proxy function helps to discover a suitable PoA if not already known.

1) TPoS proxy function signals with this target PoA using 21c message if the target PoA supports 21c.

2) TPoS proxy function signals with this target PoA using other message if the target PoA does not support 21c. It will reply to MN via the OPoS proxy function whether the L2 handover frame is successful with an indication that it signals with the target PoA using other message(s).

3.  Proactive Authentication
3.1 Establishing Security Association roaming partners for MIH 

The PoS is a convenient and natural place to locate security functions, and roaming partners have in place agreements that can be used to beneficially establish the needed security agreements between different PoSes in partner networks. It is expected that in many cases the PoS functions in partner networks must communicate by data paths that traverse the external Internet; in such cases, a secure communication channel must exist or must be established between the partners. It is out of scope for this document to specify exactly how the secure communication channel should be established, but this can be done by configuration when the partners enter into their roaming agreement. It can also be done on demand by using IKEv2 [IETF RFC 5996].  The following overview describes in more detail the circumstances enabling dynamic establishment of security association between OPoS and TPoS.
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Figure 49: MN handover signaling for preregistration using OPoS
Except for the initial network attach, by the time a MN enters a network, it can also have a security relationship with the PoS in that network by using the protocol in this document. For each visited network, this security relationship can be created on demand, enabled by signaling from another PoS. The PoS creating the visited security relationship can either be the MN's home PoS (HPoS, a PoS in MN's home network), or the PoS in the network previously visited by the MN. When the MN first attaches to one of the partner networks of the roaming partners, it is either the MN's home network, or a visited network. If the first attachment is to the MN's home network, then the MN is expected to already have a security association with HPoS; otherwise, the MN can bootstrap this security association with the assistance of  HPoS, IKEv2 or standard AAA mechanisms or other proprietary means.

After initial attachment, there is signaling defined so that at all times the MN has a security association with the PoS in the network at its current point of attachment; the current network is termed the "originating" network, and the PoS in the originating network is abbreviated as the OPoS. As the MN moves from one partner network to the next (i.e., to a new "target network"), the MN establishes or renews a security association with the PoS in the target network (i.e., the "TPoS"). When handover is completed, the TPoS naturally begins to play the role of a local PoS, and when a later handover is required, it will then play the role of  OPoS.

In order to enable wider application of high-performance handovers and in particular preregistration signaling, security must be guaranteed for the control traffic. From above, we see that this signaling traffic is mediated by the PoS in each target network, which may be unknown to the MN until the need for handover has been determined. In such cases, for secure signaling, the MN needs to establish a security association with the target PoS. The process of establishing such a security association can be quite time consuming and often expensive in processor cycles as well. This clause specifies a much faster and easier method for providing security associations as needed between the MN and the target PoS in any target network within the networks covered by the roaming partners.

MIH_Prereg_Xfer and MIH_N2N_Prereg_Xfer messages exchanged between the originating PoS and the target PoS may require security protection. Furthermore, the target PoS may reject these messages from an unauthorized originating PoS. To protect the link between the originating PoS and the target PoS several approaches are possible.

An MIH SA (Security Association) defined in IEEE 802.21a can be used for protecting the communications between the originating PoS and the target PoS. In this case, the originating PoS acts as the initiating end-point of an MIH SA and the target PoS as the other end-point of the MIH SA. As specified in IEEE 802.21a, the MIH SA can be established using (D)TLS over MIH or EAP over MIH. 

Other mechanisms such as IPSec and TLS over TCP can also be used for protecting the communications between the originating PoS and the target PoS. Details on such mechanisms are outside the scope of this standard.
3.1.1 Key distribution by OPoS
This subclause specifies one algorithm to allow OPoS to distribute a shared key to the MN and to its desired TPoS.  The shared key is then used as the basis for a secure communications channel between the MN and the TPoS, enabling further secure preregistration activities.  The notation for PoS-based handover keys  is listed in Table 26.

Table 26—Key notation for PoS-based handover

	Khgw  
	key between MN and HGW

	Kopos  
	key between MN and OPoS 

	Ktpos  
	key between MN and TPoS; Ktpos is also referred to as the Media Independent Root Key (MIRK).

	Khopos  
	key between HPoS and OPoS 

	Khtpos  
	key between HPoS and TPoS 

	Kstpos   
	key between OPoS and TPoS 

	PNGopos 
	pseudo-random number generator between MN and OPoS

	PNGhopos 
	pseudo-random number generator between HPoS and OPoS 

	PNGstpos 
	pseudo-random number generator between OPoS and TPoS 


As mentioned in the foregoing discussion, when the MN has determined that a handover is needed to a new network, we may assume that the MN has a security association with a service in its home network, here called the Home Gateway (HGW), based on a key Khgw .  Interactions between the MN and its Home Gateway are out of scope for this protocol specification document.  We also assume that, because of previous protocol operations, the MN has a current security association with the PoS in the originating network (OPoS).  This security association is bidirectional and based on a share key Kopos.

Suppose the MN determines to move to a new network, the target network. Then the MN needs to preregister, and thus needs to use the PoS in target network, i.e., TPoS. Before it can do this, it needs to discover the address of TPoS and establish a security association with TPoS using Ktpos.

UE can make use of its existing security association with OPoS, because OPoS either already has, or can readily establish, a security association with TPoS. Suppose OPoS already has the required security association with TPoS. Then, when MN begins forwarding preregistration traffic to TPoS via OPoS, OPoS will provide MN and TPoS with a shared key, Ktpos, for use to protect the remainder of the MN's signaling traffic with TPoS. According to this proposal, the OPoS would thus forward the initial traffic to TPoS on behalf of the MN; the OPoS uses its own security relationship with TPoS to protect this initial preregistration signaling, and it also supplies the value of Ktpos to TPoS by adding a new extension to the preregistration traffic.

To send Ktpos to TPoS, OPoS provides the following payload within the TLVs of MIH_Prereg_Xfer Request, a new 802.21(c) message:

Payload = MNnetworkaccessid, Nonce, [Ktpos ⊕ PNGstpos (MNnetworkaccessid, Nonce)]
Upon receiving this payload, TPoS calculates PNGstpos (MNnetworkaccessid, Nonce) and XORs the result to the third parameter of the payload to recover Ktpos. 

Similarly, to send Ktpos to MN, OPoS provides the following payload within the TLVs of MIH_Prereg_Xfer Response, a new 802.21(c) message:

Payload = TPoSIdentifier, Nonce, [Ktpos  ⊕  PNGopos  (TPoSIdentifier, Nonce)]
Upon receiving the payload, MN calculates PNGopos (TPoSaddr, nonce) and XORs the result to the third parameter of the payload to recover Ktpos.

Alternatively, for both of these messages, the entire contents could be encrypted by OPoS using the keys it has available with TPoS and MN respectively. MN is allowed to send more signaling information to TPoS via OPoS even after OPoS distributes the keys; OPoS continues to forward traffic back and forth between MN and TPoS as needed until both endpoints have used Ktpos to establish the required security association. For best performance and least likelihood of congestion at OPoS, MN and TPoS should begin to use direct signaling as soon as possible and thus bypass OPoS. Other structures for the message payloads are also possible, depending on requirements.

Once the handover is completed, TPoS "becomes" OPoS and the handover cycle can begin anew whenever MN determines the need for the next handover.
4. Single Radio Handover 

4.1 Introduction
In a single radio handover, a mobile node can transmit on only one radio at a time. This enables design simplifications that contribute to lower cost and longer battery life for the mobile device, appealing especially to the consumer market.  Designing for single radio operation requires that one radio transmitter must be disabled before another radio interface can begin transmitting packets; this leads to a mode of operation commonly referred to as “break-before-make”. Multi-transmitter designs allow for simper designs for smooth handovers because the handover signaling has access to both origin and target networks at the same time.   For single radio, the handover must be designed to accomplish as many handover functions as possible in the origin network before breaking communication and re-tuning to the target network.  This typically includes preregistration in the target network, so that link establishment and device authentication can be accomplished as quickly as possible when the radio is re-tuned.  Only after link establishment and authentication are complete can the mobile device continue running its desired applications.  There is inevitably some short time during which communication is impossible, and it is the objective of this standard to minimize the disruption so that it does not adversely affect the applications or the user experience.

4.2 Major single radio handover processes

A single radio handover following the reference model in subclause 5.4 may consist of different handover processes and involve different information elements (clause 7) and messages (clause 8). Examples of handover are described in Annex N. Figure 50 shows the single radio handover procedures consisting of 5 processes as described below. 
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Figure 50 –Single radio handover procedures.

a) Network discovery: determine whether or not there is a candidate target network available for handover. In network discovery, the MN queries the Information Repository to discover candidate networks and their handover policies. Such information includes whether candidate networks and MN support SRHO or not, and the presence of Proxy GW on the candidate network. Network discovery also allows the MN to acquire the corresponding system information blocks of candidate PoAs to perform the radio measurements.  Alternatively, the MN may request that the Source Network PoS identify one or more candidate target networks. 

b) The handover decision may involve the following 
1) A handover trigger. 

2) Target network selection

3) Proxy gateway discovery. 

4) Evaluating the handover benefit: the evaluation can be made by the MN or the network, e.g., based on parameters such as signal strength, cost, and operator policy.

c) Preregistration includes pro-active authentication and establishing context (user identity, security, resource information) at the target network. Possibly with the help of Proxy GW, the MN can perform network entry procedures towards the target network while still retaining its data connection with the source network. Optionally, the preregistration process may occur before the network selection process as in the case of WiMAX target networks.

d) Target link preparation: the MN and target network prepare the establishment of the target link. This process ascertains whether the target network has enough resources to accommodate the new link and may include performing resource reservation or admission control as well as confirming that the signal conditions are favorable enough to establish the target link. 

e) SRHO execution process. Here, the source link is disconnected, the target radio is activated, and the target link is established. The association of the network layer address to the link layer address will change from the source link layer address to the target link layer address for IP-based mobility management protocol, and future incoming packets are then routed to the target radio.

5. Proxy Function
5.1 Introduction

The proxy function bridges the signaling between the MN and the target network via the originating network. In single radio handover, the MN may signal to the proxy function as if signaling to the target point of attachment, and the target PoA may respond by signaling to the Proxy GW as if signaling to the MN. 
The Proxy function may also behave like a virtual PoA to signal with the target PoA. The control frames from the MN tunneled via the source network to the target network are consumed at the Proxy function, which processes these control frames. Before replying to the control frames, the Proxy function may communicate with the appropriate network entities in the target network to enable conducting any needed functions requested in the control frame. This proxy in the control plane may therefore proxy any control functions in general, including but not limited to preregistration and proactive authentication of the MN. 
The proxy functions may be located at gateway router of the network. 

In a WiMAX network, the Proxy functions may be implemented in as an extension of the Signal Forwarding Function (SFF) [B5] and may reside at the ASN-GW. 

In a 3GPP network, the Proxy functions may be implemented as an extension of the Mobility Management Entity (MME).

In a 3GPP2 network, the Proxy functions may be implemented in the HRPD-SFF and the existing functions of the Packet Control Function (PCF).

Control signals between the MN and the proxy function are implemented in a media independent manner using the functions of, respectively, the originating network PoS and target PoS and the signaling messages defined in this specification.

In a distributed mobility management design, each network has a mobility routing function. The mobility routing function enables a router to forward packets towards a mobile node according to the new location of a mobile node. The logical functions of mobility routing and of the Proxy may be co-located. The distributed mobility management architecture is then shown in Figure 10a in which the Information Repository contains the logical function of location management information only and the proxy contains the logical function of mobility routing only.
The Proxy GW works as a gateway to bridge the mobility signaling between a MN and a target network via the source network. The Proxy GW can transfer L2 messages to the target network via the source network, as shown in Figure 52 (b). Moreover, the Proxy GW can convert the L2 messages to other control messages for the target network as a proxy between the MN and the target PoA, as shown in Figure 53 (b). 

If the Proxy function may transfer or convert interworking protocol messages such as in the example described in Annex T.

5.2 Communication between the MN and the target PoA 

The MN needs to communicate eventually with the target PoA to prepare for handover by performing network access procedure with the target access network. The first part of this communication is the transport of TCP or UDP / IP packets to the proxy function. The second part of this communication depends on whether the target PoA supports MIHF in the 802-architecture or whether it is a legacy PoA lacking such support. 

If the target PoA supports MIHF, the network entry L2 frame is encapsulated into an MIH frame to forward to the target radio. Figure 51 shows the transport of the target radio L2 control frame as a payload of a media independent control frame between the MN and the Proxy function via the source radio interface, in the absence of the target link. 
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Figure 51:  Transport of L2 frame of target interface via MIH using the logical connection at the Target PoS to SRHO-capable target PoA, showing the resulting protocol stack.

Figure 52 shows the transport of the target radio L2 control frame as a payload of a media independent control frame between the MN and the Proxy GW via the source radio in the absence the target link. The GW communicates with the target PoA using other control messages in order to proxy between the MN and the target PoA. 
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Figure 52  Transport of L2 frame of target interface to the GW which proxies between the MN and the target PoA, showing the resulting protocol stack.
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