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1.1 Items for discussion
1. Scope of the Security Ad-Hoc Group 
2. Workplan and a rough timeline
3. Definition of threats and remediations
4. Security for the Data, Control and Management Planes 
a. Security features similar to 802.16e-2005 Standard

b. Additional features needed

c. Encryption, authentication, privacy, authorization, intrusion detection, DoS and information operations avoidance, network security, anomalous behavior detection and reaction
5. Security for the Cognitive Plane - https://mentor.ieee.org/802.22/file/08/22-08-0083-02-0000-security-and-prm-enhancements-in-80222-v3.ppt
a. Mechanisms to counter various threats to the cognitive functionality of the 802.22 System
1.2 Scope of the Security Ad-Hoc Group

The scope of the Security Ad-Hoc in 802.22 will be to  

1. Identify the potential threats that 802.22 systems may face

2. Define the remediations for the identified threats
3. Seek contributions on the solutions to counter the security threats

4. Define the text to be incorporated into Section 7 of the 802.22 Draft Standard

5. Identify the implications of the security ad-hoc findings on other sections of the standard – Seek contributions to make the rest of 802.22 conform with the Security Sections and vice-versa. 
1.3 802.22 Security Ad-Hoc Group (AHG) Work Plan and Time-line till the July 2008 Plenary
--------------------------------------------

The purpose of this document is to introduce a process for developing text for the security sub-layer of the 802.22 draft.  Our initial dates and timelines as described in this document are aggressive and subject to change.

Ad-Hoc group Telecons

----------------------

Starting June 6 2008, telecons will occur every Friday @ 1100 hrs EDT.  Conference bridge information will be announced.

Phase I:
(Pre Denver)

--------

Timeline:
05/30 - 06/20

By the completion of this phase the AHG will have completed:

A) Security Concept Discussion

B) Draft 1 of Security Sublayer text

A) Security Concept Discussion:

Foster discussion and/or contribution generation amongst AHG participants on what concepts and process that the security sub-layer should entail.  Some examples of topics to consider [AHG is not be endorsing any one of these examples over the other]:

- Should the text development for security sub-layer be re-done from scratch, or should we continue to try and borrow as much as we can from 802.16?

- Should an 802.11 type security model be adopted?

- Discuss "potential" vulnerabilities that cognitive functions may impose?

- What protection mechanisms should be provided for the cognitive plane functions?

- Alignment with TG1 authentication mechanisms

- Should a "modular" approach be considered, i.e. mandate a standard cryptographic suite that CPE/BS have to adhere, but allow for "plugin" of user specific solutions?

B) Draft 1 Security Sublayer text

AHG chair will take any text, email, telecon discussions and find points of consensus among them; to develop a table of contents (ToC) for the Section 7.  In addition to the ToC, some informative text will be written (based on points of consensus) to fill in the sections/sub-sections outlined in the ToC.  This draft will be made available for comment on/around 6/20.

Phase II:
(Pre Denver)

---------

Timeline: 06/21 - 07/05

This phase will consist of commenting by AHG participants (not the whole WG) on the ToC and informative text in Draft 1.  Comments can consist of modifications to the ToC and/or some of the informative text.  By the completion of this phase changes to Draft 1 will be compiled into the Draft 2 that will be written by the AHG chair.  This draft should be made available on or around 07/04.

Phase III:
(Pre Denver)

----------

Timeline: 07/06 - 07/13

Draft 2, compiled in phase II, will be made available for comment by the whole working group.  Comments will have to be submitted to the AHG prior to the WG opening plenary (Monday 7/14 1400 - 1800 hrs).  

Phase IV:
(During Session 56)

---------

Timeline: 07/14-07/18

Comment resolution on Draft 2 comments.  At the conclusion of session 56, the WG should have the following:

- ToC for Security Sublayer

- Basic understanding of "security model"

- List of cryptographic, hashing, key exchange, authentication, authorization protocols that are desired

- Protection of cognitive functions,
- A basic outline for the security sublayers
Beyond Session 56:

------------------

Keep working on the security sublayers, section-by-section.  Once security sublayers are defined, analysis of draft needs to be conducted to make sure messaging (data / control info) is properly interfaced with security sublayer functions.
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Abstract


This document proposes the scope, the agenda and the workplan of the Security Ad-Hoc in 802.22. The document proposes a rough timeline for the group to recommend adequate security features in 802.22. This document also defines various threats against which 802.22 systems need to be protected
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