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1. Attendance
Shukri Wakid – BAE Systems
Bob Walzer – BAE Systems

Chris Clanton – Shure

Ranga Reddy – US Army

Tim Brown – Univ. of Colorado

Gerald Chouinard – CRC
Amita Sethi -
2. Minutes fro the June 6th Conference Call
2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Discusssion on Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Refereence Document - Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions
· Ranga Reddy and Apurva Mody presented the proposed text for the Table of Contents in Section 7 as contained in the Document https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Gerald Chouinard had some questions on the arrangements of the Table of Content. The questions were clarified. 
· After that there were some further discussions on the Threat Model for 802.22 as presented in Document 
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Chris Clanton asked if the threat from incumbent spoofing and replay attacks was the same for DTV as well as Microphone – The general feeling was that if TG1 beacon was used then the risk from this specific threat would be lowered due to the security features contained in the beaconing mechanism.
· Gerald Chouinard asked if the Security Sublayer 3 in the proposed PRM as contained in Document 83, Rev 4 had any other function besides authenticating the TG1 beacon. Apurva Mody answered that its functionality and security mechanisms need to be defined based on discussions within the Security Ad-Hoc group
· Gerald Choiunard had some questions on how CPE Spurs and DTV replay attacks could be handled
· Gerald Intelligence and security at the Base Station and CPE  
· BS schedules measurements  - replay attack mitigation - Apurva
· All the hooks are there to provide information to the BS – Tim Brown
· Ensure incumbent gets this performance. – Gerald Chouinard 
· Incumbents will always come back with scenarios  - Tim Brown
· Incumbents will always be protected – Apurva
· Gerald – main mechanisms – sensing, classification, send this information securely to the BS – make channels more water tight
· The Scope of the Security Ad-Hoc in 802.22 and the Workplan as contained in Document 159 - https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc was discussed. The Scope and the Workplan was agreed upon by the teleconference participants

Presentation on the 802.22 Threat Analysis was made which included suggested enhancements to the Protocol Reference Model as well as the Security in 802.22 – The presentation is located at - https://mentor.ieee.org/802.22/file/08/22-08-0083-03-0000-security-and-prm-enhancements-in-80222-v3.ppt
· There were many discussions on the presentation. Most people agreed that due to the specialized and unique nature of 802.22 systems (Cognitive + Long Range), enhanced security features are needed.  

· These security features for the Data/ Control and the Management Planes include Data integrity, Identification, Authentication, Authorization, Confidentiality / Privacy, Non-repudiation, 
· The security features for the Cognitive Plane include Authentication and Availability, Authorization, Confidentiality and Privacy. 
· For Regular as well as Cognitive Functionality, the threat model was presented. 

· Prof. Tim Brown said that 802.16e-2005 standard, which is likely to be the baseline standard for data/ control and management plane Security features in 802.22 is not enough. He along with his students have carried out extensive work on potential vulnerabilities in 802.16e-2005, especially during the start-up and initialization process. He suggested that along with theft of information, selective targeted jamming is a major concern. The Chairs pointed to the last section of the presentation (Doc 83, Rev 3) which raised this issue as well. Gerald Chouinard and Winston Caldwell suggested that due to the unique nature of 802.22 we should try to address both theft of information and selective jamming in either normative or informative text. Chris Clanton agreed. 
· The threats for cognitive functionality were presented. They included Incumbent re-play attacks, Incumbent ghosting, Geolocation falsification, Co-existence (CBP Packet) falsification, Incumbent Denial of Service (DoS), WRAN DoS, Spurious quiet period transmission, Spurious transmission as a result of hardware defects and aging, Spectrum manager misconfiguration or tampering. 
· The group agreed that these were indeed very valid threats and needed to be addressed. Gerald Chouinard pointed out that likelihood of Incumbent ghosting was higher that what was shown in the presentation
· Prof. Tim Brown pointed to the Masters Thesis work carried out by his student on DoS Threats to Cognitive Radios. He said that there were more threats possible than what was shown in the presentation. 
· Prof. Tim Brown said that in newer versions of the CDMA systems, if a device is out of spec. then it is asked to shut down by the Base Station. Similar approach can be followed in 802.22. The Chairs pointed out that this needs to be carried out for spurious transmissions in quiet periods as well as spurious transmissions due to hardware defects or aging. This may also need an optional use of a terrestrial geolocation system to triangulate the malicious device. 
· The Chairs suggested that they will be formulating the Table of Contents for the upcoming conference calls and seek for contributions. 
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Abstract


This document provides the minutes of the Security Ad-Hoc conference call which was held on Friday, June 13th 2008. 











Submission
page 1
Apurva Mody, BAE Systems

