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1. Attendance
Shukri Wakid – BAE Systems
Chris Clanton – Shure

Ranga Reddy – US Army

Tim Brown – Univ. of Colorado

Tom Kiernan – US Army
Gerald Chouinard – CRC
2. Minutes fro the June 6th Conference Call
2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Minutes from the previous Security Ad-Hoc Conference calls were approved – The documents recounting the meeting minutes may be found at https://mentor.ieee.org/802.22/file/08/22-08-0163-01-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc as well as https://mentor.ieee.org/802.22/file/08/22-08-0163-00-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· The document proposing the Recommended text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-00-0000-recommended-text-for-section-7-on-security-in-802-22.doc was presented and discussed

· Reference Documents 

· Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions
· Gerald suggested that the last sentence of the proposed text for Section 7 “Confidentiality and privacy mechanisms attempt to protect the sensitive information from eavesdropping” be moved to the previous paragraph.
· Ranga Reddy and Apurva Mody suggested that since TG1 had adopted Elliptic Curve Cryptography (ECC) for the beacon authentication, 802.22 will have to support it anyways. The question was whether 802.22 should adopt it for data encryption / authentication functions as well.

· There were a few questions related to who owns the patents for ECC and whether any LoAs have be obtained from these companies
· There was some discussion on whether 802.22 should do away with DES since it was a dated standard in favour of the ECC.

· The group in general was satisfied with the text contained in https://mentor.ieee.org/802.22/file/08/22-08-0174-00-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Towards the end of the call there were some discussions related to the proposed enhancements to the Protocol Reference Model separating the Cognitive and Data / Control as well as the Management Planes. Apurva Mody and Ranga Reddy pointed out that cognitive radios contain separate air interfaces for sensing and geo and the information at the output of these functions is different from the traditional information (of the 1s and 0s type). As a result, the security mechanisms for cognitive functions are likely to be different from the security functions for data, control and management functions. Finally, the Spectrum Manager (SM) is currently placed in the MLME which will eventually be replaced by a MIB and so the SM must come out anyways and reside in the cognitive plane. 
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Abstract


This document provides the minutes of the Security Ad-Hoc conference call which was held on Friday, June 20th 2008. 
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