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1. June 6th 2008 – Security Ad-Hoc Conference Call Meeting Minutes
1. Attendance

Apurva Mody – BAE Systems
Gerald Chouinard - CRC
Ranga Reddy – US Army 

Prof. Tim Brown - Univ of Colorado, Boulder 
Bob Walzer – BAE Systems
Amita Sethi - Univ of Colorado, Boulder

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-03-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions

· The Scope of the Security Ad-Hoc in 802.22 and the Workplan as contained in Document 159 - https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc was discussed. The Scope and the Workplan was agreed upon by the teleconference participants

Presentation on the 802.22 Threat Analysis was made which included suggested enhancements to the Protocol Reference Model as well as the Security in 802.22 – The presentation is located at - https://mentor.ieee.org/802.22/file/08/22-08-0083-03-0000-security-and-prm-enhancements-in-80222-v3.ppt
· There were many discussions on the presentation. Most people agreed that due to the specialized and unique nature of 802.22 systems (Cognitive + Long Range), enhanced security features are needed.  

· These security features for the Data/ Control and the Management Planes include Data integrity, Identification, Authentication, Authorization, Confidentiality / Privacy, Non-repudiation, 
· The security features for the Cognitive Plane include Authentication and Availability, Authorization, Confidentiality and Privacy. 

· For Regular as well as Cognitive Functionality, the threat model was presented. 

· Prof. Tim Brown said that 802.16e-2005 standard, which is likely to be the baseline standard for data/ control and management plane Security features in 802.22 is not enough. He along with his students have carried out extensive work on potential vulnerabilities in 802.16e-2005, especially during the start-up and initialization process. He suggested that along with theft of information, selective targeted jamming is a major concern. The Chairs pointed to the last section of the presentation (Doc 83, Rev 3) which raised this issue as well. Gerald Chouinard and Winston Caldwell suggested that due to the unique nature of 802.22 we should try to address both theft of information and selective jamming in either normative or informative text. Chris Clanton agreed. 

· The threats for cognitive functionality were presented. They included Incumbent re-play attacks, Incumbent ghosting, Geolocation falsification, Co-existence (CBP Packet) falsification, Incumbent Denial of Service (DoS), WRAN DoS, Spurious quiet period transmission, Spurious transmission as a result of hardware defects and aging, Spectrum manager misconfiguration or tampering. 
· The group agreed that these were indeed very valid threats and needed to be addressed. Gerald Chouinard pointed out that likelihood of Incumbent ghosting was higher that what was shown in the presentation
· Prof. Tim Brown pointed to the Masters Thesis work carried out by his student on DoS Threats to Cognitive Radios. He said that there were more threats possible than what was shown in the presentation. 
· Prof. Tim Brown said that in newer versions of the CDMA systems, if a device is out of spec. then it is asked to shut down by the Base Station. Similar approach can be followed in 802.22. The Chairs pointed out that this needs to be carried out for spurious transmissions in quiet periods as well as spurious transmissions due to hardware defects or aging. This may also need an optional use of a terrestrial geolocation system to triangulate the malicious device. 

· The Chairs suggested that they will be formulating the Table of Contents for the upcoming conference calls and seek for contributions. 

2. June 13th 2008 – Security Ad-Hoc Conference Call Meeting Minutes
1. Attendance

Apurva Mody – BAE Systems

Shukri Wakid – BAE Systems

Bob Walzer – BAE Systems

Chris Clanton – Shure

Ranga Reddy – US Army

Tim Brown – Univ. of Colorado

Gerald Chouinard – CRC

Amita Sethi -

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Discusssion on Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Refereence Document - Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions

· Ranga Reddy and Apurva Mody presented the proposed text for the Table of Contents in Section 7 as contained in the Document https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Gerald Chouinard had some questions on the arrangements of the Table of Content. The questions were clarified. 

· After that there were some further discussions on the Threat Model for 802.22 as presented in Document 

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Chris Clanton asked if the threat from incumbent spoofing and replay attacks was the same for DTV as well as Microphone – The general feeling was that if TG1 beacon was used then the risk from this specific threat would be lowered due to the security features contained in the beaconing mechanism.

· Gerald Chouinard asked if the Security Sublayer 3 in the proposed PRM as contained in Document 83, Rev 4 had any other function besides authenticating the TG1 beacon. Apurva Mody answered that its functionality and security mechanisms need to be defined based on discussions within the Security Ad-Hoc group

· Gerald Chouinard had some questions on how CPE Spurs and DTV replay attacks could be handled using the Security Sublayer as was shown in the Presentation Document 83. He suggested that the intelligence on decision making should reside in the Base Station only. Apurva Mody said that if CPEs are semi-autonomous as we are suggesting then they should be capable of making some decisions based on what a BS asks. For example, if a DTV signal is detected, and if geolocation verifies it then one can id the presence of the incumbent and vacate the channel. However, if DTV signal is detected and geolocation database is negative, then BS can ask the CPE to sense for a longer duration to ensure that it is not a replay attack.  On the other hand, in certain cases, a CPE might as well sense for longer periods to ensure that such an attack is not taking place. 

· Prof. Tim Brown suggested that we need to ensure that all the hooks are there to provide various kinds of information to the BS

· Apurva Mody emphasized that the incumbents must be protected at all costs. At the same time 802.22 systems must be protected against malicious manipulations. 

· Gerald Chouinard suggested that we break down the main mechanisms in 802.22 viz. – sensing, classification, spectrum management etc. send this information securely to the BS – make channels more water tight

· The chairs suggested that we continue this conversation in the weeks to come. 

3. June 20th 2008 – Security Ad-Hoc Conference Call Meeting Minutes
1. Attendance

Apurva Mody – BAE Systems

Shukri Wakid – BAE Systems

Chris Clanton – Shure

Ranga Reddy – US Army

Tim Brown – Univ. of Colorado

Tom Kiernan – US Army

Gerald Chouinard – CRC

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Minutes from the previous Security Ad-Hoc Conference calls were approved – The documents recounting the meeting minutes may be found at https://mentor.ieee.org/802.22/file/08/22-08-0163-01-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc as well as https://mentor.ieee.org/802.22/file/08/22-08-0163-00-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· The document proposing the Recommended text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-00-0000-recommended-text-for-section-7-on-security-in-802-22.doc was presented and discussed

· Reference Documents 

· Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions

· Gerald suggested that the last sentence of the proposed text for Section 7 “Confidentiality and privacy mechanisms attempt to protect the sensitive information from eavesdropping” be moved to the previous paragraph.

· Ranga Reddy and Apurva Mody suggested that since TG1 had adopted Elliptic Curve Cryptography (ECC) for the beacon authentication, 802.22 will have to support it anyways. The question was whether 802.22 should adopt it for data encryption / authentication functions as well.

· There were a few questions related to who owns the patents for ECC and whether any LoAs have be obtained from these companies

· There was some discussion on whether 802.22 should do away with DES since it was a dated standard in favour of the ECC.

· The group in general was satisfied with the text contained in https://mentor.ieee.org/802.22/file/08/22-08-0174-00-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Towards the end of the call there were some discussions related to the proposed enhancements to the Protocol Reference Model separating the Cognitive and Data / Control as well as the Management Planes. Apurva Mody and Ranga Reddy pointed out that cognitive radios contain separate air interfaces for sensing and geo and the information at the output of these functions is different from the traditional information (of the 1s and 0s type). As a result, the security mechanisms for cognitive functions are likely to be different from the security functions for data, control and management functions. Finally, the Spectrum Manager (SM) is currently placed in the MLME which will eventually be replaced by a MIB and so the SM must come out anyways and reside in the cognitive plane. 

4. June 27th 2008 – Security Ad-Hoc Conference Call Meeting Minutes
1. Attendance

Apurva Mody – BAE Systems

Shukri Wakid – BAE Systems

Bob Walzer – BAE Systems

Chris Clanton – Shure

Tim Brown – Univ. of Colorado

Tom Kiernan – US Army

Gerald Chouinard – CRC

Amita Sethi – Univ. of Colorado

Ranga Reddy - US Army

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Minutes from the previous Security Ad-Hoc Conference calls were approved – The documents recounting the meeting minutes may be found at https://mentor.ieee.org/802.22/file/08/22-08-0163-02-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc as well as \
· The document proposing the Recommended text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-01-0000-recommended-text-for-section-7-on-security-in-802-22.doc was presented and discussed

· Reference Documents 

· Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions

· The document proposing the Recommended Text for Section 7 on Security in 802.22 (Doc 174 – Rev1) was discussed. The changes to Paragraph 2 of the Section 7 have been highlighted in Red. 

· Much of the text for Section 7 has been taken from the P802.16Rev2/D5 document. However, there are some modifications and additions which are specific to 802.22

· The modifications specific to 802.22 have been highlighted in Red
· The sentences and schemes proposed for Security in P802.16Rev2/D5 that may not be relevant to 802.22 or that need to be reviewed are marked in Blue.  

· Based on the comments received from Gerald Chouinard, related to the introductory paragraph, Apurva Mody displayed the changes that he had made. 

· There were discussions related to the managed CPEs and security mechanisms for the same.

· Gerald Chouinard and Apurva Mody expressed an opinion that remote management of CPE was very much needed due to the long distances involved in 802.22. High gasoline prices is also a strong motivating factor to have this feature included in 802.22. The group agreed with that sentiment.

· Apurva Mody and Ranga Reddy said that every new functionality (e.g. remote management of CPEs) that was added requires adequate protection mechanisms.

· Apurva Mody talked about the Authentication, Authorization and Traffic Encryption mechanisms in 802.16 that were relavant to 802.22

· The group was satisfied with the progress thus far

· As an follow-up action item, Gerald Chouinard asked Apurva Mody to talk to Carl Stevensen to schedule time slots in the general session of the 802.22 meeting in Denver

· The group agreed that having Prof. Tim Brown talk about his group’ s research work related to Security in Cognitive Radios and Networks was a very good idea.

5. July 11th 2008 – Security Ad-Hoc Conference Call Meeting Minutes
1. Attendance

Apurva Mody – BAE Systems 

Shukri Wakid – BAE Systems 

Bob Walzer – BAE Systems 

Chris Clanton – Shure 

Tim Brown – Univ. of Colorado 

Tom Kiernan – US Army

Gerald Chouinard – CRC 

Amita Sethi – Univ. of Colorado 

Ranga Reddy - US Army

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Minutes from the previous Security Ad-Hoc Conference calls were approved – The documents recounting the meeting minutes may be found at https://mentor.ieee.org/802.22/file/08/22-08-0163-03-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc as well as \
· The document proposing the Recommended text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-01-0000-recommended-text-for-section-7-on-security-in-802-22.doc was presented and discussed

· Reference Documents 

· Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions

· The document proposing the Recommended Text for Section 7 on Security in 802.22 (Doc 174 – Rev1) was discussed. The changes to Paragraph 2 of the Section 7 have been highlighted in Red. 

· Much of the text for Section 7 has been taken from the P802.16Rev2/D5 document. However, there are some modifications and additions which are specific to 802.22

· The modifications specific to 802.22 have been highlighted in Red
· The sentences and schemes proposed for Security in P802.16Rev2/D5 that may not be relevant to 802.22 or that need to be reviewed are marked in Blue.  

· The text for Section 7.10, Security sublayer Architecture for the Cognitive Plane (Informative) was presented and discussed. A few of the security functions for the Cognitive Plane include Availability, Authentication, Authorization, Identification, Integrity, Confidentiality and Privacy. 
· There was some discussion related to each of these topics. 
· Mechanisms for the proposed functions will be presented and discussed in the forthcoming meetings. 
6. August 11th 2008 – Security Ad-Hoc Conference Call Meeting Minutes
1. Attendance

Apurva Mody – BAE Systems 

Bob Walzer – BAE Systems  

Chris Clanton – Shure  

Tim Brown – Univ. of Colorado  

Tom Kiernan – US Army 

Gerald Chouinard – CRC  

Ranga Reddy - US Army 

Winston Caldwell – Fox  

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Minutes from the previous Security Ad-Hoc Conference calls were approved – The documents recounting the meeting minutes may be found at https://mentor.ieee.org/802.22/file/08/22-08-0163-04-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc as well as 

· The document proposing the Recommended text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-04-0000-recommended-text-for-section-7-on-security-in-802-22.doc was presented and discussed

· Reference Documents 

· Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions

· The document proposing the Recommended Text for Section 7 on Security in 802.22 (Doc 174 – Rev4) was discussed.  

· The Chairs for the security ad-hoc (Apurva Mody, Tom Kiernan) gave a re-cap of the activities of the group during last couple of teleconference calls and at the IEEE 802 Plenary meeting in Denver, Co.  
· The text related to the Authorization state machine was reviewed. 
· Ranga Reddy suggested that in case the a CPE has received an Authorization Reject message and the error code indicates that the rejection is of a permanent nature, then this must be followed by revoking the CPE’ s ability to register – that is de-registration of the CPE.
· Gerald Chouinard re-iterated that the remote management of the CPE is required since the distances in 802.22 are large. 
· There was some discussion related to the proposed Protocol Reference Model (PRM) of 802.22. Apurva Mody, Ranga Reddy and Thomas Kiernan suggested that the revised proposed PRM as shown in Documents 174rev4, and 83rev5, is likely to accelerate the 802.22 standards development process, since 802.22 can borrow the MIBs from 802.16g document.   

· Gerald said that he was fine with that as long as it does not make 802.22 complicated - .16 may have done things more complicated. He further added that 802.22 needs to be a straightforward and a simple standard.

· There was some discussion on re-drawing the PRMs separately for the BS and the CPE. Winston was unsure as to how the data will flow at the BS. He suggested that we somehow link up the MAC directly with the Spectrum Manager / Spectrum Automaton, since he did not see how the information related to sensing from various CPEs comes through the PHY / MAC and reaches the SM. 

· Apurva Mody suggested that the MIB is a database and should contain the tables which are periodically refreshed by the MAC. The SM has another timer that can periodically fetch that information from the MIBs. Further, SM can periodically populate the tables based on the sensed information. 

· Apurva said that he will look into the architecture and make the suggested changes to assuage the concerns of various people. Apurva suggested that at some point, others who were opposed to this architecture must come forward and explain their opposition to it.   

· Gerald said that he was fine with the suggested changes to the PRM

· As for security in 802.22, Apurva Mody assured Gerald that the idea was to borrow only those features from 802.16 that were really necessary. For example, many features from 802.16 security mechanisms may be left out since they were not relevant to 802.22. However, 802.22 needs enhanced security mechanisms to protect the cognitive functions. 

· Gerald asked if we are we departing from .16 if we do what Ranga is suggesting (i. e. de-registration of the CPE). Ranga as well as Apurva suggested that the problems of 802.22 are likely to be complex, and if a CPE was found to be not complying with the transmission requirements then it needs to be de-registered. 

· Gerald asked if the CPE needs to support all the security modes.Apurva Mody said that some modes will be mandarory whereas others will be optional. This is analogous to the channel coding mechanisms, where some channel codes (e. g. Convolutional codes) are mandatory and others (e. g. Turbo codes) are optional. Apurva further suggested that if someone wants no security then we can give it to him. 

· The group re-visited the various security mechanisms of 802.16 and came to a conclusion that EAP can be safely removed at this time – EAP may be useful for mobility and managed CPEs, however, 802.22 was not planning to support mobility at this point and there were other ways of ensuring security for remotely managed CPE. 

· The group further decided to make AES-128 as one of the mandatory modes.

7. August 18th 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Bob Walzer – BAE Systems 

Chris Clanton – Shure 

Tim Brown – Univ. of Colorado

Amita Sethi – Univ. Colorado  

Tom Kiernan – US Army 

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Winston Caldwell – Fox 

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Minutes from the previous Security Ad-Hoc Conference calls were approved – The documents recounting the meeting minutes may be found at https://mentor.ieee.org/802.22/file/08/22-08-0163-05-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc as well as 

· The document proposing the Recommended text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-050000-recommended-text-for-section-7-on-security-in-802-22.doc was presented and discussed

· Reference Documents 

· Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis

https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions

· Gerald Chouinard asked the Chairs of the Security Ad-Hoc, Apurva Mody and Tom Kiernan, to combine the meeting minutes from previous calls into one document 2008-08-0163, in order to make things easy to track. – The Chairs agreed.  

· Diagram related to Protocol Reference Model in Doc 2008-08-0174, Rev5 was re-visited based on the previous week’ s discussions. Gerald Chouinard asked the Chairs to make few minor changes, such as bringing the lines connecting the MIBs to the SM, the MIB to the MAC and the MAC to the SM closer together. The Chairs said that they will make those changes. 

· Annex C in Document 2008-08-174, Rev 5 was discussed. Apurva Mody presented a probabilistic analysis of how, collaborative sensing with certain rule sets can help in protecting WRAN systems against Denial of Service attacks such as spoofing. Some results were presented based on simple rules such as OR and AND. These rule sets will be expanded and made more sophisticated. 

· Dr. Tim Brown suggested that voting scheme, instead of simple OR or AND can prove to be useful, where a decisions are made by combining the sensing results from L out of N (L<N) users. Apurva Mody agreed with that and he will work with Tim to define these rule sets in the forthcoming meetings.   

· Winston Caldwell suggested that the Chairs re-visit some previous contributions in 802.22 related to collaborative sensing and see how they can help security in 802.22. Some of these contributions included the ones presented by Gerald Chouinard, Steve Shellhammer etc. 

· There were a few other discussions complexity of 802.22 systems and how they can be kept simple. 

8. August 25th 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems 

Bob Walzer – BAE Systems

Chris Clanton – Shure 

Amita Sethi – Univ. Colorado  

Tom Kiernan – US Army 

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Winston Caldwell – Fox 

2.1 Agenda

· Attendance 

· Chair asked if everyone attending was familiar with the IEEE patent policy – No one seemed to be unfamiliar with the IEEE Patent Policy 

· http://standards.ieee.org/board/pat/pat-slideset.pdf 

· Minutes from the previous Security Ad-Hoc Conference calls were approved – The documents recounting the meeting minutes may be found at https://mentor.ieee.org/802.22/file/08/22-08-0163-06-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc as well as 

· The document proposing the Recommended text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-06-0000-recommended-text-for-section-7-on-security-in-802-22.doc was presented and discussed

· Reference Documents 

· Table of Contents for Section 7. The reference document for the proposed text can be found at 

https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Scope and the Workplan for the Security Ad-Hoc Group –  https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc
· Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis https://mentor.ieee.org/802.22/file/08/22-08-0083-06-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business

Minutes and Discussions

· Consolidated meeting minutes from all the previous conference calls were reviewed. The meeting minutes of the teleconference call held on August 18th was approved. 

· There were more discussions related to the Protocol Reference Model (PRM) where it was decided to break up the PRMs for the BS and the CPE. Gerald Chouinard asked Apurva Mody to label some of the connections so that their functionalities when in BS or in the CPE may be explicitly explained. 

· Apurva Mody agreed, and will upload the updated documents containing the modified PRMs. The revised documents containing the modified versions of the PRMs include Doc 08-83 Rev7, Doc 08-121 Rev 7 as well as Doc 08-174 Rev 7. 

· There were futher discussions on collaborative sensing to enhance security in 802.22 – Gerald Chouinard suggested that geolocation information from the BSs and the CPEs needs to be considered for the AND, OR and the voting rules – The chosen rule will closely depend upon where the CPEs are located relative to each other.

· Voting + statistical signature of the incumbents considering their expected coverage (e. g. TG1 beacon has 4 km radius) need to be considered. For example, if sensors are 10 km away from the wireless microphone, but they can listen to the TG1 beacon then one can make an assumption that the beaconing signal is not authentic. 

· If sensors are close to eachother but far enough to de-correlate local signal blockage (due to buildings, for example)–collaborative sensing can provide a reliable signature of a localized incumbent presence. 

· The teleconference calls related to security in 802.22 will resume after the Hawaii interim meeting. 

9. September 29th 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems
Bob Walzer – BAE Systems 
Amita Sethi – Univ. Colorado 
Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Dan Lubar – Relay Services

Tim Brown – U. of Colorado

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was  familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on August  25th  2008 were approved - https://mentor.ieee.org/802.22/file/08/22-08-0163-08-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on the Document #174 Rev  8  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-08-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Gerald Chouinard gave a re-cap of progress made during the Hawaii interim meeting.
· Apurva Mody gave a re-cap of the progress made thus far on Security in 802.22
· The Version 8 of the Document 08-174 contains all the text relevant to the Security in 802.22 for completeness 
· Section 6 - This includes the Security messages which are part of the MAC Common Part Sublayer.
· Section 7 - Security mechanisms for the non-cognitive and cognitive planes in 802.22 
· Section 9 - The Section on Cognitive Radio capabilitiy – Changes and additions to this section to incorporate Security features for the cognitive plane will be highlighted in Blue.
· Section 10 - The Section on configuration
· The current draft of 802.22 defines Hashed Message Authentication Code (HMAC) but does not define Cipher-based Message Authentication Code (CMAC). During the telecon it was decided to include that into 802.22
· During the telecom, it was decided NOT to include triple DES (3-DES) in 802.22 since this security protocol is outdated.
· It was also decided NOT to include EAP to keep 802.22 security mechanisms simple.
· Ranga Reddy will check if the DES-Cipher Block Chaining (DES-CBC) mode is required to be included in 802.22. 

· During the telecon, it was agreed upon that AES-128 will be a manadatory encryption scheme in 802.22. 

· 802.22 will have two authentication schemes - RSA based and Elliptic Curve Cryptography (ECC) based authentication. 

10. October 6th 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 
Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Yongjin Kim – Qualcomm 

Winston Caldwell – Fox 
Tim Brown – U. Colorado 

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on September 29th  2008 were approved - https://mentor.ieee.org/802.22/file/08/22-08-0163-08-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on the Document #174 Rev  8  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Further discussions on Document 22-08-174 Rev 9 were carried out

· The group discussed the need for Hash Message Authentication Code (HMAC) and Cipher-based Message Authentication Code (CMAC). Ranga Reddy will provide some details and definition of HMAC / CMAC.
· There were some discussions on the use of hand-off mechanisms for co-existence. Apurva Mody suggested that 802.22 should explore the possibility of using hand-off mechanisms for co-existence. For example, during hand-off, a subscriber can listen to two BSs simultaneously and ends up locking on to a BS with a higher signal strength. The situation during co-existence is similar, where a CPE is needs to affiliate itself to a BS and exchange system information to alert them of possible interference.  
· Gerald Chouinard suggested that if an operator has more than one BS, the BS can instruct the CPE to move to another BS belonging to his own network. Some futher investigation with Wireless Internet Service Providers (WISPs) is needed to see if they plan to have multiple overlapping BS coverages of the same zone for seamless service. 
11. October 20th 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 
Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Yongjin Kim – Qualcomm 

Winston Caldwell – Fox 

Tim Brown – U. Colorado 

Thomas Kiernan US Army 

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on October 6th  2008 were approved – 
https://mentor.ieee.org/802.22/file/08/22-08-0163-10-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Yongjin  - HMAC, CMAC are vulnerable to impersonation attack since they use shared key to generate signature. Some standards take this approach. But, this is not sound approach. 

· Yongjin  - SHA1(e.g., HMAC-SHA1, etc.) should not be used in any place. It will be deprecated soon (2010). SHA2 should be used instead.
· Prior comments from George Vlantis – ST Micro
· Will the BS provide authentication or will there be a Certificate Authority for the network?  (If we were to have secure CBPs, then the CA would seem be a requirement since CBP is intended to be used outside the BS's system.  A simple LDAP server per BS doesn't seem workable.)
· If a CA is required who will fund it?  And in which regulatory domains?  How does a BS/regulatory domain opt out?
· Do we want to support PHY layer encryption?  (Possibly you could work out a key exchange protocol between systems.)
· Do we want to carry certificates on every CBP?  (Seems in our brief discussion, you were leaning this way.  There would be a 100+ byte penalty per transmission...need to think about how this shrinks the payload capacity for a 2 data symbol CBP).
· From your invitation below, it seems you are opening the door to expanding the CBP payload.  The current 5 symbol CBP window supports maximum 3 symbol CBP transmissions.  It think we could expand the window in the MAC spec fairly quickly.  The WISPs can calculate the cost to their bottom lines.  We never concluded on the frequency of these windows, as far as I know.  There could be an impact on the CBP preamble/pilots.  Numbers like 4 or 8 CBP windows per superframe were discussed, but I don't recall any analysis.  Not sure whether there is an associated comment to this issue, but if there is we can address it then.  Again the WISPs can take pencil and paper to the issue.  If you have the bandwidth on the security call to address this, please do.  If I were the chair of the ad hoc, I'd address the requirements first.
· Somehow I missed the discussion on requirements for the security of the 802.22.1 beacon.  From a security perspective, it may be analgous to CBP, in the sense that a link state is not maintained.  It may be helpful to refresh our minds on 802.22.1's security requirements and how they derived their solution.  Just an idea.  I'd like to avoid the case where we re-invent a CBP that is so long that it can't be practically used by 802.22 BS's, because of its duration, due to security overhead.  I didn't intend to sound like a broken record (or scratched CD). 
12. October 30th 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems
Amita Sethi – Univ. Colorado 
Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Yongjin Kim – Qualcomm 

Winston Caldwell - Fox

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on October 20th  2008 were approved – 
https://mentor.ieee.org/802.22/file/08/22-08-0163-11-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Ranga Reddy - Certicom holds patents on ECC currently being used for TG1 beacon and CBP Co-existence group. LoA needs to be issued. Gerald – Need to bring this to the floor in the opening plenary in the November meeting 
· Gerald – Why do you need CBP signatures to have time stamps in ms – Ranga Reddy – The plan is to have the derived keys based on time stamps to reduce the overhead.
· Ranga – The 802.22 systems group needs to decide if we want the CPE to open the packet, verify the CBP packet or act as a forwarding node to the other BS. Apurva – Prefer latter since CPE already has the security pipe through its non-cognitive functions.
· Gerald – supports the latter mechanism as well. CPE acts to forward the CBP.
· Amita Sethi – How do we know that the BS is not a rogue BS? Gerald – CPEs do not know that it is valid or rogue. They only forward it to their BS who verifies the CBP. 
· Apurva – Since the CBP protection mechanisms are derived from the TG1 protection mechanism, the security vulnerabilities in the protocols are likely to comporomise the TG1 more than the likelihood of a rogue 802.22 BS coming in to create DoS.    

· Ranga – What is a rogue BS? Some ISP who wants to deny the BW to others? BS only emits certain CBPs – co-existence mechanisms.

· Gerald – if there is a rogue BS transmitting CBPs then CPE will be overwhelmed. But BS has a control over which CPEs listen to CBPs. So BS can ask these CPEs to not even listen. 

· Amita – Receiving stations needs to validates the tranmitting station. 
· Yongjin – HMAC, CMAC they do not use public and private keys. HMAC may not work with public and private key. Any CPE can generate a fake message and sign it with its own shared key. Ranga – We plan to use key derivation so that keys are not distributable? HMAC and CMAC algorithms are fundamentally different from RSA. 
· Yongjin – SHA 1 is broken Need to consider SHA-2 224 bytes

· Yongjin – 192 bit ECC key is equivalent to security level of 80 bits symmetric key which is low

· Yongjin – Most standards are adopting SHA-2 256
· Yongjin – will provide some alternative signature sizes.

13. November 3rd 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Winston Caldwell – Fox 
Bob Walzer – BAE Systems

Tim Brown – U. Colorado 
Thomas Kiernan – US Army 

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on October 27th  2008 were approved – 
https://mentor.ieee.org/802.22/file/08/22-08-0163-12-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Discussions were help on the Co-existence Beaconing Protocol (CBP) protection mechanisms, based on Contribution 08-296400, by Ranga Reddy et al. 

· There were some discussions on whether a rogue BS was a possibility. Gerald Chouinard, felt that it is indeed a possibility. One way to think of a rogue BS could be that a Wireless Internet Service Provider (WISP) is unwilling to share information with other and consume all the available bandwidth.   Gerald further suggested that a legitimate 802.22 operator may become a rogue operator any time. The only way to avoid it is if there is a thread to the originator so that the BS operator may be held accountable. 
· Ranga Reddy – If someone buys a BS can we can mandate that manufacturer certificate is installed? 
· Gerald – you may have an operator that is fully certified and not be nice anymore – 
· Ranga – Location needs to be part of the CBP. Traceablility? 

· Gerald – One other concern was the flooding of the CBP packets by a rogue BS. He suggested that perhaps the 802.22 systems can limit the number of CBP bursts originating from a cell / BS. 
· Apurva, Ranga – Spectrum policy database rules also need protection – Apply policies for all the operators. 802.22 systems should mandate that all the BSs MUST 1. Exchange information related to the spectrum availability if asked by a legitimate neighbor. 2. Follow the spectrum etiquette. If no backup / candidate channels are available, enter into the co-existence mode and share the bandwidth if requested by a legitimate neighbor.    

· Gerald – Is it possible to pursue a case against malicious operators in court? 

· Gerald suggested that one can make sure that the operator can not play with the software easily – that is etch the algorithms into silicon. 

· Apurva – What do you mean by co-existence in silicon – Gerald - CSMA / CA? Contention algorithm. 
· Apurva – CSMA/ CA will not work over long distances that 802.22 systems are planning to operate over. 
· Tim Brown – Don’ t want to rely on tamper proof hardware. 802.11 its not hard to tamper with a hardware but to convince packet to send any arbitrary bit stream. 
· Gerald – Need traceablility of the CBP source. 

· Ranga – to summarise – 1. Need to have spectrum policy with rules 2. Need to make CBP behavior standard – operator needs to participate in co-existence 3. Functinonal requirements for hardware being tamper proof. 4. Restrict the number of CBP transmissions per time unit – Mandate.- Mandate Spectrum Etiquette BS MUST 1. Exchange information related to the spectrum availability if asked by a legitimate neighbor. 2. Follow the spectrum etiquette. If no backup / candidate channels are available, enter into the co-existence mode and share the bandwidth if requested by a legitimate neighbor.    

· Need to verify if a BS that sent false CBP exists. Need to transmit geolocation information with CBP

· Ranga will perform the key derivation – HMAC/ CMAC – Receiving station will re-derive the key generated at the Tx. TG1 authentication – sense and move out. Sense through many users and do collaborative sensing AND 3. Wait, get the full pay load and decrypt to authenticate

· Comment resolution – Approximately 13 comments were resolved. Comments resolutions was reached for - Section 6: #76, #79-80, #89-90, #251, #260-265 (6.9.28), Section 7: #76. Gerald has noted down the proposed resolution.

· Comments 597-627 and 630-631 are rendered moot since they are related to the older version of the Section 7. Sectoin 7 is being completely re-vamped and re-written.  
14. December 1st 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Winston Caldwell – Fox 

Bob Walzer – BAE Systems

Tim Brown – U. Colorado 

Thomas Kiernan – US Army 

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on November 3rd  2008 were approved –  https://mentor.ieee.org/802.22/file/08/22-08-0163-13-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Ranga presented some thoughts on CBP re-design that could reduce the payload in CBP packet
· Header Check Sequence is not necessary
· Gerald - CBP channel selection IE needs to be removed since CBP will always be transmitted on the current operating channel. CBP transmission can only be done on the active channel. CBP reception can be done on any channel. 
· Gerald – Active TV channel also goes away – 2.7 and 2.8 can be removed

· Gerald – Comment on the location – Need to check what FCC has been asking in its published rules for location and identification of the licensed exmept device. This may be done through the CBP. FCC requires that the licensed exempt or the unlicensed device can identify itself.
· Apurva – Identification of the licensed exempt equipment – Need to transmit id of all the systems to other devices. That includes BS as well as CPEs. 
· Ranga – Is BS going to support a backup channel list of 256 channels? Gerald – unlikely

· Gerald said that Ranga’ s thoughts on CBP re-design were interesting. They need to be presented to the Co-existence group. Ranga said that he will work on providing a formal contribution. 

· Gerald said that if no backhaul and internet database are available, then CBP is going to be a key to co-existence if other standards decide to operate in the TV Whitespaces.

15. December 8th 2008 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Bob Walzer – BAE Systems

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on November 3rd  2008 were approved –  https://mentor.ieee.org/802.22/file/08/22-08-0163-14-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Apurva Mody presented the Contribution 22-08-0301-01 on Collaborative Sensing for Security in 802.22. 
· The techniques included collaborative sensing, information fusion at the BS and decision making based on several different rules such as AND, OR and Voting. 

· Gerald Chouinard commented that the Collaborative Sensing techniques need to be combined with geographical information

· Gerald Chouinard - Collaborative sensing takes all it strength when the information fusion described above takes into account the knowledge on the geographic location of the specific sensing devices providing sensing reports. The device which has detected the incumbent will send the UCS – Urgent Co-existence Situation Request message to the BS. 
· Apurva Mody – said that this needs to be part of the Spectrum Manager function

· Apurva Mody – Collaborative Sensing taking into account the Geographical Information and correlation will be incorporated in Section 7.11 of Document 22-08-0174.   
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Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 

Gerald Chouinard – CRC 

Winston Caldwell – Fox 
Ranga Reddy - US Army 
Bob Walzer – BAE Systems 
2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on November 3rd  2008 were approved –  https://mentor.ieee.org/802.22/file/08/22-08-0163-14-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Some further progress was made on the security for non-cognitive functions in 802.22. 

· Security mechanisms for the Traffic Encryption Keying State Machine Flow and State Transition Matrix were discussed.  
17. February 16th 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on November 3rd  2008 were approved –  https://mentor.ieee.org/802.22/file/08/22-08-0163-14-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Gerald Chouinard updated the security ad-hoc chairs on various on-going activities related to the current FCC Rules and Order and where the security aspects can fit in. 

· Ranga Reddy discussed the security procedures for the non-cognitive functions in 802.22. The proposed mechanisms for security which consist of authorization, authentication, integrity, encryption etc. have been simplified such that both Hash Message Authentication Code (HMAC) and Cipher Message Authentication Code (CMAC) functions have been removed. 
· Ranga Reddy explained that instead, Advanced Encryption Standard (AES) – 128 algorithm is being used for authentication, as well as encryption. 

· Unlike 802.16e which protects packets containing data, but does not protect the packets containing control and management messages, 802.22 will be making sure to protect security for management, control as well as data messages. 

· Ranga Reddy said that more details will be provided in the Feb. 23rd and March 2nd telecons as well as the 802.22 face to face in Vancouver. 

· Gerald Chouinard has asked the Security Ad-hoc to provide an almost final version by March 2nd so that he can roll it into the most current version of the 802.22 draft which will most likely go for ballot at the end of the March Plenary. 

18. February 23rd 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 

Winston Caldwell - Fox

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Bob Walzer – BAE Systems
George Vlantis – ST Micro 

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on November 3rd  2008 were approved –  https://mentor.ieee.org/802.22/file/08/22-08-0163-14-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

· Ranga Reddy presented the new additions in the Document 22-08-0174-14, which contains most recent version on recommendations for security in 802.22 systems. 

· The current version has simplified many aspects of the security for non-cognitive portion. While borrowing some essential security constructs and mechanisms from most recent versions of the 802.16, 802.11 and 802.15 standards, it has also eliminated many mechanisms that were not required. Some of the most important features of the proposed security features for non-cognitive functions includes elimination of HMAC and CMAC. Instead AES has been used in order to perform authentication, encryotion and integrity check.
· The other new addition is the use of Elliptic Curve Cryptography (ECC) for authentication.  

· Winston Caldwell had questions related to network entry process which was clarified by Ranga Reddy. 
· Ranga Reddy proposes that 802.22 performs authorization earlier in the process. 
· As an action item Winston needs to see the CBC message and make sure that it correlates with the text proposed in Document 174. 
· Winston suggested that at the time of network entry if we can minimize the number of transmissions then that would be nice. 
· George suggested that the Security ad-hoc replace the word “byte” and use “octet” instead.
19. March 2nd 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Amita Sethi – Univ. Colorado 

Winston Caldwell - Fox

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Bob Walzer – BAE Systems

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on November 3rd  2008 were approved –  https://mentor.ieee.org/802.22/file/08/22-08-0163-14-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy.

· Discussion on the Document #174 Rev  10  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/file/08/22-08-0174-09-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/file/08/22-08-0083-04-0000-security-and-prm-enhancements-in-80222-v3.ppt
· New business 

Minutes and Discussions

20. April 6th 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Gerald Chouinard – CRC 

Ranga Reddy - US Army 

Bob Walzer – BAE Systems

2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on November 3rd  2008 were approved –  https://mentor.ieee.org/802.22/dcn/08/22-08-0163-18-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy. https://mentor.ieee.org/802.22/dcn/08/22-08-0296-03-0000-cbp-security-protection-mechanisms.doc
· Discussion on the Document #174 Rev  17  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0174-17-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/dcn/08/22-08-0083-08-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Proposed Reference Architecture for 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0121-10-0000-text-on-protocol-reference-model-enhancements-in-802-22.doc
· New business 

Minutes and Discussions

· Gerald - The entire section should be normative but certain sections may be optional

· Apurva Mody asked Gerald Chouinard the the difference between a text that is recommended practice for a standard and the text which is normative but optional. 

· Gerald Chouinard explained that the recommended practice does not belong to a standard whereas text that is normative but optional does, and some vendors may choose not to implement the optional features.  

· The general feeling of the group was that the security for 802.22 is normative but certain features may be optional. For example, a vendor is not required to implement / develop a product with all the possible encryption / authentication mechanisms. The encryption/ authentication capabilities are initially exchanged between a BS and CPE during the initialization.   

· The group also agreed that collaborative sensing to enhance security in 802.22 is normative but optional. Information fusion may be vendor specific. Collaborative sensing IS in the interest of the operators for security and may require specific MAC and PHY features. So it must be in normative text as an option. 

· However, Gerald Chouinard suggested that if based on scientific evidence, if one can prove that information fusion from N number of CPEs reduce Probability of False Positives and increase Probability of True Positivies then the conditions and parameters used for this fusion need to be captured in the main body of the text. This will also make sure that all the operators follow the same ground rules. Specify the threshold – at least N CPEs to ensure that microphone is detected. E. g. 50% rule and no fewer than 3-4 CPEs.

· Ranga Reddy suggested that we normative (optional) text clear in the beginning of Section 7.10 / 7.11

· Discussion turned to Figured CSD (https://mentor.ieee.org/802.22/dcn/08/22-08-0174-17-0000-recommended-text-for-section-7-on-security-in-802-22.doc). For collaborative sensing to detect the wireless microphones, Gerald suggested to keep the total distance 4km but refer to 2km for collaborative sensing from SHURE, since there has been a petition for re-consideration – from Shure inc. 

· Minor modification to the figure was suggested. Change to CPEs and no BS

· More description for nodes I, S is needed in the figure especially sine this figure is dependent upon the figure in the spectrum manager – Document - https://mentor.ieee.org/802.22/dcn/09/22-09-0057-05-0000-section-9-cognitive-radio-capabilities-missing-sections-and-details.doc.

21. April 13th 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Gerald Chouinard – CRC 

Bob Walzer – BAE Systems
Amita Sethi – U. Of Colorado 

Ranga Reddu – US Army

Winston Caldwell - Fox
2.1 Agenda

Agenda 

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  the Security Ad-Hoc Conference Call  held on November 3rd  2008 were approved –  https://mentor.ieee.org/802.22/dcn/08/22-08-0163-18-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy. https://mentor.ieee.org/802.22/dcn/08/22-08-0296-03-0000-cbp-security-protection-mechanisms.doc
· Discussion on the Document #174 Rev  17  - Recommended Text for Section 7 on Security in 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0174-17-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc 

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/dcn/08/22-08-0083-08-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Proposed Reference Architecture for 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0121-10-0000-text-on-protocol-reference-model-enhancements-in-802-22.doc
· New business 

Minutes and Discussions

· Gerald Chouinard had some questions related to the new proposed Protocol Reference Model (PRM) contained in Document 22-08-0121 Rev 10 that was approved to be part of the 802.22 standard. There are some [TBD]s and missing references in that document, and Gerald asked Apurva Mody and Ranga Reddy to help him out with them

· There were some discussions on the MIBs and Management / Control Plane procedures. 

· Winston Caldwell proposed that terms such as M-SAP, C-SAP etc. be defined to make the standard more complete

· Apurva Mody and Ranga Reddy suggested that that would be the next thing on this ad-hoc group’ s agenda – i. e. to address the management / control plane procedures. 

· Apurva Mody asked Gerald if we can find from other groups such as IEEE 802.16 and IEEE 802.11, if the standard was approved at the sponsor ballot without Management / Control Plane procedures and the MIBs. 

· Apurva and Ranga feel that it may not be that difficult to define the management plane procedures for 802.22, since many things can be borrowed from the equivalent IEEE 802.16 and IEEE 802.11 documents. However, defining these procedures may take upto six more months. Roughly a timeline till December 2009. 

· MIBs are normally defined when the standard is nearly done. Also, it may take quite some time to define all the new MIBs that 802.22 requires 

· Winston – uncomfortable with idea – that standard may be sent to the sponsor ballot without Management Plane Procedures, especially since many primitives are in place – primitives, procedures are normative and must be the format in which data exchange takes place. 
· Apurva Mody and Ranga Reddy suggested that they will work on Management Plane Procedures document post May 2009 interim
· It was requested that a new Chapter / Section be created in the current 802.22 draft for the Management Plane Procedures and Services. 
· It was decided that a new Task Group may be formed later dedicated to MIB definitions. 
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