June 2008

doc.: IEEE 802.22-08/0174r00

IEEE P802.22
Wireless RANs

	Recommended Text for Section 7 on Security in 802.22

	Date:  2008-06-19

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Apurva Mody
	BAE Systems
	P.O. Box 868, MER 15-2350, Nashua, NH 03061-0868
	603-885-2621
404-819-0314
	apurva.mody@baesystems.com, 
apurva_mody@yahoo.com

	Ranga Reddy
	US Army (CERDEC)
	Ft Monmouth, NJ
	-
	Ranga.reddy@us.army.mil

	Tom Kiernan
	US Army (CERDEC)
	Ft Monmouth, NJ
	-
	Thomas.kiernan@us.army.mil

	Matt Sherman
	BAE Systems
	Wayne, NJ
	973-633-6344
	Matthew.sherman@baesystems.com

	
	
	
	
	

	
	
	
	
	





 7. Security sublayers 
Traditional broadband communications systems such as 802.16 contain data, control and management functions which require protection. However, due to the unique characteristics of the 802.22 systems which include cognitive radio capability as well as long range, enhanced security mechanisms are needed. These security features provide protection for the 802.22 users, service providers and most importantly, the incumbents, who are the primary users of the spectrum. As a result, the protection mechanisms in 802.22 are divided into several security sublayers which target non-cognitive as well as cognitive functionality of the system and the interactions between the two. 

The Security Sublayers 1 and 2 provide subscribers with privacy, authentication, or confidentiality (In security parlance, confidentiality = privacy + authenticity) across the broadband wireless network. It does this by applying cryptographic transforms to MAC PDUs carried across connections between CPE and BS. In addition, these security sublayers provide operators with strong protection from theft of service. The BS protects against unauthorized access to these data transport services by securing the associated service flows across the network. The security sublayers employ an authenticated client/server key management protocol in which the BS, the server, controls distribution of keying material to client CPE. Additionally, the basic security mechanisms are strengthened by adding digital-certificate-based CPE device-authentication to the key management protocol. If during capabilities negotiation, the CPE specifies that it does not support IEEE 802.22 security, step of authorization and key exchange shall be skipped. The BS, if provisioned so, shall consider the CPE authenticated; otherwise, the CPE shall not be serviced. Neither key exchange nor data encryption performed. 
To enhance the security for the cognitive functionality in 802.22, Security Sublayers 3 and 4 are introduced. The security mechanisms for these layers include authentication and availability, authorization, confidentiality and privacy. The authentication mechanisms validate the availability of spectrum for the primary and the secondary users of the spectrum. This includes authentication of the incumbent sensing information to avoid Denial of Service (DoS) attacks such as replay and ghosting, authentication of the 802.22.1 beacon frame utilizing the security features that are already embedded in it, authentication of the geolocation and co-existence information, as well as detection and reporting of spurious transmissions. The authorization mechanisms attempt to make the spectrum manager functionality tamper proof by allowing only the authorized personnel to configure it. Confidentiality and privacy mechanisms attempt to protect the sensitive information from eavesdropping. 
7.1 Security Architecture for the Data / Control and Management Planes
Privacy has two component protocols as follows: 
a) An encapsulation protocol for securing packet data across the fixed BWA network. This protocol defines a set of supported cryptographic suites, i.e., pairings of data encryption and authentication algorithms, and the rules for applying those algorithms to a MAC PDU payload. 
b)  A key management protocol (PKM) providing the secure distribution of keying data from the BS to the CPE. Through this key management protocol, the CPE and the BS synchronize keying data; in addition, the BS uses the protocol to enforce conditional access to network services. 
The protocol stack for the security components of the system are shown in Figure xxx. 
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Figure xxx — Security Sublayer 1
— PKM Control Management: This stack controls all security components. Various keys are derived and generated in this stack. 
— Traffic Data Encryption/Authentication Processing: This stack encrypts or decrypts the traffic data and executes the authentication function for the traffic data. 
— Control Message Processing: This stack processes the various PKM-related MAC messages. 
— Message Authentication Processing: This stack executes message authentication function. The HMAC, CMAC, or several short-HMACs can be supported. 
· RSA-based Authentication: This stack performs the RSA-based authentication function using the CPE’s X.509 digital certificate and the BS’s X.509 digital certificate, when the RSA-based authorization is selected as an authorization policy between a CPE and a BS.
· ECC-based authentication: This stack performs the Elliptic Curve Cryptography (ECC) based authentication function, when the ECC-based authorization is selected as an authorization policy between a CPE and a BS. 
— EAP Encapsulation/Decapsulation: This stack provides the interface with the EAP layer, when the EAP-based authorization or the authenticated EAP-based authorization is selected as an authoriza-tion policy between a CPE and a BS. 
— Authorization/SA Control: This stack controls the authorization state machine and the traffic encryption key state machine. 
— EAP and EAP Method Protocol: These stacks are outside of the scope of this standard. 

7.1.1 Secure encapsulation of MAC PDUs 
Encryption services are defined as a set of capabilities within the MAC security sublayer. MAC header information specific to encryption is allocated in the generic MAC header format. 
Encryption is always applied to the MAC PDU payload when required by the selected ciphersuite; the generic MAC header is not encrypted. All MAC management messages shall be sent in the clear to facilitate registration, ranging, and normal operation of the MAC. 
The format of MAC PDUs carrying encrypted packet data payloads is specified in 6.x.x.x
7.1.2 Key management protocol
The PKM protocol allows for both mutual authentication and unilateral authentication (e.g., where the BS authenticates CPE, but not vice versa). It also supports periodic reauthentication/reauthorization and key refresh. The key management protocol uses either EAP [IETF RFC 3748] or X.509 digital certificates [IETF RFC 3280] together with RSA public-key encryption algorithm [PKCS #1] or a sequence starting with RSA authentication and followed by EAP authentication or even with ECC public-key encryption algorithm. It uses strong encryption algorithms to perform key exchanges between a CPE and BS. 
The PKM’s authentication protocol establishes a shared secret (i.e., the AK) between the CPE and the BS. The shared secret is then used to secure subsequent PKM exchanges of TEKs. This two-tiered mechanism for key distribution permits refreshing of TEKs without incurring the overhead of computation-intensive operations. 
A BS authenticates a client CPE during the initial authorization exchange. Each CPE presents its credentials, which will be a unique X.509 digital certificate issued by the CPE’s manufacturer (in the case of RSA authentication) or an operator-specified credential (in the case of EAP-based authentication). 
The BS associates a CPE’s authenticated identity to a paying subscriber and hence to the data services that subscriber is authorized to access. 
Since the BS authenticates the CPE, it may protect against an attacker employing a cloned CPE that masquerades as a legitimate subscriber’s CPE. 
The traffic key management portion of the PKM protocol adheres to a client/server model, where the CPE (a PKM “client”) requests keying material and the BS (a PKM “server”) responds to those requests. This model ensures that individual CPE clients receive only keying material for which they are authorized. 
The PKM protocol uses MAC management messaging, i.e., PKM-REQ and PKM-RSP messages defined in 6.x.x.x. The PKM protocol is defined in detail in 7.x. 

7.1.3 Authentication protocol 
A CPE uses the PKM protocol to obtain authorization and traffic keying material from the BS and to support periodic reauthorization and key refresh. 
PKM supports three distinct authentication protocol mechanisms: 
· RSA protocol [PKCS #1 v2.1 with SHA-1(FIPS 186-2)] (support is mandatory in PKMv1; support is optional in PKMv2) 
· ECC based authentication protocol. 
— Extensible Authentication Protocol (optional unless specifically required) 

7.1.3.1 PKM RSA authentication 
The PKM RSA authentication protocol uses X.509 digital certificates [IETF RFC 3280], the RSA public-key encryption algorithm [PKCS #1] that binds public RSA encryption keys to MAC addresses of CPEs. 
A BS authenticates a client CPE during the initial authorization exchange. Each CPE carries a unique X.509 digital certificate issued by the CPE’s manufacturer. The digital certificate contains the CPE’s Public Key and CPE MAC address. When requesting an AK, an CPE presents its digital certificate to the BS. The BS verifies the digital certificate, and then uses the verified Public Key to encrypt an AK, which the BS then sends back to the requesting CPE. 
All CPEs using RSA authentication shall have factory-installed RSA private/public key pairs or provide an internal algorithm to generate such key pairs dynamically. If a CPE relies on an internal algorithm to generate its RSA key pair, the CPE shall generate the key pair prior to its first AK exchange, described in 7.2.1. All CPEs with factory-installed RSA key pairs shall also have factory-installed X.509 certificates. All CPEs that rely on internal algorithms to generate an RSA key pair shall support a mechanism for installing a manufacturer-issued X.509 certificate following key generation. 

7.1.3.2 PKM EAP authentication 
PKM EAP Authentication uses Extensible Authentication Protocol [IETF RFC 3748] in conjunction with an operator-selected EAP Method (e.g. EAP-TLS [IETF RFC 2716]). The EAP method will use a particular kind of credential – such as an X.509 certificate in the case of EAP-TLS, or a Subscriber Identity Module in the case of EAP-SIM. 
The particular credentials and EAP methods that are to be used are outside of the scope of this specification. However, the EAP method selected should fulfill the “mandatory criteria” listed in section 2.2 of RFC 4017. Use of an EAP method not meeting these criteria may lead to security vulnerabilities. 
During reauthentication, the EAP transfer messages are protected with an HMAC/CMAC Tuple. The BS and CPE must discard unprotected EAP transfer messages, or EAP transfer messages with invalid HMAC/ CMAC Digests during reauthentication. 
7.1.3.3 PKM ECC authentication
:

:

:

:

7.1.4 Mapping of connections to SAs 
The following rules for mapping connections to SAs apply: 
a) All transport connections shall be mapped to an existing SA. 
b) Multicast transport connections may be mapped to any Static or Dynamic SA. 
c) The secondary management connection shall be mapped to the Primary SA. 
d) The basic and the primary management connections shall not be mapped to an SA. 
The actual mapping is achieved by including the SAID of an existing SA in the DSA-xxx messages together with the CID. No explicit mapping of secondary management connection to the Primary SA is required. 

7.1.5 Cryptographic suite 
A cryptographic suite is the SA’s set of methods for data encryption, data authentication, and TEK exchange. A cryptographic suite is specified as described in 11.x.x. The cryptographic suite shall be one of the ones listed in Table xxx. 
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Abstract


This document provides the recommended normative and informative text to be included in Section 7 of the 802.22 Standard. 
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