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· 7.11.x CBP Protection

[include the following text into Section 7.11.x]

This section discusses a method to provide protection over CBP.  This method provides authentication and integrity protection for CBPs by using ECC-based implicit certificates to calculate a signature over the CBPs.  This signature is then added to the CBPs as an IE.  This method was derived from the method used to protect beacon messages transmitted by low powered, licensed devices operating in television broadcast bands as defined in the current IEEE P802.22 TG1 draft document (IEEE P802.22.1/D1).  The receiving station (CPE or BS) uses the certificate information to verify the signature.  CBP Protection can be provided using one of four options.  Figure 7.11.x-1 describes the CBP Protection scheme options.  Sections 7.11.x.1-7.11.x.4 describe the options in detail.

In Figure 7.11.x-1 the following is depicted:

· We are depicting tx of CBPs from Bss to another BS (over-the-air or through backhaul) or received by a CPE at cell-edge or w/in over-lapping area.
· If Rx station is CPE:
· It can validate cert/signature or received CBP, then strip out that information before relaying CBP to its current serving BS, or
· Just blindly relay the CBP to its serving BS
· Process by which this certificates are generated is outside the scope of the standard.  Definition of this process is left for the duty of an industry consortium formed to develop profiles for products based on this standard.
Figure 7.11.x-1

[include the following subsection into section 7.11.x]

· 7.11.x.1 CBP Protection Option 1

[include the following text into section 7.11.x.1]

Option 1 of CBP Protection entails BS ECC implicit certificates and ECDSA signatures are transmitted in each CBP.  Option 1 is executed in the following manner:

1) Certificiate authority provides certificate (w/ public key) and private key to each BS individually.

2) BS adds certificate to CBP.  For each CBP, it calculates the signature over all the CBP IE's and adds signature to the CBP via an IE.

3) receiving station validates certificate & signature.  If validation fails then CBP message is dropped.  If validation successful, then receiving station (CPE or BS) process the CBP.

[include the following subsection into section 7.11.x]

· 7.11.x.2 CBP Protection Option 2

[include the following text into section 7.11.x.2]

Option 2 of CBP Protection entails pre-distribution of BS ECC implicit certificates to receiving stations.  This can be done via a SIM card, when CPE is activated, or via NCMS (for periodic certificate updates).  BS calculates signature (using ECDSA) of each CBP using its implicit certificate and adds the signature as an IE to the CBP.  Option 2 is executed in the following manner:

1) Certificate Authority generates certificate (w/ public key) and private key for BSs.  

2) Certificate Authority then distributes keys to:

a)  a service provider, who then would distribute certificates to all BSs within its network, possibly through NCMS

b) central database that it or service provider consortium provides, that houses certificates for all BSs in a given geo-graphical area, & individual providers use NCMS to gain certs for their own and competitor's  BSs

3) BS calculates signature over each CBP, adds signature to each CBP via an IE

4) Receiving station validates certificate & signature.  If validation of signature fails, then receiving station will drop the CBP.

[include the following subsection into section 7.11.x]

· 7.11.x.3 CBP Protection Option 3

[include the following text into section 7.11.x.3]

Option 3 of CBP Protection entails BS ECC implicit certificates and signatures (calculated using CMAC) to be transmitted in each CBP.  Option 3 is executed in the following manner:

1) Certificate authority provides certificate (w/ public key) and private key to each BS individually.

2) BS adds certificate to CBP as an IE.  For each CBP, it calculates the signature over the CBP IE's and adds signature to CBP via an IE.

3) BS certificate public key is not used directly to sign the CBP.  Instead it is fed into a Key Derivation Function (KDF), defined in Section 7.x.x.x (TBD).  The output, or CBP Signature Key is then used  by the signature function.  The KDF is called by the following manner; 

CBP_SIGNATURE_KEY_i = KDF(BS Implicit Certificate Public Key, BS ID | i | “CBP Signature Key”, 128). “i” in the formula refers to the current time stamp that is part of the signature IE (Table 7.11.x-4).

4) Signature will be calculated via CMAC (e.g. IETF RFC 4493).   CMAC output is 8 bytes.

4) Receiving station validates certificate & signature.  The receiving station then validates the BS implicit certificate.  If this validation fails, the receiving station drops the CBP.  If successful, the receiving stations uses the BS implicit certificate public key and time stamp from the signature IE to derive the CBP Signature Key, then recomputes the signature, and compares it to signature value in signature IE.  If there is a mismatch, then validation of CBP signature has failed, and receiving station will drop the CBP.  

[include the following subsection into section 7.11.x]

· 7.11.x.4 CBP Protection Option 4

[include the following text into section 7.11.x.4]

Option 4 of CBP Protection entails pre-distribution of BS ECC implicit certificates to receiving station.  This can be done via a SIM card, when CPE is activated, or via NCMS (for periodic certificate updates).  BS calculates signature (using CMAC) of CBP using its implicit certificate and adds the signature as an IE to each CBP.  Option 4 is executed in the following manner:

1) Certificate Authority generates certificate (w/ public key) and private key for BSs.  

2) Certificate Authority then distributes keys to:

a)  a service provider, who then would distribute certificates to all BSs within its network, possibly through NCMS

b) central database that it or service provider consortium provides, that houses certificates for all BSs in a given geo-graphical area, & individual providers use NCMS to gain certs for their own and competitor's  BSs

3) BS certificate public key is not used directly to sign the CBP.  Instead it is fed into a Key Derivation Function (KDF), defined in Section 7.x.x.x (TBD).  The output, or CBP Signature Key is then used  by the signature function.  The KDF is called by the following manner; 

CBP_SIGNATURE_KEY_i = KDF(BS Implicit Certificate Public Key, BS ID | i | “CBP Signature Key”, 128). “i” in the formula refers to the current time stamp that is part of the signature IE (Table 7.11.x-4).

4) BS calculates signature over each CBPs, adds signature to each CBPs via an IE

5) Signature will be calculated via CMAC.  CMAC output is 8 bytes.

6) Receiving station validates certificate & signature.  The receiving station then validates the BS implicit certificate.  If this validation fails, the receiving station drops the CBP.  If successful, the receiving stations uses the BS implicit certificate public key and time stamp from the signature IE to derive the CBP Signature Key, then recomputes the signature, and compares it to signature value in signature IE.  If there is a mismatch, then validation of CBP signature has failed, and receiving station will drop the CBP.  
[include the following subsection into section 7.11.x]

· 7.11.x.5 CBP Protection Certificate and Signature Structures

[include the following text into section 7.11.x.5]

The following subsections describe the structures of the certificate and signature information.  For Options 2 and 4, the BS ECC implicit certificate is not transmitted over the air.

[include the following subsection into section 7.11.x.5]

· 7.11.x.5.1 Implicit Certificate and Signature Structures for Option 1 and Option 2 CBP Protection

[include the following text into section 7.11.x.5.1]

Table 7.11.x-1: Option 1 and Option 2 Certificate IE
	Item
	Size
	Description

	Element ID
	1 byte
	

	CA ID
	1 byte
	Id of CA that issued implicit certificate to BS

	Key Validity Date 
	1 bytes
	# years past a pre-established system operation date

	Public Key Reconstruction Data
	Variable
	Key data used to reconstruct public key: - 29 bytes for 224 bit ECC keys

- 25 bytes for 192 bit ECC keys

- 21 bytes for 160 bit ECC keys


Table 7.11.x-2: Option 1 and Option 2 Signature IE
	Item
	Size
	Description

	Element ID
	1 byte
	

	Key ID/Serial #
	1 byte
	Serial # of key associated with BS implicit certificate.  This is generated by the CA.

	Recoverable Message
	14 bytes
	c output of step 8 in process described in Section 10.5.2 Signature Generation Option of IEEE 1363a-2004

	Signature
	Variable
	d output of step 8 in process described in Section 10.5.2 Signature Generation Option of IEEE 1363a-2004

- 29 bytes for 224 bit ECC certificates

- 25 bytes for 192 bit ECC certificates

- 21 bytes for 160 bit ECC certificates


[include the following subsection into section 7.11.x.5]

· 7.11.x.5.2 Implicit Certificate and Signature Structures for Option 3 and Option 4 CBP Protection

[include the following text into section 7.11.x.5.1]

Table 7.11.x-3: Option 3 and Option 4 Certificate IE
	Item
	Size
	Description

	Element ID
	1 byte
	

	CA ID
	1 byte
	Id of CA that issued implicit certificate to BS

	Key Validity Date (Not Before)
	43 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit,encoded by different # of bits):

- YYYY: 4 digit year, e.g. 2008; each Y is from 0-9 & is encoded by 4 bits, total is 16 bits

- M: month, e.g. 01-12, total is 4 bits

- D: day, e.g. 01-31, total 5 bits

- H: hour, e.g. 00-23, total 5 bits

- m: minute, e.g. 00-59, total 6 bits

- s: seconds, defaulted to 00, encoded with 2bits

- zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Key Validity Date (Not After)
	1 byte
	# of years after Key Validity Date (Not Before) date that certificate expires

	Public Key Reconstruction Data
	33 byte
	Key data used to reconstruct public key: - 33 bytes for 256 bit ECC keys


Table 7.11.x-4: Option 3 and Option 4 Signature IE (added to each radio-frame CBPs)
	Item
	Size
	Description

	Element ID
	1 byte
	

	Key ID/Serial #
	1 byte
	Serial # of key associated with BS implicit certificate.  This is generated by the CA.

	Time Stamp
	57 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit,encoded by different # of bits):

- YYYY: 4 digit year, e.g. 2008; each Y is from 0-9 & is encoded by 4 bits, total is 16 bits

- M: month, e.g. 01-12, total is 4 bits

- D: day, e.g. 01-31, total 5 bits

- H: hour, e.g. 00-23, total 5 bits

- m: minute, e.g. 00-59, total 6 bits

- ss: seconds, 00-59, 6 bits

- .sss: milliseconds, .000-.999, 10 bits

- zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Signature
	8 bytes
	CMAC output is 128 bits (16bytes) signature is a truncation of this value to no less than 8 bytes


[include the following subsection into section 7.11.x]

· 7.11.x.6 Certificate Generation, Processing, and Validation Requirements

[include the following subsection into section 7.11.x.6]

· 7.11.x.6.1 Certificate Generation Requirements

[include the following text into section 7.11.x.6.1]

1. Infrastructure as described in Figure 7.11.x-1 for certificate generation and distribution

2. Recommended EC domain parameters to be used can be read from ANSI X9.63-2001 and FIPS 186-3

a) It is recommended to domain parameters similar to Annex J.5.1 (160bit prime) of ANSI X9.63-2001, as keys/certs/signatures based on 160bit primes have the least amount of overhead

2. BS shall be identified by its 48bit MAC Address

3. ‘to-be-signed certificate data’, IU construction differs between options 1/2 and options 3/4 (IU data used by CA in requirement 4a/4b below)

a) For option 3/4 IU = KeyID/Serial # || BS MAC Address || CA ID || Key Validity Date (Not Before) || Key Validity Date (Not After) ; these are fields from the Option 3/4 Implicit Certificate IE

b) For option 1/2 IU = KeyID/Serial # || BS MAC Address || CA ID || Key Validity Date (Not After) ; these are fields from the Option 1/2 Implicit Certificate IE

[include the following subsection into section 7.11.x.6]

· 7.11.x.6.2 Certificate Generation Process

[include the following text into section 7.11.x.6.2]

1. In order to start certificate generation process (see Figure 7.11.x-1) a request from the BS (or on behalf of BS) must be made to CA.

a) This process requires that BS generate its own ‘ephemeral’ key pair using established ECC domain parameters.  ECC domain parameters used for 'ephemeral' key pair generation shall be the same parameters used by CA for its own cert and BS implicit cert generation


b) Certificate generation initiation follows process as defined in Section 4.1 “Initiator Transformation” in SEC 4

2. CA executes process as defined in Section 4.2 of SEC 4 (“Standards for Efficient Cryptography 4: Elliptic Curve Cryptography), with some exceptions.

a) CBP Protection method using some different fields, fields used come from

[include the following subsection into section 7.11.x.6]

· 7.11.x.6.3 Certificate Validation Process

[include the following text into section 7.11.x.6.3]

1. Whether certificate information for a BS is received in Certificate IE or is distributed through the NCMS, a BS received that cert shall validate it.


1.  If certificate is received in Certificate IE & validation of cert fails, then packet is dropped

2. BS or NCMS operator may check a CA’s CRL during installation and validation of other BSs implicit certificates

3. Verification of a BS Implicit Certificate is defined in Section 5 “ECQV Implicit Certificate Processing Transformation” of SEC 4

2. The Certificate/License authority shall have its own certificate with it’s own EC key pair, that is generated from the EC domain parameters that are selected

1. ECC domain parameters that CA uses for generation of its' own certificate must be same as parameters used for BS implict certs and 'ephemeral' key pair generation

3. The CA certificate and its associated KeyId shall be delivered to BS through NCMS, and stored in TBD MIB entry, this happens offline and not part of WRAN operation

4. Certificates for all CA's and a CA's associated ECC domain parameters may need to be required to distributed to BSs.  

[include the following subsection into section 7.11.x]

· 7.11.x.7 Signature Generation, Processing, and Validation Requirements

[include the following subsection into section 7.11.x.7]

· 7.11.x.7.1 Option 1 and Option 2 Signature Generation Requirements

[include the following text into section 7.11.x.7.1]

 1. The set of pre-signature, signature, and verification primitives shall follow the second set of primitives denoted in Section 10.5.1 of IEEE 1363a-2004

 2. EMSR2 is used as the encoding method.  The padLen parameter is an integer on the interval 1 to 255.  This is the length of the “Recoverable Message” field.

 3. SHA-1 shall be the hash function that is supported

[include the following subsection into section 7.11.x.7]

· 7.11.x.7.2 Option 1 and Option 2 Signature Generation Process

[include the following text into section 7.11.x.7.2]

1. Adopt algorithm for signature calculation as defined in Section 10.5.2 of IEEE 1363a-2004

2. M2 parameter that goes into signature algorithm is all of the CBPs data, but not including signature field of Signature IE

3. key that a BS uses for signature is the private key of it’s own implicit certificate (public key) and private key pair

4. Signature algorithm outputs two parameters: c and d 

a) c: this becomes the Recoverable Message field of Option 1/2 Signature IE                                                            

b) d: this becomes the Signature field of Option 1/2 Signature IE

[include the following subsection into section 7.11.x.7]

· 7.11.x.7.3 Option 3 and Option 4 Signature Generation Requirements

[include the following text into section 7.11.x.7.3]

 1. For CMAC-based signature calculation use RFC 4493 (AES-CMAC)

[include the following subsection into section 7.11.x.7]

· 7.11.x.7.4 Option 3 and Option 4 Signature Generation Process

[include the following text into section 7.11.x.7.4]

1. Adopt algorithm for signature calculation as defined in Section 7.5.4.2 of TG1 document, (i.e. described in 10.5.2 of IEEE 1363a-2004)

2. BS uses system clock (synchronized to GPS), to get time (to millisecond) for "Time" field of Signature IE

3. Message input parameter into CMAC calculation shall be Beacon header all CBP IE's and their data, not including the signature field of Signature IE

4. Key input parameter is the public key associated with the cert of the BS that transmitted the CBP

5. Signature algorithm outputs:

a) For CMAC a digest that is 16bytes or 128bits long.  The MAC value shall be truncated to no less than 64bits, as recommended by NIST Special Publication 800-38B.  802.16 takes the 64 LSB for CMAC, while 800-38B suggests taking 64 MSB.  .22 has to decide between one or the other.

[include the following subsection into section 7.11.x]

· 7.11.x.8 CBP Protection overhead analysis and down selection

[include the following subsection into section 7.11.x.8]

There are several variants based upon the CBP Protection options.  The variants with the least amount of over head are based on  Option 4 with 8 byte CMAC signature.  These variants will add 137 bits to each CBP, increasing CBP by ~32.78%, over total CBP size of 418 bits.  Overhead  for each variant is listed in Annex XX.

[add the following Annex (Informative) into amendment text]

· Annex XX (Informative) CBP Protection Method Variant Overhead Values

[include the following text into Annex]

Each CBP Protection Method Option has variants based on the certificate public key size, and the type of signature algorithm used to calculate the signature.  The overhead values listed in Table XX-1 are based on the IEs defined in Section 7.11.x.5 of this standard.

Table XX-1: Overhead Values from CBP Protection Method Option Variants
	Variant Name
	Certificate Public Key Type & Size 
	Signature Type & Size
	Overhead (bits)

	1a
	224 bit ECC
	224 bit ECC
	616

	1b
	192 bit ECC
	192 bit ECC
	552

	1c
	160 bit ECC
	160 bit ECC
	488

	2a
	--
	224 bit ECC
	256

	2b
	--
	192 bit ECC
	224

	3a
	256 bit ECC
	8 byte CMAC
	468

	4a
	--
	8 byte CMAC
	137


Notice: This document has been prepared to assist IEEE 802.22. It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s).  The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.





Release: The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.  The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.22.





Patent Policy and Procedures: The contributor is familiar with the IEEE 802 Patent Policy and Procedures 


<� HYPERLINK "http://standards.ieee.org/guides/bylaws/sb-bylaws.pdf" ��http://standards.ieee.org/guides/bylaws/sb-bylaws.pdf�>, including the statement "IEEE standards may include the known use of patent(s), including patent applications, provided the IEEE receives assurance from the patent holder or applicant with respect to patents essential for compliance with both mandatory and optional portions of the standard."  Early disclosure to the Working Group of patent information that might be relevant to the standard is essential to reduce the possibility for delays in the development process and increase the likelihood that the draft publication will be approved for publication.  Please notify the Chair <� HYPERLINK "mailto:carl.stevenson@ieee.org" ��Carl R. Stevenson�> as early as possible, in written or electronic form, if patented technology (or technology under patent application) might be incorporated into a draft standard being developed within the IEEE 802.22 Working Group. If you have questions, contact the IEEE Patent Committee Administrator at <� HYPERLINK "mailto:patcom@ieee.org" ��patcom@ieee.org�>.








Abstract


This document discusses various security mechanisms that may be deployed in IEEE 802.22 systems to protect the Co-existence Beaconing Packet (CBP). It carries out a detailed analysis on the level of protection and overhead required. Elliptic Curve Cryptography (ECC) is primarily considered as a method for protection. 
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