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·  7.11.2 CBP Protection

[include the following text into Section 7.11.2]

This section discusses a method to provide protection over CBP.  This method provides authentication and integrity protection for CBPs by using ECC-based implicit certificates to calculate a signature over the CBPs.  This signature is then added to the CBPs as an IE.  This method was derived from the method used to protect beacon messages transmitted by low powered, licensed devices operating in television broadcast bands as defined in the current IEEE P802.22 TG1 draft document (IEEE P802.22.1/D1).  The receiving station (CPE or BS) uses the certificate information to verify the signature.  CBP Protection can be provided using one of four options.  Figure 7.11.2-1 describes the CBP Protection scheme options.  Sections 7.11.2.1-7.11.2.4 describe the options in detail.

In Figure 7.11.2-1 the following is depicted:

· We are depicting tx of CBPs from Bss to another BS (over-the-air or through backhaul) or received by a CPE at cell-edge or w/in over-lapping area.

· If Rx station is CPE:

· It can validate cert/signature or received CBP, then strip out that information before relaying CBP to its current serving BS, or

· Just blindly relay the CBP to its serving BS

· Process by which this certificates are generated is outside the scope of the standard.  Definition of this process is left for the duty of an industry consortium formed to develop profiles for products based on this standard.

[image: image1.jpg]Rx Station
(CPEor

Certiicate /
License.

)

|
1‘4

Authority

BS Ephemoral Key Pair

CA Root Certiicate

_ -

Gorticato Ganaration Goquest (35 MAC Addross

+BS cpherralpudic ko)

Certiicate Generation Response (impict
Coriifato + BS Private key)

i

CARoot
Certficate Distribution

-a

I

S Implict Cortficato + Privato Koy
Mode 1

T CBP with Impicit Cortiicate + sign
CBP IEs for each CBP ransmission

BS Implict Cortficato + Privato Koy

Mode 2
Bulk Corifcate Distrioution

i

A — ————

Tx Signature in an CBP IE for oach Cf
transmission

SE=N

N




Figure 7.11.2-1

[include the following subsection into section 7.11.2]

· 7.11.2.1 CBP Protection Mode 1

[include the following text into section 7.11.2.1]

Mode 1 of CBP Protection entails BS ECC implicit certificates and signatures (calculated using CMAC) to be transmitted in each CBP.  The format of the of the BS certificate data that is pre-distributed shall follow Table 7.11.2-1. The format of the signature is defined in Table 7.11.2-2. Option 1 is executed in the following manner:

1) Certificate authority provides certificate (w/ public key) and private key to each BS individually.

2) BS adds certificate to CBP as an IE.  This may happen only via a periodic broadcast or during a certificate request/response (CERT-REQ/RSP). In these cases, it calculates the signature over the CBP IE's (BSIC and/or CERT-REQ/RSP) and adds signature to CBP into the signature field of the 2nd Symbol self-coexistence window (see section xxxxx).

3) BS certificate public key is not used directly to sign the CBP.  Instead it is fed into a Key Derivation Function (KDF), defined in Section 7.x.x.x (TBD).  The output, or CBP Signature Key is then used  by the signature function.  The KDF is called by the following manner; 

CBP_SIGNATURE_KEY_i = KDF(BS Implicit Certificate Public Key, BS ID | i | “CBP Signature Key”, 128). “i” in the formula refers to the current time stamp that is part of the signature IE (Table 7.11.2-4).

4) Signature will be calculated via CMAC (e.g. IETF RFC 4493).   CMAC output is 8 bytes.

4) Receiving station validates certificate & signature.  The receiving station then validates the BS implicit certificate.  If this validation fails, the receiving station drops the CBP.  If successful, the receiving stations uses the BS implicit certificate public key and time stamp from the signature IE to derive the CBP Signature Key, then recomputes the signature, and compares it to signature value in signature IE.  If there is a mismatch, then validation of CBP signature has failed, and receiving station will drop the CBP.  

[include the following subsection into section 7.11.2]

· 7.11.2.2 CBP Protection Mode 2

[include the following text into section 7.11.2.2]

Mode 2 of CBP Protection entails pre-distribution of BS ECC implicit certificates to receiving station.  This can be done via a SIM card, when CPE is activated, or via NCMS (for periodic certificate updates).  BS calculates signature (using CMAC) of CBP using its implicit certificate and adds the signature as an IE to each CBP. This option is applicable when sharing BS implicit certificates between BSs that belong to the same operator. The format of the of the BS certificate data that is pre-distributed shall follow Table 7.11.2-1. The format of the signature is defined in Table 7.11.2-2. Mode 2 is executed in the following manner:

1) Certificate Authority generates certificate (w/ public key) and private key for BSs.  

2) Certificate Authority then distributes keys to:

a)  a service provider, who then would distribute certificates to all BSs within its network, possibly through NCMS

b) central database that it or service provider consortium provides, that houses certificates for all BSs in a given geo-graphical area, & individual providers use NCMS to gain certs for their own and competitor's  BSs

3) BS certificate public key is not used directly to sign the CBP.  Instead it is fed into a Key Derivation Function (KDF), defined in Section 7.x.x.x (TBD).  The output, or CBP Signature Key is then used  by the signature function.  The KDF is called by the following manner; 

CBP_SIGNATURE_KEY_i = KDF(BS Implicit Certificate Public Key, BS ID | i | “CBP Signature Key”, 128). “i” in the formula refers to the current time stamp that is part of the signature IE (Table 7.11.2-4).

4) BS calculates signature over each CBPs, adds signature to each CBPs via an IE

5) Signature will be calculated via CMAC.  CMAC output is 8 bytes.

6) Receiving station validates certificate & signature.  The receiving station then validates the BS implicit certificate.  If this validation fails, the receiving station drops the CBP.  If successful, the receiving stations uses the BS implicit certificate public key and time stamp from the signature IE to derive the CBP Signature Key, then recomputes the signature, and compares it to signature value in signature IE.  If there is a mismatch, then validation of CBP signature has failed, and receiving station will drop the CBP.  

[include the following subsection into section 7.11.2]

· 7.11.2.3 CBP Protection Certificate and Signature Structures

[include the following text into section 7.11.2.3]

The following subsections describe the structures of the certificate and signature information.  For Mode 2, the BS ECC implicit certificate is not transmitted over the air.

Table 7.11.2-1: Mode 1 and Mode 2 BS Implicit Certificate (BSIC) IE

	Item
	Size
	Description

	BS_Implicit_Certificate_IE {
	
	

	Element ID
	4 bits
	Bits# 2-0 = 110

Bit# 3

 = 0, If another IE is to follow this one

 = 1, If this IE is last in CBP

	CA ID
	8 bits
	Id of CA that issued implicit certificate to BS

	Key Validity Date (Not Before)
	41 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit,encoded by different # of bits):

· YYYY: 4 digit year, e.g. 2008; each Y is from 0-9 & is encoded by 4 bits, total is 16 bits

· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Key Validity Date (Not After)
	3 bits
	# of years after Key Validity Date (Not Before) date that certificate expires. Encoded as follows:

· 000 – 1 year

· 001 – 2 years

· 010 – 3 years

· 011 – 4 years

· 100 – 5 years

· 101 – 10 years

· 110 – 15 years

· 111 – 20 years

	Public Key Reconstruction Data
	33 byte
	Key data used to reconstruct public key:

· 33 bytes for 256 bit ECC keys

	Reserved
	Variable
	This field has 2 configurations:

· When transmitting this IE in  CERT-REQ IE, it is 8 bits long and = 11111111

· When transmitting this IE in conjunction with a CERT-RSP IE or as a certificate broadcast in a CBP message, this field doesn't exist

	}
	
	


Table 7.11.2-2: Mode 1 and Mode 2 Signature (added to 2nd Symbol of Self Coexistence Window)

	Item
	Size
	Description

	Key ID/Serial #
	10 bits
	Serial # of key associated with BS implicit certificate.  This is generated by the CA.

	Time Stamp
	54 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit,encoded by different # of bits):

- YYYY: 4 digit year, e.g. 2008; each Y is from 0-9 & is encoded by 4 bits, total is 16 bits

- M: month, e.g. 01-12, total is 4 bits

- D: day, e.g. 01-31, total 5 bits

- H: hour, e.g. 00-23, total 5 bits

- m: minute, e.g. 00-59, total 6 bits

- ss: seconds, 00-59, 6 bits

- .ss: 10 ms boundary, .000-.99, 7 bits

- zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Signature
	8 bytes
	CMAC output is 128 bits (16bytes) signature is a truncation of this value to no less than 8 bytes


[include the following subsection into section 7.11.2]

· 7.11.2.4 Certificate Generation, Processing, and Validation Requirements

[include the following subsection into section 7.11.2.4]

· 7.11.2.4.1 Certificate Generation Requirements

[include the following text into section 7.11.2.4.1]

1.  Infrastructure as described in Figure 7.11.2-1 for certificate generation and distribution

2.  Recommended EC domain parameters to be used can be read from ANSI X9.63-2001 and FIPS 186-3

a) Domain parameters that provide 256 bit primes for ECs are to be used

2.  BS shall be identified by its 48bit MAC Address

3.  ‘to-be-signed certificate data’, IU construction differs between options 1/2 and options 3/4 (IU data used by CA in requirement 4a/4b below)

a) For option 3/4 IU = KeyID/Serial # || BS MAC Address || CA ID || Key Validity Date (Not Before) || Key Validity Date (Not After) ; these are fields from the Option 3/4 Implicit Certificate IE

b) For option 1/2 IU = KeyID/Serial # || BS MAC Address || CA ID || Key Validity Date (Not After) ; these are fields from the Option 1/2 Implicit Certificate IE

4.  If each operator is allowed to maintain it’s its’ own BS implicit certificates (i.e. act as its’ own Certificate Authority)

a)  Operator will register its’ Certificate Authority ID when registering its’ Operator ID. Mechanism by registration is executed is outside the scope of the standard.

b)  Operator’s shall share their own CA Root certificate with other operators that have BSs that border or overlap with BSs in their own network. The mechanism for CA Root Certificate sharing is outside the scope of the standard.

[include the following subsection into section 7.11.2.4]

· 7.11.2.4.2 Certificate Generation Process

[include the following text into section 7.11.2.4.2]

1.  In order to start certificate generation process (see Figure 7.11.2-1) a request from the BS (or on behalf of BS) must be made to CA.

a) This process requires that BS generate its own ‘ephemeral’ key pair using established ECC domain parameters.  ECC domain parameters used for 'ephemeral' key pair generation shall be the same parameters used by CA for its own certificate and BS implicit certificate generation


b) Certificate generation initiation follows process as defined in Section 4.1 “Initiator Transformation” in SEC 4

2.  CA executes process as defined in Section 4.2 of SEC 4 (“Standards for Efficient Cryptography 4: Elliptic Curve Cryptography), with some exceptions.

[include the following subsection into section 7.11.2.4]

· 7.11.2.4.3 Certificate Validation Process

[include the following text into section 7.11.2.4.3]

1. Whether certificate information for a BS is received in Certificate IE or is distributed through the NCMS, a BS received that certificate shall validate it.


1.  If certificate is received in Certificate IE & validation of certificate fails, then packet is dropped

2. BS or NCMS operator may check a CA’s CRL during installation and validation of other BSs implicit certificates

3. Verification of a BS Implicit Certificate is defined in Section 5 “ECQV Implicit Certificate Processing Transformation” of SEC 4

2.  The Certificate/License authority shall have its own certificate with it’s own EC key pair, that is generated from the EC domain parameters that are selected

1. ECC domain parameters that CA uses for generation of its' own certificate must be same as parameters used for BS implict certs and 'ephemeral' key pair generation

3.  The CA certificate and its associated KeyId shall be delivered to BS through NCMS, and stored in TBD MIB entry, this happens offline and not part of WRAN operation

4.  Certificates for all CA's and a CA's associated ECC domain parameters shall be shared between operator’s and distributed to all BSs within an operator’s network.. The mechanism by which is done is outside the scope of the standard.

[include the following subsection into section 7.11.2]

· 7.11.2.5 Signature Generation, Processing, and Validation Requirements

[include the following subsection into section 7.11.2.5]

· 7.11.2.5.1 Signature Generation Requirements

[include the following text into section 7.11.2.5.1]

 1.  Key Derivation Function (KDF) is used to derive the key used to sign each CBP transmission. KDF is defined in Section 7.x.x.x.

 2.  For CMAC-based signature calculation use RFC 4493 (AES-CMAC) Output of AES-CMAC algorithm shall be truncated to 64 bits.

[include the following subsection into section 7.11.2.5]

· 7.11.2.5.2 Signature Generation Process

[include the following text into section 7.11.2.5.2]

1.  BS uses system clock (synchronized to GPS), to get time (to millisecond) for "Time" field of Signature data in 2nd symbol of Self-coexistence window

2.  Message input parameter into CMAC calculation shall be all of the non-signature data in 2nd symbol of self-coexistence window and all IE data in 3rd symbol of self-coexistence window (if 3rd symbol is transmitted)

3. Key input parameter is the public key associated with the certificate of the BS that transmitted the CBP

4. Signature algorithm outputs:

a) For CMAC a digest that is 16bytes or 128bits long.  The MAC value shall be truncated to no less than 64bits, as recommended by NIST Special Publication 800-38B.  NIST 800-38B suggests taking 64 MSB.  

[add the following subsection into section 7.11.2]

· 7.11.2.6 BS Implicit Certificate Exchange

[add the following text into section 7.11.2.6]

CBP Protection Mode 1 allows for pre-distribution of CA Root and BS Implicit certificates between all BSs within an operator’s network. This would be accomplished using the NCMS. This may not be possible when BSs from different operators border/overlap with each other. This section defines a certificate exchange process to handle this case. 

If there is a single CA, then the CA Root certificate and single set of EC domain parameters are available to all operators. If each operator is allow to sign/create their own certificates, then operators shall make available their CA Root Certificate and EC domain parameters available to other operators.

 If a BS receives a CBP from a BS, for whom it does not have the BS implicit certificate, it cannot verify the signature in the 2nd symbol (1st data symbol) of CBP and must drop the CBP packet. Upon doing this the BS (Certificate Requestor) will initiate a Certificate Request directed towards the source BS (Certificate Responder) of the unverifiable CBP. The Certificate Requestor BS does this by adding a CERT-REQ IE (Section 6.7.1.2.x) and BSIC IE (Section 6.7.1.2.x), with its’ own BS implicit certificate, to the 3rd symbol (2nd data symbol) of the CBP packet.

When the Certificate Responder receives a CBP with a CERT-REQ and BSIC IEs from a Certificate Requestor it verifies the certificate and Signature data of second CBP Packet symbol. If both BSs are under the same CA then the Certificate Responder already has the CA Root certificate and EC domain parameters it needs to verify the BS implicit certificate from Certificate Requestor. If they are not than the Certificate Responder shall use a mechanism to request the CA Root certificate and EC domain parameters of another CA. This mechanism shall be provided, definition of this mechanism is outside the scope of the system. 

After verifying the Certificate Requestor’s certificate and signature over CBP in which CERT-REQ IE was received, the Certificate Responder initiates a Certificate Response directed towards the Certificate Requestor. The Certificate Responder does this by adding a CERT-RSP IE (Section 6.7.1.2.x) and BSIC IE (Section 6.7.1.2.x), with its’ own BS implicit certificate to the 3rd symbol of a CBP packet.

When Certificate Requestor receives the CBP with the Certificate Response, it verifies it in the same manner that Certificate Responder verifies the Certificate Reqeust.

[Editor’s Note: Timers and/or some random backoff should be used to control re-transmission of certificate requests and/or responses. If working group deems this necessary then timers and the logic for controlling the retransmissions will be introduced at a later date.]

[add the following Annex (Informative) into amendment text]

· Annex XX (Informative) CBP Protection Method Variant Overhead Values

[include the following text into Annex]
The following table shows the total amount of certificate and signature data in the for both CBP Protection Methods.  

Table XX-1: Overhead Values from CBP Protection Method Option Variants

	Variant Name
	Certificate Public Key Type & Size 
	Signature Type & Size
	Overhead (bits)

	1
	256 bit ECC
	8 byte CMAC
	456

	2
	--
	8 byte CMAC
	128


Abstract


This document dicusses various security mechanisms that may be deployed in IEEE 802.22 systems to protect the Co-existence Beaconing Packet (CBP). It carries out a detailed analysis on the level of protection and overhead required. Elliptic Curve Cryptography (ECC) is primarily considered as a method for protection. 
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