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Process for validating a TG1 beacon (resolution of comment #251)

Text provided by Greg Buchwald
The WRAN shall take the action of vacation of a channel on which a valid beacon signal has been received.  Reception of the beacon is defined as either detection or demodulation of the beacon signal.  

Acceptable methods to comply with detection of the beacon include energy detection, baud rate detection, correlation to the spreading sequence, or synchronization and determination of start-of-frame from the index.  Other methods also exist.   The WRAN must cease operation on a channel on which a beacon is detected unless the WRAN / WRAN operator chooses to demodulate the beacon and perform further verification and validation of the received beacon signal. Performing demodulation of the beacon signal increases confidence that a received beacon signal is legitimate. The degree to which demodulation is performed is also at the discretion of the WRAN / WRAN operator but if validity is detected at the point at which the WRAN chooses to stop further investigation of the demodulated beacon, it must protect the incumbent.  It shall be at the discretion of the WRAN / WRAN operator to determine the degree to which sequential steps are taken to validate the beacon.  It can, therefore, make a decision after reception of MSF1 should it chose to do so. It may further chose to receive MSF1 combined with MSF2, and, if absolute confirmation is desired, MSF3.  A determination of validity may be assessed at each step. 
Demodulation of MSF1 allows the WRAN / WRAN operator to acquire location and other pertinent information pertaining to the device protected by the beacon signal.  The WRAN can, therefore, determine the best method to protect the incumbent device.  This may include vacating the channel, reduction of power in the azimuth of the protected incumbent or moving a portion of their clients to a second channel.  Other methods of protection also exist.  Demodulation of the beacon information may, therefore, reduce the impact of QoS for a portion of the WRAN clients while adequately protecting the incumbent. 
 
Finally, if the WRAN / WRAN operator is suspicious of the validity of a beacon signal, it may verify the signature and certificate of the beacon utilizing the data received in MSF2 and MSF3.  MSF2 contains the signature and MSF3 contains the public key certificate.  In general, MSF3 demodulation is not required as the certificate is generally available over the internet.
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Abstract


Following a request from Apurva Mody, chair of the Security ad-hoc group, Greg Buchwald provided text in an email that was posted on the 802.22 reflector during the period Nov. 10-14 which summarizes the process for validating the TG1 beacon.  This text appears on the following page.


Some of this text should be included in Clause 9 dealing with the Spectrum Manager to explain the behaviour required to validate the TG1 beacon while section 6.9.22.3.1.5 should state how the acquired portion of the TG1 PPDU will be transmitted to the base station so that the behaviour described in Clause 9 can take place.
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