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Executive Summary
Security ad-hoc has developed a complete revision to the current Section 7 in the 802.22 draft standard. The complete revision can be found in Document 22-08-0174 Rev 18 [1]. This document proposes security mechanisms with their corresponding MAC messages for non-cognitive as well as cognitive functions in 802.22. Please see the resolution for Comment 260 stating that the security ad-hoc is proposing a complete revision to Security in 802.22 which can be found in Documents 22-08-0174 and 22-08-0121 that Approved the Ballot. 
 
Security Mechanisms for Non-Cognitive Functions - Security ad-hoc has reviewed, revised and updated the MAC management messages related to security. These messages can be found in Document 22-08-0174 Rev 18. Security ad-hoc has taken parts of PKMv1 and parts of PKMv2 from IEEE 802.16-2009 standard that are relevant to 802.22 operation and re-named the protocol as the Security for Control and Management (SCM). The SCM protocol does not include EAP for the sake of simplicity since the current version of the 802.22 standard does not support mobility. SCM supports Elliptic Curve Cryptography (ECC) based authorization for authorizing the CPEs at the time of network entry, for authenticating the TG1 beacons and for authentiaction of the CBP burst. SCM supports RSA and ECC based X.509 certificates. The current proposed security mechnisms do not include HMAC/ CMAC, but instead a robust AES-CCM based authentication and encryption scheme is suggested. This can be found in Section 7.4 of the Document 22-08-0174 Rev 18. The proposed security mechanisms for 802.22 DO NOT use DES encryption scheme. Neither do they support AES in CBC mode. Only ONE ROBUST encryption scheme is proposed which is AES (128) - CCM.
 
Security Mechanisms for the Cognitive Functions - Since some cognitive plane security related mechanisms are an integrated part of other cognitive functions such as Spectrum Sensing Function, Geolocation, Spectrum Manager, Spectrum Automaton or the Management Plane procedures and functions, Section 7.6 briefly describes the required security mechanisms and provides references as to where in IEEE 802.22 standard they can be found. Detailed description of the mechanisms themselves have been provided in appropriate sections such as Sections 6 related to MAC, Section 7 related to Security, Section 9 related to the Cognitive Radio Capabilities etc.These security functions are related to availability, authentication, authorization, identification, integrity, confidentiality / privacy etc. The security ad-hoc also proposes collaborating sensing, correlation with the geolocation information and decision making based on voting based rule sets to enhance security for WRAN systems and the incumbents. This mechanism is explained in greater detail in Section 9 Cognitive Radio Capability (Missing Sections - Comment 735 - Response in Document 22-09-0057) of the IEEE 802.22 Draft Standard. Some other security mechanisms related to the cognitive capability that are defined in greater detail include Section 7.7.2 related to the CBP Authentication Mechanisms and Section 7.7.3 related to the 802.22.1 Wireless Microphone Beacon Authentication.

The proposed document 22-08-0174 Rev 18 also introduces a New Annex on some theoretical results related to Collaborative Sensing and Decision Making to Provide Potection Against Spurious Signals.
 

802.22 Working Group Action: Document 22-08-0174 Rev 18 needs to be voted upon and approved in May 2009 Interim. 
Detailed Comment Resolutions – 
Comment 597 

Superceded - See the proposed resolution to Comment 598. Security ad-hoc has developed a complete revision to the current Section 7 in the 802.22 draft standard. The complete revision can be found in Document 22-08-0174 Rev 18 or higher of the standard. Document 22-08-0174 needs to be passed through the Electronic Balloting Process.
Comment 598 
Counter - See the proposed Resolution for Comment 260 stating that the security ad-hoc is proposing a complete revision to Security in 802.22 (Section 7 and Security related MAC messages in Section 6) which can be found in Documents 22-08-0174 and 22-08-0121 that Approved the Ballot. Security ad-hoc has developed a complete revision to the current Section 7 in the 802.22 draft standard. The complete revision can be found in Document 22-08-0174 Rev 18. This document proposes security mechanisms with their corresponding MAC messages for non-cognitive as well as cognitive functions in 802.22. 

Security Mechanisms for Non-Cognitive Functions - Security ad-hoc has reviewed, revised and updated the MAC management messages related to security. These messages can be found in Document 22-08-0174 Rev 18. Security ad-hoc has taken parts of PKMv1 and parts of PKMv2 from IEEE 802.16-2009 standard that are relevant to 802.22 operation and re-named the protocol as the Security for Control and Management (SCM). The SCM protocol does not include EAP for the sake of simplicity since the current version of the 802.22 standard does not support mobility. SCM supports Elliptic Curve Cryptography (ECC) based authorization for authorizing the CPEs at the time of network entry, for authenticating the TG1 beacons and for authentiaction of the CBP burst. SCM supports RSA and ECC based X.509 certificates. The current proposed security mechnisms do not include HMAC/ CMAC, but instead an AES-CCM based authentication and encryption scheme / protocol is suggested. This can be found in Section 7.4 of the Document 22-08-0174 Rev 18. The proposed security mechanisms for 802.22 DO NOT use DES encryption scheme. Neither do they support AES in CBC mode. Only ONE ROBUST encryption scheme is proposed which is AES (128) - CCM.

Security Mechanisms for the Cognitive Functions - Since some cognitive plane security related mechanisms are an integrated part of other cognitive functions such as Spectrum Sensing Function, Geolocation, Spectrum Manager, Spectrum Automaton or the Management Plane procedures and functions, Section 7.6 briefly describes the required security mechanisms and provides references as to where in IEEE 802.22 standard they can be found. Detailed description of the mechanisms themselves have been provided in appropriate sections such as Sections 6 related to MAC, Section 7 related to Security, Section 9 related to the Cognitive Radio Capabilities etc.These security functions are related to availability, authentication, authorization, Identification, Integrity, Confidentiality / Privacy etc. The security ad-hoc also proposes collaborating sensing, correlation with the geolocation information and decision making based on voting based rule sets to enhance security for WRAN systems and the incumbents. This mechanism is explained in greater detail in Section 9 Cognitive Radio Capability (Missing Sections - Comment 735 - Response in Document 22-09-0057) of the IEEE 802.22 Draft Standard. Some other security mechanisms related to the cognitive capability that are defined in greater detail include Section 7.7.2 related to the CBP Authentication Mechanisms and Section 7.7.3 related to the 802.22.1 Wireless Microphone Beacon Authentication.

The proposed document 22-08-0174 Rev 18 also introduces a New Annex on some theoretical results related to Collaborative Sensing and Decision Making to Provide Potection Against Spurious Signals.

802.22 Working Group Action: Document 22-08-0174 Rev 18 needs to be voted upon and approved in May 2009 Interim.
Comment 599
Superceded 

See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has taken parts of PKMv1 and PKMv2 from IEEE 802.16 that are relevant to 802.22 operation and re-named the protocol as the Security for  Control and Management (SCM). This can be found in Section 7.4 in Document 22-08-0174 Rev 18. The SCM protocol does not include EAP for the sake of simplicity since the current version of the 802.22 standard does not support mobility. SCM DOES support Elliptic Curve Cryptography (ECC) based authorization for authorizing the CPEs at the time of network entry, for authenticating the TG1 beacons and for authentiaction of the CBP burst.  
Comment 600 

Superceded

See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot
Comment 601 

Superceded

See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. See the proposed resolution to Comment 598. Security ad-hoc has re-written the entire security section in 802.22, including a new introduction. This can be found in Document 22-08-0174 Rev 18
Comment 602

Superceded

See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22, including a new introduction. This can be found in Document 22-08-0174 Rev 18. Add IEEE 802.16-2009 in the bibliography as a reference to the security in 802.22
Comment 603

Accept
Define MPDU as MAC PDU. Add to the glossary as well.
Comment 604

Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has taken parts of PKMv1 and parts of PKMv2 that are relevant to 802.22 operation and re-named the protocol as the Security for  Control and Management (SCM). This can be found in Section 7.4 of the Document 22-08-0174 Rev 18. The SCM protocol does not include EAP (included in PKMv2) for the sake of simplicity since the current version of the 802.22 standard does not support mobility. SCM DOES support RSA and ECC based X.509 certificates. SCM also supports Elliptic Curve Cryptography (ECC) based authorization for authorizing the CPEs at the time of network entry, for authenticating the TG1 beacons and for authentiaction of the CBP burst.
Comment 605
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot and also Comment 604
Comment 606
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot and also Comment 604
Comment 607
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot and also Comment 604
Comment 608
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has developed a complete revision to the current Section 7 in the 802.22 draft standard. The complete revision can be found in Document 22-08-0174 Rev 18 or higher of the standard. Document 22-08-0174 needs to be passed through the Electronic Balloting Process.
Comment 609
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22, including a new introduction. This can be found in Document 22-08-0174 Rev 18. Add IEEE 802.16-2009 in the bibliography as a reference to the security in 802.22
Comment 610
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22, including a new introduction. This can be found in Document 22-08-0174 Rev 18. Add IEEE 802.16-2009 in the bibliography as a reference to the security in 802.22
Comment 611
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22, including a new introduction. This can be found in Document 22-08-0174 Rev 18. The current proposed security mechanisms for 802.22 do not support EAP for the sake of simplicity since the current version of 802.22 does not support mobility.
Comment 612
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. See the proposed resolution to comment 611.
Comment 613
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. See the proposed resolution to comment 611.
Comment 614
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22, including a new introduction. This can be found in Document 22-08-0174 Rev 18. The current proposed security mechanisms for 802.22 do not support EAP for the sake of simplicity since the current version of 802.22 does not support mobility.

Comment 615
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The current proposed security mechnisms do not include HMAC/ CMAC, but instead an AES-CCM based authentication and encryption scheme / protocol is suggested. This can be found in Section 7.4 of the Document 22-08-0174 Rev 18. The corresponding procedures are defined in Section 7.4 of Document 22-08-0174 Rev 18
Comment 616
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Please refer to the proposed resolution for the Comment 615.
Comment 617
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The current proposed security mechanisms for 802.22 propose authorization state machine which can be found in Section 7.2.3 of Document 22-08-0174 Rev 18
Comment 618
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. See the proposed resolution to comment 617.
Comment 619
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18.
Comment 620
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The proposed security mechanisms for 802.22 DO NOT use DES scheme. Only ONE encryption scheme is proposed which is AES - CCM

Comment 621
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot and Comment 620. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The proposed security mechanisms for 802.22 DO NOT use DES scheme. Only ONE encryption scheme is proposed which is AES - CCM.

Comment 622
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. References to AES - CCM will be added to Section 2
Comment 623
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. References to AES - CCM will be added to Section 2
Comment 624
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot and also Comment 620. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The proposed security mechanisms for 802.22 DO NOT use DES scheme. Only ONE encryption scheme is proposed which is AES - CCM
Comment 625
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot and also Comment 624. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The proposed security mechanisms for 802.22 DO NOT use DES scheme. Only ONE encryption scheme is proposed which is AES - CCM
Comment 626
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The current proposed security mechnisms do not include HMAC/ CMAC, but instead an AES-CCM based authentication and encryption scheme / protocol is suggested. This can be found in Section 7.4 of the Document 22-08-0174 Rev 18. The corresponding procedures are defined in Section 7.4 of Document 22-08-0174 Rev 18
Comment 627
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The current proposed security mechnisms do not include SHA-1. Please read Section 7.4 of the Document 22-08-174 Rev 18
Comment 628
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot and Comment 627. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. The current proposed security mechnisms do not include SHA-1. Please read Section 7.4 of the Document 22-08-174 Rev 18
Comment 630
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. Security ad-hoc has taken parts of PKMv1 and parts of PKMv2 that are relevant to 802.22 operation and re-named the protocol as the Security for  Control and Management (SCM). This can be found on Pages Section 7.4 in Document 22-08-0174 Rev 18. The SCM protocol does not include EAP (included in PKMv2) for the sake of simplicity since the current version of the 802.22 standard does not support mobility. SCM DOES support Elliptic Curve Cryptography (ECC) based authorization for authorizing the CPEs at the time of network entry, for authenticating the TG1 beacons and for authentiaction of the CBP burst.  
Comment 631
Superceded
See the proposed resolution to Comment 598 and the Comment 260 which approved the ballot also Comment 630. Security ad-hoc has re-written the entire security section in 802.22. This can be found in Document 22-08-0174 Rev 18. Security ad-hoc has taken parts of PKMv1 and parts of PKMv2 that are relevant to 802.22 operation and re-named the protocol as the Security for  Control and Management (SCM). This can be found on Pages Section 7.4 in Document 22-08-0174 Rev 18. The SCM protocol does not include EAP (included in PKMv2) for the sake of simplicity since the current version of the 802.22 standard does not support mobility. SCM DOES support Elliptic Curve Cryptography (ECC) based authorization for authorizing the CPEs at the time of network entry, for authenticating the TG1 beacons and for authentiaction of the CBP burst.
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This document proposes resolutions to comments related to security in 802.22 in Draft v1.0
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