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Privacy Concerns
Apurva Mody (BAE Systems), Ranga Reddy (N/A)

CPE MAC address is sent in the clear during Ranging Request (RNG-REQ) and Ranging Response (RNG-RSP) process. This can allow malicious users to track an individual CPE in the network, which is a security concern. Also, some regulatory restrictions and laws in various countries may impose privacy requirements on the operation of TV whitespace devices. 

In R0 of this document two approaches for solving this problem were proposed. Approach 1 involved using a “Temporary MAC Address” selected by the CPE during the Ranging Procedure, and having the CPE sending  it’s actual MAC address during REG-REQ (after Authentication). Approach 2 involved using a “Temporary SID” selected by the BS and sent in the RNG-RSP, and then assigning a permanent SID during the REG-RSP.
During development/finalization of 802.22-2011, Approach 2 was selected. This approach is no longer the appropriate solution for ensuring CPE privacy. With the augmenting of the standard (i.e. IEEE 802.22b-2015), larger networks, with more devices will be deployed. This will lead to a dearth of unused SIDs to support CPE privacy. Therefore, it is recommended to go with approach 1.  
In the intervening time, since development of 802.22-2011, the 802 WG has begun undertaking development of 802c draft, to address assignment of Local MAC Addresses. This contribution describes text changes to be applied to the Revision document to support CPE privacy using Local MAC Address primitives (as defined in 802c/D2.1).
NOTE -- Concepts discussed here are some-what based upon contribution 09/112r0 or the latest revision. Acceptance of the solutions proposed is pending review and discussion of contribution 09/112r1 (or latest revision), but is not dependent on them.
Approach 1:

1. Upon receiving CDMA Allocation IE, CPE randomly selects a “Temporary CPE MAC address”. This temporary MAC address is based upon the specification of a locally assigned/administered MAC address as defined in Section 9.2 of IEEE 802-201. In this case, the I/G and U/L bits of the MAC address are set to 0 and 1, respectively. The remaining 46 bits will be randomly generated by an appropriate PRNG. The CPE will then transmit the RNG-REQ with this temporary MAC address on the Initial Ranging CID. 

2. The BS receives this RNG-REQ, and transmits the RNG-RSP to the inteded CPE with the temporary MAC address received in the RNG-REQ. This RNG-RSP will contain the CPE’s Permanent Station ID (or Basic CID+Primary Mangement CID) if 09/112r0 or latest revision isn’t accepted).

3. CPE and BS “hold” on to temporary MAC address until CPE completes authorization. Until this time, no other CPE attempting network entry can use the same temporary MAC address

4. Rest of network entry process procedes as currently defined

Approach 2:
1. Upon receiving CDMA Allocation IE, CPE transmits the RNG-REQ with its MAC address on the Initial Ranging CID. 

2. The BS receives the RNG-REQ, and transmits the RNG-RSP to the intended CPE using with the MAC address received in the RNG-REQ. The RNG-RSP will contain a “Temporary Station ID” (or a temporary Basic CID and temporary Management CID) selected from the pool of unused Multicast Station IDs (or Multicast Transport/Mangement CIDs)

3. The Temporary Station ID (or Temporary Basic & Management CIDs) is then used by the BS and CPE to conduct the basic capabilities exchange

4. The CPE transmits the SCM Authorization Request message using the Temporary Station ID (or Temporary Basic & Management CIDs)

5. BS sends the SCM Authorization Reply to the CPE using the Temporary Station ID (or Temporary Basic & Management CIDs). Within the Authorization Reply is the CPE’s Permanent Station ID ( or Basic CID) encrypted by the CPE’s public key.

6. Once Authorization is complete, the BS and CPE release used of the Temporary Station ID (or Temporary Basic & Management CIDs)

Issues:
The ultimate goal is to make sure that a malicious user can’t map the CPE MAC address to the Permanent Station ID or Basic CID. That is how privacy can be insured.

The first approach is much simpler than the second. However, during the SCM Authorization exchange the CPE’s MAC address may still be viewable. Transmission of the SCM Authorization request, requires that the CPE transmit its’ certificate to the BS. The certificate is bound to the CPE’s MAC address, and parsing the certificate may allow the user to view the MAC address (certificates are signed so the information within them can’t be easily forged). Approach 1 assigns the Permanent Station ID during the RNG-RSP, so by the time the CPE transmits the RNG-REQ, a malicious user could parse the Authorization Request and may be able to make the connection between the CPE’s MAC Address and Permanent Station ID. This approach is feasible if CPE MAC address doesn’t have to be included in the CPE certificate.

The second approach is slightly more complex than the first. The problem with this approach is that as the cell becomes more crowded, more and more Station IDs (or CIDs) get used up. This makes pool of available temporary Station IDs (or Basic+Management CIDs) shrink over time. However, this approach avoids the problem with the 1st approach, because the Permanent Station ID (or Basic CID+Management CID) is encrypted when the BS sends it to the CPE. 

This contribution presents two approaches for CPE privacy during initial ranging and network entry only. The rest of the 802.22 draft must be reviewed to make sure no other messages/procedures reveal the some type of information.

Text Modification Proposal:

Below are the text instructions required to implement the changes required to implement CPE Privacy using Local MAC Addresses.
[Modify Section 7.7.7.3.4.12 as follows]

[---------------------------------------------------------Start of Text Proposal---------------------------------------------------]
7.7.7.3.4.12
Permanent Station IDMAC Address
This field specifies the permanent SID assigned to aMAC Address CPE. This IE is included if CPE Privacy (see Clause 8) during network entry is supported by the operator.

Table 61 – Permanent Station ID information element
	Element ID
	Length (bytes)
	Value
	Scope

	15
	6
	Permanent MAC AddressSID (Bit 0000 000b bbbb bbbb)
	REG-REQ


[---------------------------------------------------------End of Text Proposal---------------------------------------------------]

[Replace text in Section 8.7 with the following]
[---------------------------------------------------------Start of Text Proposal---------------------------------------------------]

CPE SID and MAC Address are sent in the clear during the Ranging procedure. This can allow malicious users to track an individual CPE in the network, which is both a security concern and may (in some regulatory domains) violate laws regarding privacy of user information. 

The following process details a procedure that can be used to ensure user privacy:
1. Upon receiving the CDMA Allocation IE, CPE selects a temporary MAC Address is selected using the Administratively Assinged Identifier (AAI)-type Structured Local Address Plan (SLAP) as defined in Section 8.4.4.3 of IEEE Std. 802.
a. This entails setting the I/G, U/L, Y, Z bits of MAC Address to 0100
b. Remaing 44 bits can be assigned randomly
2. The CPE then transmits this temporary MAC address in the RNG-REQ
3. BS receives the RNG-REQ and selects a (permanent) SID for the CPE. It sends the permanent SID along with the temporary MAC address received in the RNG-REQ to the CPE in the RNG-RSP message.
4. The CPE and BS proceed with the Authorization process to setup keying on the CPE.
5. The CPE’s permanent (actual) MAC address is sent to the BS as an IE in the REG-REQ (see 7.7.7.3.4.12)

The CPE and BS “hold” onto the temporary MAC Address until the CPE completes the REG-REQ/RSP. Until then no other CPE can enter the network utilizing the same temporary MAC. Use of this procedure is optional and at the discretion of the operator.
[---------------------------------------------------------End of Text Proposal---------------------------------------------------]
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This contribution seeks to amend the ranging/network entry procedure to allow for privacy of CPEs (Customer Premisis Equipment) in 802.22 Wireless Regional Area Networks (WRAN).
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