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802.22 Database Service Interface
802.22 system model

The system model that has been assumed all along in the development of the 802.22 Standard is a point-to-multipoint model for extending broadband access to less populated rural areas where more available TV channels can be found.  In this model, the base station (BS) is assumed to control all RF parameters of its associated customer premises equipment (CPE) (frequency, EIRP, modulation, etc.)  in a “master-slave” relationship so that the responsibility of protecting the TV broadcast incumbents is fully carried by the Wireless Regional Area (WRAN) operator.  

When directly applying this model to the database service interface proposed in the FCC R&O 08-260
, the initial assumptions made by the 802.22 working group were: 

· This interface will have to take place entirely between the BS (e.g. master devices) and the database service
· This interface will not take place between BSs and their fixed, slave devices (know in 802.22 as CPEs)
The current network model that the 802.22 working group has defined is depicted in Figure 1. In this architecture, an entity called the Network Control and Management System (NCMS) is featured. The NCMS is an entity run by the WSSP that provides applications and services to manage entities (e.g. BSs and CPEs) in the WSSP’s network. The NCMS facilitates the management of various services, such as AAA, provisioning, radio resource management, QoS, routing, etc. In addition to these services, the NCMS will act as a proxy for database service queries that are to be made on behalf of BSs that are under its’ control. 
This network model was adopted to address a few primary concerns with:
Cost: Obtaining certificates and maintaining those certificates over time will incur some cost to WSSPs. Cost becomes an issue for WSSPs when considering the number of BS
s that a WSSP may (potentially) have under its’ purview. Use of the NCMS allows the WSSP to maintain only one certificate/association with the database service and reduce costs. However, this requires the WSSP to develop its’ own procedures, such as SSH or TLS with self-signed certificates, to secure the transmission of data received from the database to each of the BSs under its control. 
Privacy: The database service request proxying that the NCMS will provide, also acts as an anonymizer for user data. Local, state, federal, and international regulations may require protection of personally identifiable information of a WSSP’s customers. A WSSP’s NCMS is already in a position to provide for protection of user privacy as well as ensure accurate and timely information of the BSs and CPEs under its’ control, because WSSPs are required to provide these services natively as stipulation to exisiting laws and regulations. 
Deployment Configurations: 802.22 BSs/CPEs will be deployed rural and around the edge of suburban areas, where existing telecommunications infrastructure is sparse and may even be non-existent. Bringing in infrastructure to directly connect each 802.22 BS under the purview of a WSSP to the internet in these areas will be a technical and logistical challenge. The NCMS in this case provides a central point-of-presence, that allows the WSSP to have flexibility in defining the backbone network that it uses to link BSs to the router(s) that will act as gateways to the internet. This flexibility is needed to ensure that the WSSPs backbone network is redundant, and service interruption is minimized when outages occur.
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Figure 1:  Structure of the 802.22 WRAN access to the database service
Database service access

First, the CPE has to provide the necessary information to the base station at the time of association otherwise such association will be rejected.  This information will be:

· Geolocation (latitude, longitude and height above average ground level)

· Device identification (Product identification (FCC ID) and the serial number (could be the MAC address)

· Type of device: fixed, portable mode 2 or portable mode 1

The operator of the BS will initially register with the database service through the NCMS as a fixed device in providing all the information required as specified in the FCC R&O.  It will also register all its associated CPEs with their geolocation, device identification, etc. as obtained at association on a real time basis since its association may depend on the response from the database service.

On an ongoing basis, the BS will then register with the database (at least once every 24 hours) and set up the dialog so that it can query the database service as well as having the database service send any update relevant to its operation through ‘push’ internet technology based on its location and the characteristics of the equipment used as well as the location and the characteristics of the associated CPEs. Such ‘push’technology would allow better reaction time than the 24 hours minimum access time currently specified while keeping the database traffic to a minimum.

To allow this ‘push’ technology, the connection from the database service to the TVBD will need to be kept alive either by using a static IP address or the IP address of a proxy (e.g., one proxy per network operator using different ports for the different BSs) or other means.  In the point-to-multipoint topology assumed for 802.22, only the base station or even the proxy for a number of base stations from a same operator needs to be known to the database service to implement this ‘push’ technology.
Also, the BS may query the database service to verify the list of available channels at potential CPE locations to plan for future coverage.

Registration and access primitives to the database service
The following list defines what has currently been included in the 802.22 Draft standard to implement access to the database service.  This list of primitives has been defined to exchange the necessary information between the Spectrum Manager which is the entity that is responsible for taking the decision about the choice of the operating channel for the WRAN cell at the BS and the Network Control Management Service (NCMS) which will interface at higher layer and through the network backhaul with the database service.

M-DB-EXISTS.request: primitive that allows the SM to identify what database services exist through the Network Control Management Service (NCMS) in order to obtain channel availability. It will be generated by the Spectrum Manager (SM) and issued to its NCMS to identify the types of database services that exist and can be accessed.

M-DB-EXISTS.confirm: primitive that allows the NCMS to inform the SM of the types of database services that exist and are accessible through the NCMS.

M-DB-AVAILABLE.request: primitive that allows the SM to identify what database services are accessible through the NCMS in order to obtain channel availability information.
M-DB-AVAILABLE.confirm: primitive that allows the NCMS to inform the SM of the types of database services that are accessible through the NCMS.
M-DB-REG.request: primitive that allows the SM to request the NCMS to register a geo-location, which could be either a geo-location of the BS itself, or a geo-location of an associated CPEs, or a geo-location of interest, in a database.

	Name
	Type
	Valid Range
	Description

	
	
	
	



	Device Type
	Integer
	0-1
	The value identifies the type of device at the geo-location registering

0 = Fixed
1 = Personal/portable mode 1

2 = Personal/portable mode 2

	REG_TYPE
	Integer
	0-1
	The value identifies if the present request is a registration request, or a query request for a already registered location.

	FCC-ID
	
	
	

	Serial Number
	
	
	

	Location Data String
	Char
	NMEA 0183 ASCII string
	The value identifies the geo-location to be registered,

	Antenna information
	
	Variable
	Antenna height, directionality information of a WRAN device at the said geo-location to facilitate the database calculation of the maximum allowed EIRP values at the registering location.


M-DB-REG.confirm: primitive that is used to inform the SM whether its request to register a geolocation in an external database service was successfully generated by the NCMS.

M-DB-REG.response: primitive that is used to inform the SM whether its request to register a geolocation in an external database service was successfully received by the database.

M-DB-INDICATION.indication: primitive that is used to inform the SM when an indication to a previously registered geo-location in an external database service was successfully received by the NCMS.  When the SM receives the M-DB-INDICATION.indication, SM shall obtain the list of available channels and corresponding maximum EIRP at the registered geo-location.

	Name
	Type
	Valid Range
	Description

	

	
	
	



	
	
	
	

	FCC ID
	
	
	

	Serial number 
	
	
	

	Unapproved device flag
	
	
	

	For (i=1 to Number of Channels Avaliable, i++) {

     Channel_Number

     Max_Transmit_EIRP
Availability schedule
}
	List of available channels and max EIRP allowed per channel, and the schedule
	
	List of Available Channel Numbers and corresponding maximum allowed transmit EIRP as well as the availability schedule (start and stop date/time) for each channel.


M-DB-DEREG.request: primitive that allows the SM to request the NCMS to deregister a previously registered geo-location in a database.

M-DB-DEREG.confirm: primitive that is used to inform the SM whether its request to deregister a previously registered geo-location in an external database service was successfully generated by the NCMS.

M-DB-DEREG.response: primitive that is used to inform the SM whether its request to deregister a previously registered geo-location in an external database service was successfully received by the database.

Actual parameters being considered

As can be seen from the above primitives, the registration to the database service includes the location as well as the antenna height and directionality above average ground level of the TVBD which goes beyond the minimum information required by the FCC R&O.  This will allow for an extension of the database service to a larger number of device types because the location, antenna height and directivity are the key generic parameters in calculating potential interference, independent of how these devices are classified.

In the response parameters from the database, beyond the list of available channels in a specific location, the primitives call for the maximum EIRP allowed in each channel which gives much more capability in terms of expanding the database services from the engineering point of view since avoidance if interference is really based on limiting the amount of EIRP transmitted in a location.  Excluding the use of a channel is a crude way of doing the same thing.  The list of maximum EIRP per channel imbeds the notion of available/unavailable channel but can quantify it by comparing it to diffrent EIRP thresholds specified by the regulatory authority (e.g., 4 Watt for fixed, 100 mW for portable, 40 mW for portable in adjacent channels, and any other device types that can be identified in the future).  Note that the list of available channels will require 8-bit times the number of available channels at the specified location whereas the maximum allowed EIRP in each channel will require 8-bit times the total number of channels in a location which, sizewise, is not much bigger.

802.22 is of the opinion that besides the TVBD location, antenna height and directivity would be useful as input to the database service for future extention of the service as well as a response in terms of maximum allowed EIRP per TV channel rather than a simple list of available channels, noting that the latter can be easily deduced from the former.
Because of the point-multipoint nature of the 802.22 systems, batching requests to the database service should be allowed. The database service should also provide the ability to batch the responses for multiple devices.
Proposed for deletion

[Higher level application for accessing the database service

802.22 would like to have the capability to explore the available channels over a geographical area to explore and plan coverage and verify the potential for interference before implementation.]
Need for network address

Address of the database service
Security for these messages:

802.22 is of the opinion that security on the messages exchanged between the Base Station and the database service will be critical for the proper operation of the systems to allow authentication of the database provider as well as the WRAN system querying the service.  Security will also be necessary to avoid the message exchange being altered on the backhaul connection.  SSL was identified as an acceptable way to provide transport layer security but SSL should be limited to the connection between the database service and the NCMS rather than down to the CPE.
802.22 recommends authentication based on Elliptic-Curve-Cryptography (ECC).  We note that the RSA is outdated while ECC provide more security with less overhead and faster processing.
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Abstract


This document summarizes the discussions that took place on Monday afternoon, July 13th, during the 802.22 System Meeting on the identification of the possible interface to the Incumbent Database from the 802.22 perspective.











� Note that in its Petition for Reconsideration, the IEEE 802 has addressed the fact that the current interface proposes a direct interaction between the Incumbent Database and the CPEs which goes contrary to the assumption that the BS and its operator will be responsible for the protection of the broadcast incumbents.  It is hoped that the FCC, in response to the Petition for Reconsideration, will consider this “master-slave” relationship that the 802.22 has assumed in its work and allow the BS to be the proxy of its associatred CPEs. This the assumption used in the rest of this document.
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