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1. August 3rd 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Gerald Chouinard - CRC

Ranga Reddy – US Army
Winston Caldwell – Fox

2.1 Agenda

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  all the Security Ad-Hoc Conference Calls  previously held can be found at  –  https://mentor.ieee.org/802.22/dcn/08/22-08-0163-22-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy. https://mentor.ieee.org/802.22/dcn/08/22-08-0296-03-0000-cbp-security-protection-mechanisms.doc
· Recommended Text for Section 7 on Security in 802.22 – included in Draft v 2.0 can be found at https://mentor.ieee.org/802.22/dcn/08/22-08-0174-18-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/dcn/08/22-08-0083-08-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Proposed Reference Architecture for 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0121-10-0000-text-on-protocol-reference-model-enhancements-in-802-22.doc
· 802.22 Database Interface Architecture and Security Mechanisms - https://mentor.ieee.org/802.22/dcn/09/22-09-0111-02-0000-database-interface-architecture-and-security-mechanisms.ppt
· Whitespace Database Service - https://mentor.ieee.org/802.19/dcn/09/19-09-0047-00-tvws-white-spaces-database.ppt
Minutes and Discussions

· Comments 667, 668, 673, 674, 675, 676, 679 and 680 were resolved. The proposed resolutions can be found in the Document https://mentor.ieee.org/802.22/dcn/09/22-09-0120-03-0000-wran-draft-2-0-ballot-comment-database.xls
· Comment #662 – Gerald Chouinard. There were some discussions on this comment. Gerald’ s comment is to keep the complexity of the security suites in 802.22 low so that there is not a high barrier to the market

· Ranga Reddy suggested that when the security ad-hoc started exploring the architecture for the security in 802.22, we found the 802.16 model most appropriate. Many things from the 802.16 security architecture have been streamlined. There is also an option, that if a user does not have a capability to perform security related functions such as encryption / authentication, it may tell the BS and the BS may either choose to serve the user with no security features or it may decide to de-authorize the user from the network.

· Apurva Mody suggested that the security ad-hoc will consider providing some 802.11 type of mechanisms so that it may facilitate quicker adoption of the standard.

· Ranga Reddy suggested that security ad-hoc is already considering adding Extensivle Authentication Protocol (EAP) which will allow the service providers to automatically generate the certificates and keys. 
· Ranga Reddy suggested that we wait until all the comments are resolved and then re-visti this comment to see if something can be done to reduce the complexity.
· Winston – We need to keep in mind the market where 802.22 is likely to be deployed more – not Africa but the US

· Apurva Mody suggested that looking at the trends in 802.16 / WiMAX, it looked like 802.22 may be adopted more quickly in other countries with lesser broadband penetration as compared to the US. 
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