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1. August 3rd 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Gerald Chouinard - CRC

Ranga Reddy – US Army
Winston Caldwell – Fox

2.1 Agenda

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  all the Security Ad-Hoc Conference Calls  previously held can be found at  –  https://mentor.ieee.org/802.22/dcn/08/22-08-0163-22-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy. https://mentor.ieee.org/802.22/dcn/08/22-08-0296-03-0000-cbp-security-protection-mechanisms.doc
· Recommended Text for Section 7 on Security in 802.22 – included in Draft v 2.0 can be found at https://mentor.ieee.org/802.22/dcn/08/22-08-0174-18-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/dcn/08/22-08-0083-08-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Proposed Reference Architecture for 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0121-10-0000-text-on-protocol-reference-model-enhancements-in-802-22.doc
· 802.22 Database Interface Architecture and Security Mechanisms - https://mentor.ieee.org/802.22/dcn/09/22-09-0111-02-0000-database-interface-architecture-and-security-mechanisms.ppt
· Whitespace Database Service - https://mentor.ieee.org/802.19/dcn/09/19-09-0047-00-tvws-white-spaces-database.ppt
Minutes and Discussions

· Comments 667, 668, 673, 674, 675, 676, 679 and 680 were resolved. The proposed resolutions can be found in the Document https://mentor.ieee.org/802.22/dcn/09/22-09-0120-03-0000-wran-draft-2-0-ballot-comment-database.xls
· Comment #662 – Gerald Chouinard. There were some discussions on this comment. Gerald’ s comment is to keep the complexity of the security suites in 802.22 low so that there is not a high barrier to the market

· Ranga Reddy suggested that when the security ad-hoc started exploring the architecture for the security in 802.22, we found the 802.16 model most appropriate. Many things from the 802.16 security architecture have been streamlined. There is also an option, that if a user does not have a capability to perform security related functions such as encryption / authentication, it may tell the BS and the BS may either choose to serve the user with no security features or it may decide to de-authorize the user from the network.

· Apurva Mody suggested that the security ad-hoc will consider providing some 802.11 type of mechanisms so that it may facilitate quicker adoption of the standard.

· Ranga Reddy suggested that security ad-hoc is already considering adding Extensivle Authentication Protocol (EAP) which will allow the service providers to automatically generate the certificates and keys. 
· Ranga Reddy suggested that we wait until all the comments are resolved and then re-visti this comment to see if something can be done to reduce the complexity.
· Winston – We need to keep in mind the market where 802.22 is likely to be deployed more – not Africa but the US

· Apurva Mody suggested that looking at the trends in 802.16 / WiMAX, it looked like 802.22 may be adopted more quickly in other countries with lesser broadband penetration as compared to the US. 

2. August 10th 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Gerald Chouinard - CRC

Ranga Reddy – US Army
Winston Caldwell – Fox

2.1 Agenda

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  all the Security Ad-Hoc Conference Calls  previously held can be found at  –  https://mentor.ieee.org/802.22/dcn/08/22-08-0163-22-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy. https://mentor.ieee.org/802.22/dcn/08/22-08-0296-03-0000-cbp-security-protection-mechanisms.doc
· Recommended Text for Section 7 on Security in 802.22 – included in Draft v 2.0 can be found at https://mentor.ieee.org/802.22/dcn/08/22-08-0174-18-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/dcn/08/22-08-0083-08-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Proposed Reference Architecture for 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0121-10-0000-text-on-protocol-reference-model-enhancements-in-802-22.doc
· 802.22 Database Interface Architecture and Security Mechanisms - https://mentor.ieee.org/802.22/dcn/09/22-09-0111-02-0000-database-interface-architecture-and-security-mechanisms.ppt
· Whitespace Database Service - https://mentor.ieee.org/802.19/dcn/09/19-09-0047-00-tvws-white-spaces-database.ppt
Minutes and Discussions

· Discussions on security aspects with the external Whitespace database was carried out.

· Ranga Reddy brought to the attention of the group that the Whitespaces Databases Group has started talking about the security issues of the database with the Whitespace Device. This document includes Public Key Infrastructure (PKI), Transport Security and Device Security. 

· PKI - For PKI, X.509 based use of certificates is suggested for key exchange. These X.509 certificates will hold an entity name in the SubjectAltName field, following the convention of the World Wide Web. A 2048-bit RSA key for initial deployment is suggested with forward compatibility for key size increases. Use key rollover procedures based on pre-published supersession to ensure long-term stability of the security architecture is proposed. The OSCP protocol (RFC2560) may be used by WSDs to verify that WSSP certificates have not been revoked by the Repository.
· Transport Security – Transport Layer Security or TLS (RFC4346, though it is sometimes better known by its old name, Secure Sockets Layer or SSL) is suggested. TLS provides authentication, integrity, and confidentiality properties at the transport layer below HTTP. 
· Device Security – It is proposed that the device security be carried out using enrollment process with mutual authentication. 

· Some discussions based on this proposed document were as follows:  
· Winston – Database will be designed such that it will be able to shut down a particular device with a particular FCC ID

· Gerald – complexity needs to be taken into account
· Gerald – Path for 802.22 is clear since we go through a proxy server sucha as NCMS. 

· Winston – Take a step back from complexity, implement it and then worry about 802.22 CPEs acting as the Whitespace access points for other Whitespaces network.

· Winston – we are inserting NCMS, Whitespaces Database group is inserting White Space Service Provider. 

· Apurva Mody – Based on the proposed document it appears as if the Whitespace database group is thinking about an 802.11 type of a model which is not based on an Internet Service Provider concept. It is proposed that the White Space Device (WSD) will be able to access the Whitespace Service Provider / Repository directly. 
· Apurva Mody – suggested that for an 802.11 type of a device, accessing the repository is relatively easy, since the user can easily access the 802.11 MIBs using internet browser application and configure the 802.11 hardware (provide it with the URL) such that the device will transparently access the repository and validate the channels. 

· Apurva Mody – 802.22 model is not that simple. We chose to follow the Internet Service Provider route where typically, and ISP is likely to maintain an external server such as the NCMS to manage the network. 
· Towards the end of the call, the ad-hoc tried to resolve some comments. However, due to lack of time, not much progress was made on comment resolution.   

3. August 17th 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Gerald Chouinard - CRC

Ranga Reddy – US Army
Winston Caldwell – Fox

2.1 Agenda

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  all the Security Ad-Hoc Conference Calls  previously held can be found at  –  https://mentor.ieee.org/802.22/dcn/08/22-08-0163-22-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy. https://mentor.ieee.org/802.22/dcn/08/22-08-0296-03-0000-cbp-security-protection-mechanisms.doc
· Recommended Text for Section 7 on Security in 802.22 – included in Draft v 2.0 can be found at https://mentor.ieee.org/802.22/dcn/08/22-08-0174-18-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/dcn/08/22-08-0083-08-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Proposed Reference Architecture for 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0121-10-0000-text-on-protocol-reference-model-enhancements-in-802-22.doc
· 802.22 Database Interface Architecture and Security Mechanisms - https://mentor.ieee.org/802.22/dcn/09/22-09-0111-02-0000-database-interface-architecture-and-security-mechanisms.ppt
· Whitespace Database Service - https://mentor.ieee.org/802.19/dcn/09/19-09-0047-00-tvws-white-spaces-database.ppt
Minutes and Discussions

· Ranga Reddy talked about some of the privacy concerns in current 802.22 security architecture - Multi-cast management messages are protected, however, multicast transport security is complex and it is left upto the service provider / higher layer to provide IPSec. 
· Document 114 was reviewed. 

· Ranga presented two approaches – pros and cons of both were discussed

· Gerald brought to the attention the fact that FCC requires MAC Address of the device to be sent in the clear.

· Gerald – The trick we found to reduce the overhead was that instead of sending MAC address in every US burst, 802.22 transmits it in the CBP burst every 2 minutes. 
· Ranga Reddy - The main issue is the concern about privacy – malicious user should not be able to link MAC address with the CID. 
· Winston Caldwell – FCC Report and Order Section 15.711 Part E – Fixed TVBD shall transmit identifying information. The ID information must confirm to a standard. ID should contain sufficient information to identify the device and its geolocation information.

· Apurva Mody - FCC says that the identification and geolocation information needs to be transmitted but does not say that it is in the clear – that is un-encrypted. MAC address may or may not qualify as the identifying information.   

· Apurva Mody – Based on document 09-0114 it looks like Approach 1 is more suitable since the MAC address needs to be protected and the FCC does not require that the MAC address is required to be in the clear. 
· Apurva Mody - Decision needs to be made in the coming weeks on whether Approach 1 or 2 should be adopted since the Privacy concerns are valid.

· Gerlad Chouinard – prefers Approach 2. 

· Apurva Mody – prefers an approach that does not require major modifications to the standard and still overcomes the concerns. 

· Winston Caldwell – Wants to provide utmost security that 802.22 can – leave complexity aside.
3. August 24th 2009 – Security Ad-Hoc Conference Call Meeting Minutes

Meeting Minutes 

1. Attendance

Apurva Mody – BAE Systems

Ranga Reddy – US Army
Winston Caldwell – Fox

2.1 Agenda

· Attendance
· Chair asked if everyone attending was familiar with the IEEE patent policy - http://standards.ieee.org/board/pat/pat-slideset.pdf - Everyone was familiar.
· Minutes  of  all the Security Ad-Hoc Conference Calls  previously held can be found at  –  https://mentor.ieee.org/802.22/dcn/08/22-08-0163-22-0000-meeting-minutes-of-the-security-ad-hoc-group-in-802-22.doc
· Discussion on Protection Mechanisms for Co-existence Beaconing Packets – led by Ranga Reddy. https://mentor.ieee.org/802.22/dcn/08/22-08-0296-03-0000-cbp-security-protection-mechanisms.doc
· Recommended Text for Section 7 on Security in 802.22 – included in Draft v 2.0 can be found at https://mentor.ieee.org/802.22/dcn/08/22-08-0174-18-0000-recommended-text-for-section-7-on-security-in-802-22.doc
· Reference Document - Table of Contents for Section 7. The reference document for the proposed text can be found at   
https://mentor.ieee.org/802.22/file/08/22-08-0165-00-0000-table-of-content-for-the-security-section-in-802-22.doc
· Reference Document - Scope and the Workplan for the Security Ad-Hoc Group –https://mentor.ieee.org/802.22/file/08/22-08-0159-00-0000-scope-agenda-workplan-and-timeline-for-the-security-ad-hoc-in-802-22.doc

· Reference Document - Presentation on the PRM and Security Enhancements in 802.22 – 802.22 Threat Analysis
https://mentor.ieee.org/802.22/dcn/08/22-08-0083-08-0000-security-and-prm-enhancements-in-80222-v3.ppt
· Proposed Reference Architecture for 802.22 - https://mentor.ieee.org/802.22/dcn/08/22-08-0121-10-0000-text-on-protocol-reference-model-enhancements-in-802-22.doc
· 802.22 Database Interface Architecture and Security Mechanisms - https://mentor.ieee.org/802.22/dcn/09/22-09-0111-02-0000-database-interface-architecture-and-security-mechanisms.ppt
· Whitespace Database Service - https://mentor.ieee.org/802.19/dcn/09/19-09-0047-00-tvws-white-spaces-database.ppt
Minutes and Discussions

· Comments 693, 694, 695, 696 and 697 were discussed. 

· Ranga Reddy  - is proposing to drop RSA – since supporting a certificate based methods are onerous, especially for small service providers
· Ranga Reddy – RSA is an older technology. Huge overhead since they are not strong and long key sizes are required. Going forward, longer and longer keys will be needed. 
· Ranga Reddy – ECC is still present for CPE authentication. You can also use EAP. You can also do both. In case of both, you would first do ECC based authentication. Then EAP exchange happens. Information is used from both ECC and EAP for key generation. 
· Ranga Reddy - Section 7.2.2.5 needs to be updated. Ranga will provide update to the second paragraph in this section with regards to how the cryptographic suits are selected. Relation between primary, secondary and GSA will be explained. 
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