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Remaining security comments that need to be resolved:

298, 356, 361, 1346, 403, 404, 407, 473, 474, 505, 506, 508, 509

Comments 298, 356, 361, 1346, 403, 404, 407 were assigned to the Security ad-hoc by the MAC ad-hoc. Comments 473, 474, 505, 506, 508, 509, 511, 512, 523 are related to security issues, and should be handled by the Security ad-hoc as well.

Comments 674, 717, 719, 725, 726, 731, 732 are comments deferred during Security ad-hoc calls. Discussion on those comments are provided here

Comment 298 – Gerald Chouinard
Comment:

Why are the CBP burst to be protected. Aren't they broadcast packets by definition for inter-cell coexistence among different WRAN cells. If these cells belong to the same network that needs protection, everything could be done over the backhaul.

Suggested Remedy:

Reconsider the need for security on the CBP bursts since any WRAN operator will need to know how to decode it to act upon it and therefore will be able to mess with it and change the text accordingly.

Resolution (as currently discussed):

Problem is from malicious users creating false CBP bursts. Since any WRAN operator will need to know how to decode these CBP bursts to act upon it, they will therefore be able to 'mess with it'. What is the need for securing these CBP bursts then? Also, the bursts giving identity as per the FCC R&O would need to be in the clear. Assigned to the security ad-hoc group for resolution.

Initial Feedback from Security Adhoc:

Currently the CBP bursts are transmitted in the clear. They contain a signature at the end of the message to ensure that the CBP burst is authentic – that is, it has not been modified. Currently, the CBP burst authentication (protection) is optional. 
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The desire to protect the CBP is to keep malicious users/operators from preventing legitimate users/operators from using available channel and engaging in coexistence operations. The current procedure (in summary) uses a public key to sign the CBP burst, the signature is then added to the CBP burst when transmitted. Upon reception of the burst, the receiving BS would use the key of the transmitting BS to verify the signature (e.g. authenticate the signature). If verification fails, then the CBP would have to be dropped. 

Signing of the data burst involves processing the burst through some mathematical function, whose behavior is “modulated” by an input key. The burst data itself is not modified in anyway. So, using signatures doesn’t hide the data, like encryption does. This means that the burst is still readable by the receiving BS. Now if the receiving BS doesn’t have the public key of the transmitting BS or doesn’t support the CBP authentication via signature, it obviously cannot verify the signature. In this case, the receiving BS can choose to either ignore the signature and go on to process the CBP, or possibly execute a certificate exchange to get the transmitting BS’s certificate so it can properly verify CBP bursts in the future.

Having described the procedure that is currently implemented, let us describe some of the other ways that errors can be detected in packet transmissions and provide some reasoning as to why the security ad-hoc chose its’ current approach:

1. Cyclic Redundancy Check (CRC) is a non-secure method to create an error-detection code, whereby the data is divided by a known polynomial, it generates a CRC value that would be appended to a packet during transmission. Upon reception, the receiving node re-calculates the CRC value, and if there is a difference, it’s assumed there is some kind of error, and the packet would then be discarded. The problem is, that depending on the length/type of CRC polynomial, it is possible to generate the data in such a way that when the CRC is calculated, the CRC output will be the same as for the unmodified data stream. IEEE 802.3 uses a specific polynomial that is 32 bits long and CRC values that 32bits (4 octets) long.

2. Hashing algorithms like MD5 and SHA-1 are used to provide the same capability as a CRC, but the mathematical formula is supposed to be more secure that a simple CRC. Unfortunately, it has been recently discovered, that MD5 and SHA-1 still have a ‘collision’ vulnerability. This means it is possible to have two data sets/packets that generate the same MD5/SHA-1 hash value. Because of this, NIST is deprecating use of SHA-1, and suggesting moving onto SHA-2 (SHA with 224, 256, 384, or 512 bit signature/hash) for any hash/signature calculations. SHA-2 hashes can range in 28, 32, 48, 64 octets.

3. Even if you specify SHA-2, using a hash algorithm without ‘modulating’ with some key is not a good approach. That is what HMAC is for. HMAC requires that a key be applied to the hashing algorithm to make it more secure. But this then requires a key to be distributed?

Knowing that a simple CRC or earlier-generation hash algorithm wouldn’t be sufficient, the security ad-hoc went looking for protocols that would avoid some the issues that have been described. That is why the TG1 approach has been adopted. The security ad-hoc decided that it would be a good idea to pursue the current method, because from the TG1 perspective, the base standard would have to include ECC certificate identification capability to verify TG1 beacons to be compatible with the TG1 standard. If this was the case, then why not adapt the TG1 approach?

This approach uses keys from an ECC implicit certificate to sign TG1 beacons. It is as compact as possible, while providing an adequate amount of security. We have made some adaptations to this process. We do not use the ECC certificate key to sign the CBP burst directly to sign the message, instead we use it to derive a key to sign the CBP burst with GMAC (which is the AES-GCM version of HMAC). The signature of this output is only 8 octets, much smaller than the smallest SHA-2 output and smaller than the TG1 beacon signature output. 

We feel the certificate exchange process should be kept in the 802.22 standard. If it is utilized, it would be done so infrequently, so the impact of using it would be minimal. 

In case, the wireless mic industry doesn’t want to make use of TG1 beacons. Also the FCC R&O’s treatment of microphone beacons may change. If this is case, then the use of the at all TG1 beacon is put into question and justification of our use of the ECC method in the base standard, because TG1 is using it, will have to be re-evaluated. 

Also, CBP protection mechanism is optional. We define it in the base standard to allow for operators to implement as they see fit. 

Also, if BS’s, and CPEs for that matter, require their own credentials, then quite possibly the infrastructure for generating and distributing the certificates may be in place, so the impact to the operator should be minimized.

Final Resolution
Security ad-hoc suggests we keep the current authentication mechanism for CBP as it has been specified and re-review it until afer we have a clearer picture regarding the requirements as stated in the Database R&O. So the current Comment should be Rejected. 
Comment 356, 361, 473, 474, 505, 506, 508, 509 

Comment:

From CID 356: “Transmitting CPE MAC address in RNG-REQ violates the user's privacy and can allow maclicious users to track/monitor and individual's transmissions.” 

Suggested Remedy:

Adopt recommenndations in 22-09-0114-00-0000-privacy-concerns.doc

Resolution (as currently discussed):

Malicious use of MAC address in RNG-REQ message.

Initial Feedback from Security Adhoc:

Generally these comments (356, 361, 473, 474, 505, 506, 508, 509, 687, 688, 710, 712) deal with a system privacy issue that has been discussed in the security ad-hoc. Doc# 22-09/0114 (or latest revision) proposes two approaches for the ensuring CPE privacy. The ad-hoc reviewed this document in the context of CID’s 687, 688, 710, and 712. The ad-hoc decided that Approach 1 in 22-09/0114 was the better way to go. 

Implementation of the comment resolution requires the following:

1. addition of a section to Clause 7 to describe approach 1 from 22-09/0114

2. modification of certificate profile in Section 7.5 to replace MAC address in certificate definition with FCC ID and Serial #

3. Modifications to IEs for RNG-REQ/RSP

4. Updating some text with regard to network entry procedure

Comment Status:

Security ad-hoc that a counter to those comments should be made and all of them should be superceded by the resolution to either 687/688 or 710/712.

Comment 403, 404

Comment:

Format of SA information that is specified in SCM Auth-Reply is not defined.

Suggested Remedy:

Define Format of SA information for Auth-Reply and GSA Add (6.10.27.7)

Resolution (as currently discussed):

In Table 191, the description of the CPE SA list is unclear: "List of SAs that CPE is authorized for each SA, ..."  This needs clarification. To be assigned to the security ad-hoc group.  Was RSA replaced by ECC? Action: Wendong to email Apurva 

Initial Feedback from Security Adhoc:

Format of SA’s was updated in resolutions to comments 683, 684, 722, and 723 in security ad-hoc. Format of SAs is described in section 7.2.8. Appropriate modification to Table 191 to reference this fact has been applied.

Comment Status:

Security ad-hoc that a counter to those comments should be made and all of them should be superseded by the resolution to either 683/684 or 722/723.

Comments 377, 381, 382, 402, 407, 516, 1346

Comment:

Generally amongst these comments, HMAC is referred to.

Suggested Remedy:

Request clarification.

Resolution (as currently discussed):

Provide clarification

Initial Feedback from Security Adhoc:

With the exception of those MAC management messages that are transmitted on the Initial Ranging, Broadcast, or Basic CIDs, the remainder will be protected by a ciphertext ICV and be encrypted. The ciphertext ICV provides integrity protection (e.g. allows messages to be authenticated) and encryption provides confidentiality of the data. Encryption of the PDU and generation of the ciphertext ICV adds 8 octets overhead, and is provided by AES-GCM, as we’re defining it in the standard. HMAC only provides integrity protection, so data in management messages could still be read, and would require 20 octets of overhead. 

This is why HMAC was been removed from the standard, during development of the text for Clause 7 for the development of D2. The security ad-hoc treats this as an editorial issue. For management messages that refer to addition of the “HMAC tuple” as an IE, that entry in the definition of the message should be removed. In the acronyms and definitions clause, any reference to HMAC should be removed. References to HMAC in Clause 7 have already been handled.

Comment 674

Comment:

802.22 shouldn't mandate factory-installed private/public key pairs. Operators should be able to self-sign their own certificates and install them for CPE authorization.

Suggested Remedy:

For text line 13-18 on pg 270, replace all references to "factory-installed" to "pre-installed". Add the following sentence to the end of the paragraph: "Pre-installed certificates could be generated/installed by the manufacturer or they could be (self-signed) certificates created by the operator."

Resolution (as currently discussed):

This would depend on the need for the database service to have clear credentials for each CPE.  The database service may not allow modification of the CPE credentials.

Initial Feedback from Security Adhoc:

Security ad-hoc has to resolve comment(s) regarding introduction of EAP as the means for authentication. EAP is a framework that supports various EAP methods. Some EAP methods allow the operator to specify their own credential. In this case, if an operator wanted to use their own credential, they could. Now the database service could force upon operators use of a specific type of credential for database access. 

Now, we have to ask ourselves; Do we want to have to support multiple credentials on a CPE, one for network authentication and one for database access authentication? Ideally, we would answer that with a NO, because having to support two credentials overly complicates the standard. 

We could use the credential the database service access requires for our own BStoCPE/CPEtoBS network authentication. This would save us the headache of having to maintain two credentials.

With respect to the comment, we (in the security ad-hoc) feel that changing “factory-installed” to “pre-installed” doesn’t change anything or puts us into a position to violate the new FCC ruling and the database interface requirements. The term “pre” covers the scope of “factory”, in both cases a credential (ie certificate) is installed in the CPE prior to operation. Should things change, we should mark issue for review during the sponsor ballot phase.

Comment Status:

Security ad-hoc believes that this comment should be accepted.

Comment 717, 719

Comment:

Second sentence that starts on line 6, refers to a MMP_key for broadcast. Broadcast traffic (traffic on broadcast CID) is not to be protected. This part of the paragraph (or section 7.2.4.6 for that matter) also doesn't describe how multicast management messages are protected.

Suggested Remedy:

Update second sentence on line 6 to reflect that MMP_Key is for unicast DS/US management messages. Consider adding another subsection to Section 7.2.4.6 to describe protection of multicast management messages. Also may need to update AK context definition in Section 7.2.9.1, and GKEK context in 7.2.9.2.

Resolution (as currently discussed):

Reference to encrypting broadcast CIDs will be removed.  With respect to multicast CIDs, some text already exists in section 6 that deals with multicast. Action: Ranga to verify if this comment has already been addressed through other comment resolutions otherwise this will be discussed later by the security ad-hoc.  

Initial Feedback from Security Adhoc:

CIDs 667, 668, 683, 684, 727, 728 are all concerned with the technical issue that traffic on the Broadcast CID is not to be protected. CIDs 657, 676, 681, 682, 685, 686, 1193, 1194 deal with how multicast management and transport PDUs are handled by the security sub-layer. Resolution to CIDs 716 and 718 already deal how to properly treat the MMP Key. All the issues that are related to this comment have been handled. 

Comment Status:

Security ad-hoc believes that this comment should be super-ceded by anyone of the comments that were mentioned in our feedback.

Comment 725, 726

Comment:

Section 7.3 doesn't provide description of how KEKs and GKEKs are to be used by the CPE and BSSuggested Remedy:
Add appropriate text to section 7.3 to describe KEK and GKEK usage by both the CPE and the BS.

Resolution (as currently discussed):

Ranga to look into this and see where this has been described.

Initial Feedback from Security Adhoc:

There is sufficient text in 7.2.4.2, 7.2.4.3, 7.2.9.2 to describe how KEK and GKEK are used. Section 7.3 is more for show how BS transition between successive generations AKs or TEKs, explanation of GKEK and KEK are used, is not necessary for explanation in 7.3. How some slight modification for text in 7.2.4.2 and 7.2.4.3 is warranted.

Comment Status:

Security ad-hoc believes that this comment should be countered in the following ways:

[modify text in section 7.2.4.2 in the following manner]
The KEK is derived directly from the AK. It is used to encrypt the TEKs, GKEK and all other keys sent by the BS to CPE in unicastthe Key Reply message.

[modify the last sentence in section 7.2.4.3 in the following manner]
GKEK is used to encrypt the GTEKs sent in the Key Reply message by the BS to the CPEs in the same multicast/broadcast group.

Comment 731, 732

Comment:

Consider adoption of AES-GCM for PDU authentication/encryption. GCM mode has a few advantages: i) faster processing of PDUs, ii) encryption process is not data-length dependent, iii) increasing support in other standards (802.11s 802.1ae)

Suggested Remedy:

Revise this section to replace AES-CCM with AES-GCM. Replace all references to CCM in draft with GCM. Add proper reference to GCM in Clause 3

Resolution (as currently discussed):

802.11s is moving to it.  802.1, 802.2af have adopted.  AES-GCM allows flexibility in managing and reducing encryption overhead.  It is faster.  However, there is more implementation of CCM in practice (e.g. 802.16 however .16m considered AES-GCM). No hardware exists to support this at this time. Inserting AES-GCM is not too difficult.  Incorporing AES-GCM now allow us to be more future-proof. Accept in principle.  If later the WG realizes that the AES-CCM would be better to reuse chips and software, GCM could be replaced by CCM at the Sponsor ballot level. Action: Ranga will provide appropriate changes to section 7.4.

Initial Feedback from Security Adhoc:

As we discussed, the resolution to these comments, as well as CIDs 733, 734, 739, 740, 751, 752, have been accepted. Text modifications for these comments, as well as 731/732 have been into the Security ad-hoc’s comment resolution document. Going back to AES-CCM, should the group decide to do so, will be a trivial effort. What would be interesting is to either (a) poll some of the other working groups that are moving to GCM to see what they think and/or (b) some independent analysis to see if implementing GCM really incurs any complexity that would make deploying .22 with GCM difficult

Comment Status:

Suggestion is to accept comments for now. If there is desire to go back to CCM, we can do that during sponsor ballot recirc.

Comment 511, 512

Comment:

Prior to sending the MCA-REQ, the BS must send the SCM GSA Add message to the CPE to install the Group Security Association (GSA) context for that mulitcast group. 

Suggested Remedy:

Add the following to the end of line 8: "Before the MCA-REQ is sent to a CPE, the BS must setup the GSA on the CPE for the multicast group. This is done by using the SCM GSA Add message, and the CPE requesting the keying material for the GSA using the SCM Key Request/Reply. "

Resolution (as currently discussed):

These two comments have not been discussed by the MAC ad-hoc already. 

Initial Feedback from Security Adhoc:

Modification to text required to resolve these comments has already been adopted by resolution to comments 681, 682, 685, and 686.

Comment Status:

Security ad-hoc suggests that we supersede 511, 512 by the resolution to CID 681.

Comment 523

Comment:

The SAID of the SA that the service flow is mapped to should be another parameter of th SA that can't be changed in a DSC-REQ

Suggested Remedy:

After line 50, and the parameter "Target SAID"

Resolution (as currently discussed):

This comment has not been discussed by the MAC ad-hoc.

Initial Feedback from Security Adhoc:

First of all the comment resolution should read: After line 50, add the parameter “Target SAID”. Second of all this comment was made, because a service flow can only be mapped to one SA at a time. This mapping is done upon creation of the service flow, so subsequent PDU transmissions are handled by the proper SA. 

Comment Status:

Counter the resolution, and implement as suggested.
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