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Comment 298 – Gerald Chouinard

Comment:

Why are the CBP burst to be protected. Aren't they broadcast packets by definition for inter-cell coexistence among different WRAN cells. If these cells belong to the same network that needs protection, everything could be done over the backhaul.

Suggested Remedy:

Reconsider the need for security on the CBP bursts since any WRAN operator will need to know how to decode it to act upon it and therefore will be able to mess with it and change the text accordingly.

Resolution (as currently discussed):

Problem is from malicious users creating false CBP bursts. Since any WRAN operator will need to know how to decode these CBP bursts to act upon it, they will therefore be able to 'mess with it'. What is the need for securing these CBP bursts then? Also, the bursts giving identity as per the FCC R&O would need to be in the clear. Assigned to the security ad-hoc group for resolution.

Initial Feedback from Security Adhoc:

Currently the CBP bursts are transmitted in the clear. They contain a signature at the end of the message to ensure that the CBP burst is authentic – that is, it has not been modified. Currently, the CBP burst authentication (protection) is optional. 

[image: image1.wmf]
The desire to protect the CBP is to keep malicious users/operators from preventing legitimate users/operators from using available channel and engaging in coexistence operations. The current procedure (in summary) uses a public key to sign the CBP burst, the signature is then added to the CBP burst when transmitted. Upon reception of the burst, the receiving BS would use the key of the transmitting BS to verify the signature (e.g. authenticate the signature). If verification fails, then the CBP would have to be dropped. 

Signing of the data burst involves processing the burst through some mathematical function, whose behavior is “modulated” by an input key. The burst data itself is not modified in anyway. So, using signatures doesn’t hide the data, like encryption does. This means that the burst is still readable by the receiving BS. Now if the receiving BS doesn’t have the public key of the transmitting BS or doesn’t support the CBP authentication via signature, it obviously cannot verify the signature. In this case, the receiving BS can choose to either ignore the signature and go on to process the CBP, or possibly execute a certificate exchange to get the transmitting BS’s certificate so it can properly verify CBP bursts in the future.

Having described the procedure that is currently implemented, let us describe some of the other ways that errors can be detected in packet transmissions and provide some reasoning as to why the security ad-hoc chose its’ current approach:

1. Cyclic Redundancy Check (CRC) is a non-secure method to create an error-detection code, whereby the data is divided by a known polynomial, it generates a CRC value that would be appended to a packet during transmission. Upon reception, the receiving node re-calculates the CRC value, and if there is a difference, it’s assumed there is some kind of error, and the packet would then be discarded. The problem is, that depending on the length/type of CRC polynomial, it is possible to generate the data in such a way that when the CRC is calculated, the CRC output will be the same as for the unmodified data stream. IEEE 802.3 uses a specific polynomial that is 32 bits long and CRC values that 32bits (4 octets) long.

2. Hashing algorithms like MD5 and SHA-1 are used to provide the same capability as a CRC, but the mathematical formula is supposed to be more secure that a simple CRC. Unfortunately, it has been recently discovered, that MD5 and SHA-1 still have a ‘collision’ vulnerability. This means it is possible to have two data sets/packets that generate the same MD5/SHA-1 hash value. Because of this, NIST is deprecating use of SHA-1, and suggesting moving onto SHA-2 (SHA with 224, 256, 384, or 512 bit signature/hash) for any hash/signature calculations. SHA-2 hashes can range in 28, 32, 48, 64 octets.

3. Even if you specify SHA-2, using a hash algorithm without ‘modulating’ with some key is not a good approach. That is what HMAC is for. HMAC requires that a key be applied to the hashing algorithm to make it more secure. But this then requires a key to be distributed?

Knowing that a simple CRC or earlier-generation hash algorithm wouldn’t be sufficient, the security ad-hoc went looking for protocols that would avoid some the issues that have been described. That is why the TG1 approach has been adopted. The security ad-hoc decided that it would be a good idea to pursue the current method, because from the TG1 perspective, the base standard would have to include ECC certificate identification capability to verify TG1 beacons to be compatible with the TG1 standard. If this was the case, then why not adapt the TG1 approach?

This approach uses keys from an ECC implicit certificate to sign TG1 beacons. It is as compact as possible, while providing an adequate amount of security. We have made some adaptations to this process. We do not use the ECC certificate key to sign the CBP burst directly to sign the message, instead we use it to derive a key to sign the CBP burst with GMAC (which is the AES-GCM version of HMAC). The signature of this output is only 8 octets, much smaller than the smallest SHA-2 output and smaller than the TG1 beacon signature output. 

We feel the certificate exchange process should be kept in the 802.22 standard. If it is utilized, it would be done so infrequently, so the impact of using it would be minimal. 

In case, the wireless mic industry doesn’t want to make use of TG1 beacons. Also the FCC R&O’s treatment of microphone beacons may change. If this is case, then the use of the at all TG1 beacon is put into question and justification of our use of the ECC method in the base standard, because TG1 is using it, will have to be re-evaluated. 

Also, CBP protection mechanism is optional. We define it in the base standard to allow for operators to implement as they see fit. 

Also, if BS’s, and CPEs for that matter, require their own credentials, then quite possibly the infrastructure for generating and distributing the certificates may be in place, so the impact to the operator should be minimized.

Final Resolution
Security ad-hoc suggests we keep the current authentication mechanism for CBP as it has been specified and re-review it until afer we have a clearer picture regarding the requirements as stated in the Database R&O. 

So the current Comment should be Rejected. 
Comment 356, 361, 473, 474, 505, 506, 508, 509 (This was discussed in the MAC ad-hoc and Wendong would like to bring this to the systems group)
Comment:

From CID 356: “Transmitting CPE MAC address in RNG-REQ violates the user's privacy and can allow maclicious users to track/monitor and individual's transmissions.” 

Suggested Remedy:

Adopt recommenndations in 22-09-0114-00-0000-privacy-concerns.doc

Resolution (as currently discussed):

Malicious use of MAC address in RNG-REQ message.

Initial Feedback from Security Adhoc:

Generally these comments (356, 361, 473, 474, 505, 506, 508, 509, 687, 688, 710, 712) deal with a system privacy issue that has been discussed in the security ad-hoc. Doc# 22-09/0114 (or latest revision) proposes two approaches for the ensuring CPE privacy. The ad-hoc reviewed this document in the context of CID’s 687, 688, 710, and 712. The ad-hoc decided that Approach 1 in 22-09/0114 was the better way to go. 

Implementation of the comment resolution requires the following:

1. addition of a section to Clause 7 to describe approach 1 from 22-09/0114

2. modification of certificate profile in Section 7.5 to replace MAC address in certificate definition with FCC ID and Serial #

3. Modifications to IEs for RNG-REQ/RSP

4. Updating some text with regard to network entry procedure

Comment Status:

These comments were discussed during the November 2009, Atlanta Plenary Meeting and it was decided to further investigate the privacy issues and possible approaches to the same. 

IEEE 802.16m is implementing a technique that is similar to the one proposed in 22-09-0114 Approach 2. Feedback from IEEE 802.1 is that keeping MAC ID public helps the BS / CPE to find out which packets it needs to decode. 
Further discussions are required during Security Ad-hoc telecons to finalize which approach shall be implemented. 

Comment 403, 404

Comment:

Format of SA information that is specified in SCM Auth-Reply is not defined.

Suggested Remedy:

Define Format of SA information for Auth-Reply and GSA Add (6.10.27.7)

Resolution (as currently discussed):

In Table 191, the description of the CPE SA list is unclear: "List of SAs that CPE is authorized for each SA, ..."  This needs clarification. To be assigned to the security ad-hoc group.  Was RSA replaced by ECC? Action: Wendong to email Apurva 

Initial Feedback from Security Adhoc:

Format of SA’s was updated in resolutions to comments 683, 684, 722, and 723 in security ad-hoc. Format of SAs is described in section 7.2.8. Appropriate modification to Table 191 to reference this fact has been applied.

Final Resolution:

Security ad-hoc that a counter to those comments should be made and all of them should be superseded by the resolution to either 683/684 or 722/723.

Comments 377, 381, 382, 402, 407, 516, 1346

Comment:

Generally amongst these comments, HMAC is referred to.

Suggested Remedy:

Request clarification.

Resolution (as currently discussed):

Provide clarification

Initial Feedback from Security Adhoc:

With the exception of those MAC management messages that are transmitted on the Initial Ranging, Broadcast, or Basic CIDs, the remainder will be protected by a ciphertext ICV and be encrypted. The ciphertext ICV provides integrity protection (e.g. allows messages to be authenticated) and encryption provides confidentiality of the data. Encryption of the PDU and generation of the ciphertext ICV adds 8 octets overhead, and is provided by AES-GCM, as we’re defining it in the standard. HMAC only provides integrity protection, so data in management messages could still be read, and would require 20 octets of overhead. 

This is why HMAC was been removed from the standard, during development of the text for Clause 7 for the development of D2. The security ad-hoc treats this as an editorial issue. For management messages that refer to addition of the “HMAC tuple” as an IE, that entry in the definition of the message should be removed. In the acronyms and definitions clause, any reference to HMAC should be removed. References to HMAC in Clause 7 have already been handled.

Final Resolution:

Editor to replace “HMAC” with “GMAC” at all the places in the Draft. where GMAC referes to the AES-GCM Messages Authentication Code.

Comment 674

Comment:

802.22 shouldn't mandate factory-installed private/public key pairs. Operators should be able to self-sign their own certificates and install them for CPE authorization.

Suggested Remedy:

For text line 13-18 on pg 270, replace all references to "factory-installed" to "pre-installed". Add the following sentence to the end of the paragraph: "Pre-installed certificates could be generated/installed by the manufacturer or they could be (self-signed) certificates created by the operator."

Resolution (as currently discussed):

This would depend on the need for the database service to have clear credentials for each CPE.  The database service may not allow modification of the CPE credentials.

Initial Feedback from Security Adhoc:

Security ad-hoc has to resolve comment(s) regarding introduction of EAP as the means for authentication. EAP is a framework that supports various EAP methods. Some EAP methods allow the operator to specify their own credential. In this case, if an operator wanted to use their own credential, they could. Now the database service could force upon operators use of a specific type of credential for database access. 

Now, we have to ask ourselves; Do we want to have to support multiple credentials on a CPE, one for network authentication and one for database access authentication? Ideally, we would answer that with a NO, because having to support two credentials overly complicates the standard. 

We could use the credential the database service access requires for our own BStoCPE/CPEtoBS network authentication. This would save us the headache of having to maintain two credentials.

With respect to the comment, we (in the security ad-hoc) feel that changing “factory-installed” to “pre-installed” doesn’t change anything or puts us into a position to violate the new FCC ruling and the database interface requirements. The term “pre” covers the scope of “factory”, in both cases a credential (ie certificate) is installed in the CPE prior to operation. Should things change, we should mark issue for review during the sponsor ballot phase.

Final Resolution:

Counter was proposed in the November 2009 Face to Face as follows:

the paragraph in Section 7.1.3.1 should read as follows – 

“All CPEs using RSA authorization shall have pre-installed RSA private/public key pairs or provide a mechanism to install such keys. Prior to AK exchange, a CPE shall have installed RSA keys, as described in 7.2.3.2. All CPEs with pre-installed RSA key pairs shall also have pre-installed X.509 certificates.”
Comment 717, 719

Comment:

Second sentence that starts on line 6, refers to a MMP_key for broadcast. Broadcast traffic (traffic on broadcast CID) is not to be protected. This part of the paragraph (or section 7.2.4.6 for that matter) also doesn't describe how multicast management messages are protected.

Suggested Remedy:

Update second sentence on line 6 to reflect that MMP_Key is for unicast DS/US management messages. Consider adding another subsection to Section 7.2.4.6 to describe protection of multicast management messages. Also may need to update AK context definition in Section 7.2.9.1, and GKEK context in 7.2.9.2.

Resolution (as currently discussed):

Reference to encrypting broadcast CIDs will be removed.  With respect to multicast CIDs, some text already exists in section 6 that deals with multicast. Action: Ranga to verify if this comment has already been addressed through other comment resolutions otherwise this will be discussed later by the security ad-hoc.  

Initial Feedback from Security Adhoc:

CIDs 667, 668, 683, 684, 727, 728 are all concerned with the technical issue that traffic on the Broadcast CID is not to be protected. CIDs 657, 676, 681, 682, 685, 686, 1193, 1194 deal with how multicast management and transport PDUs are handled by the security sub-layer. Resolution to CIDs 716 and 718 already deal how to properly treat the MMP Key. All the issues that are related to this comment have been handled. 

Comment Status:

Security ad-hoc believes that this comment should be super-ceded by anyone of the comments that were mentioned in our feedback.

Comment 725, 726

Comment:

Section 7.3 doesn't provide description of how KEKs and GKEKs are to be used by the CPE and BSSuggested Remedy:
Add appropriate text to section 7.3 to describe KEK and GKEK usage by both the CPE and the BS.

Resolution (as currently discussed):

Ranga to look into this and see where this has been described.

Initial Feedback from Security Adhoc:

There is sufficient text in 7.2.4.2, 7.2.4.3, 7.2.9.2 to describe how KEK and GKEK are used. Section 7.3 is more for show how BS transition between successive generations AKs or TEKs, explanation of GKEK and KEK are used, is not necessary for explanation in 7.3. How some slight modification for text in 7.2.4.2 and 7.2.4.3 is warranted.

Final Resolution:

Security ad-hoc believes that this comment should be countered in the following ways:

[modify text in section 7.2.4.2 in the following manner]
The KEK is derived directly from the AK. It is used to encrypt the TEKs, GKEK and all other keys sent by the BS to CPE in unicastthe Key Reply message.

[modify the last sentence in section 7.2.4.3 in the following manner]
GKEK is used to encrypt the GTEKs sent in the Key Reply message by the BS to the CPEs in the same multicast/broadcast group.

Comment 731, 732

Comment:

Consider adoption of AES-GCM for PDU authentication/encryption. GCM mode has a few advantages: i) faster processing of PDUs, ii) encryption process is not data-length dependent, iii) increasing support in other standards (802.11s 802.1ae)

Suggested Remedy:

Revise this section to replace AES-CCM with AES-GCM. Replace all references to CCM in draft with GCM. Add proper reference to GCM in Clause 3

Resolution (as currently discussed):

802.11s is moving to it.  802.1, 802.2af have adopted.  AES-GCM allows flexibility in managing and reducing encryption overhead.  It is faster.  However, there is more implementation of CCM in practice (e.g. 802.16 however .16m considered AES-GCM). No hardware exists to support this at this time. Inserting AES-GCM is not too difficult.  Incorporing AES-GCM now allow us to be more future-proof. Accept in principle.  If later the WG realizes that the AES-CCM would be better to reuse chips and software, GCM could be replaced by CCM at the Sponsor ballot level. Action: Ranga will provide appropriate changes to section 7.4.

Initial Feedback from Security Adhoc:

As we discussed, the resolution to these comments, as well as CIDs 733, 734, 739, 740, 751, 752, have been accepted. Text modifications for these comments, as well as 731/732 have been into the Security ad-hoc’s comment resolution document. Going back to AES-CCM, should the group decide to do so, will be a trivial effort. What would be interesting is to either (a) poll some of the other working groups that are moving to GCM to see what they think and/or (b) some independent analysis to see if implementing GCM really incurs any complexity that would make deploying .22 with GCM difficult

Final Resolution:

Suggestion is to Accept comments for now. If there is desire to go back to CCM, we can do that during sponsor ballot recirc.

Comment 511, 512

Comment:

Prior to sending the MCA-REQ, the BS must send the SCM GSA Add message to the CPE to install the Group Security Association (GSA) context for that mulitcast group. 

Suggested Remedy:

Add the following to the end of line 8: "Before the MCA-REQ is sent to a CPE, the BS must setup the GSA on the CPE for the multicast group. This is done by using the SCM GSA Add message, and the CPE requesting the keying material for the GSA using the SCM Key Request/Reply. "

Resolution (as currently discussed):

These two comments have not been discussed by the MAC ad-hoc already. 

Initial Feedback from Security Adhoc:

Modification to text required to resolve these comments has already been adopted by resolution to comments 681, 682, 685, and 686.

Final Resolution:
Security ad-hoc suggests that we supersede 511, 512 by the resolution to CID 681.

Comment 523

Comment:

The SAID of the SA that the service flow is mapped to should be another parameter of th SA that can't be changed in a DSC-REQ

Suggested Remedy:

After line 50, and the parameter "Target SAID"

Resolution (as currently discussed):

This comment has not been discussed by the MAC ad-hoc.

Initial Feedback from Security Adhoc:

First of all the comment resolution should read: After line 50, add the parameter “Target SAID”. Second of all this comment was made, because a service flow can only be mapped to one SA at a time. This mapping is done upon creation of the service flow, so subsequent PDU transmissions are handled by the proper SA. 

Final Resolution:

Counter the resolution, and implement as suggested. After line 50, add the parameter “Target SAID”. 

Resolutions to All Security Related Comments Including Comments from Ivan Reede

1 Normative references

Editor to Add the Following References

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and GMAC, November 2007.

FIPS 197, Advanced Encryption Standard, November 2001.

2 Definitions

3 Abbreviations and Acronyms

Editor to Add the Following Acronyms

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	GCM
	Galois Counter Mode

	GMAC
	GCM Message Authentication Code


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	HCS
	Header Check Sequence


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


4 Packet Convergence Sublayer

4.1 MAC SDU format

Figure 1 MAC SDU format

4.2 Classification

Figure 2 Classification and CID mapping (BS to CPE)

Figure 3 Classification and CID mapping (CPE to BS) 

4.3 IEEE 802.3/Ethernet-specific part

4.3.1 IEEE 802.3/Ethernet CS PDU format

Figure 4 IEEE 802.3/Ethernet CS PDU format

4.3.2 IEEE 802.3/Ethernet CS classification rules

4.4 IP specific part

4.4.1 IP CS PDU format

Figure 5 IP CS PDU format

4.4.2 IP classification rules

4.5 IEEE 802.1Q virtual local area network (VLAN) specific part

4.5.1 IEEE 802.1Q VLAN CS PDU format

Figure 6 IEEE 802.1Q VALN CS PDU format

4.5.2 IEEE 802.1Q CS classification rules

4.6 ATM Convergence Sublayer

4.6.1 CS service definition

4.6.2 CS service definition

4.6.2.1 PDU formats

Figure 7 IP CS PDU format

4.6.2.2 Classification

5 MAC Common Part Sublayer

5.1 General

5.2 Reference Architecture

Figure 8 Illustrative diagram of spectrum allocations. (Channels 1, 4 and 5 are in use by overlapping 802.22 cells, while channel 2 is allocated to PHY/MAC 1 and channel 6 is assigned to PHY/MAC 2. Also, proper frequency separation is enforced in order to protect incumbent services.)

Figure 9 Protocol Reference Model (PRM) of the 802.22 BS (a) and of the CPE (b)

5.3 Management Reference Model

Figure 10 Management Reference Model

5.3.1 Management SAP (M-SAP) 

5.3.2 Control SAP (C-SAP) 

5.3.3 Network Reference Model

Figure 11 802.22 Network Reference Model

5.3.4 CPE and BS Interface 

5.3.5 802.22 entity to NCMS Interface

5.3.6 Managed Objects

5.4 Addressing and Connections

5.5 General Superframe Structure

5.5.1 General Superframe Structure for Normal Mode

Figure 12 General superframe structure

5.5.2 General Superframe Structure for Coexistence Mode

Figure 13 General superframe structure in a Coexistence mode

5.6 General Frame Structure

Figure 14 MAC Frame structure

Figure 15 The slotted structure of a MAC frame. The boundary between upstream and downstream is adaptive

Figure 16 Example of a time/frequency structure of a MAC frame 

5.7 Control Headers

5.7.1 Superframe Control Header

Table 1 — Superframe control header format

5.7.2 Frame Control Header

Table 2 — Frame control header format

5.8 MAC PDU Formats

Figure 17 MAC PDU format

5.8.1 MAC Headers

5.8.1.1 General

Table 3 — Generic MAC header format

Table 4 — Encoding of the Type field

5.8.1.2 CBP MAC PDU format

Table 5 — CBP MAC PDU header format

5.8.1.2.1 CBP Information Elements

Table 6 — CBP IEs

5.8.1.2.1.1 Backup Channel IE

Table 7 Backup Channels IE

5.8.1.2.1.2 Frame Contention Request IE

Table 8 —FC_REQ IE format

5.8.1.2.1.3 Frame Contention Response IE

Table 9 —FC_RSP IE format

5.8.1.2.1.4 Frame Contention Acknowledgment IE

Table 10 —FC_ACK IE format

5.8.1.2.1.5 Frame Contention Release IE

Table 11 —FC_REL IE format

5.8.1.2.1.6 CBP Location IE

Table 12 — CBP Location IE format

5.8.1.2.1.7 CBP Geolocation IE (Terrestrial Geolocation)

Table 13 — CBP Geolocation IE format

5.8.1.2.1.8 CBP Protection IEs

Editor to Change the Following Text as Indicated
The CBP protection method (7.6.8.1) is an optional security procedure that can be used to provide authentication of CBP MAC PDU transmissions. If it is enabled then three new IEs are required to be defined; CBP Signature IE, Certificate Request (CERT-REQ) IE, and Certifcate Response (CERT-RSP) IE. The Signature IE is used to provide a signature that is calculated over the CBP MAC PDU, and is verified by the receiving BS
. When the CBP Protection is enabled, the Signature shall be transmitted in every CBP MAC PDU.

5.8.1.2.1.8.1 Signature IE

Table 14 — CBP Pattern Identification IE format
	Syntax
	Size
	Description

	Signature_IE_Format {
	
	

	Element ID
	8 bits
	0x07

	Key ID
	10 bits
	Serial # of key associated with BS implicit certificate.  This is generated by the CA.

	Time Stamp
	54 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit,encoded by different # of bits):

· YYYY: 4 digit year, e.g. 2008; each Y is from 0-9 & is encoded by 4 bits, total is 16 bits

· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· ss: seconds, 00-59, 6 bits

· .ss: 10 ms boundary, .000-.99, 7 bits

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Signature
	64 bit
	GMAC 
output is 128 bits (16bytes) signature is a truncation of this value to no less than 8 bytes

	}
	
	


5.8.1.2.1.8.2 Certificate Request (CERT-REQ) IE

Table 15 — Certificate Request (CERT-REQ) IE

5.8.1.2.1.8.3 Certificate Response (CERT-RSP) IE

Table 16 — Certificate Response (CERT-RSP) IE

5.8.1.2.1.9 CBP Pattern Identification IE

Table 17 — CBP Pattern Identification IE format
5.8.1.3 MAC Subheaders and Special Payloads

5.8.1.3.1 CN Subheader

Table 18 — CN subheader format

5.8.1.3.2 Bandwidth Request Subheader

Table 19 — Bandwidth request subheader format

5.8.1.3.3 Fragmentation Subheader

Table 20 — Fragmentation subheader format

5.8.1.3.4 Grant Management Subheader

Table 21 — Grant management subheader format

5.8.1.3.5 Packing Subheader

Table 22 — Packing subheader format

5.8.1.3.6 ARQ Feedback Payload

5.8.1.3.7 FAST-FEEDBACK Allocation Subheader

Table 23 — FAST-FEEDBACK allocation subheader format

5.9 Common IEs

Table 24 — Common IEs

5.9.1 MAC Version

Table 25 — MAC version definition

5.9.2 Current Transmit EIRP

Table 26 — Current transmit EIRP definition

5.9.3 Service Flow Descriptors

Table 27 — Downstream/Upstream service flow definition

5.9.4 Wireless Microphone Acknowledgement

Table 28 — Wireless microphone acknowledgement definition

5.9.5 TV Acknowledgement

Table 29 — TV acknowledgement definition

5.10 Management Messages

Figure 18 The general management frame structure

Table 30 — Management messages

5.10.1 Downstream Channel Descriptor (DCD)

Table 31 — DCD message format

5.10.1.1 DCD Channel Information Elements

Table 32 — DCD channel information elements

Table 33 — Backup and Candidate channel list

5.10.1.2 Downstream Burst Profile

Table 34 — Downstream burst profile format

Table 35 — Downstream burst profile Information elements

5.10.2 Downstream Map (DS-MAP)

Table 36 — DS-MAP message format

5.10.2.1 DS-MAP IE

Table 37 — DS-MAP information elements

5.10.2.1.1 DIUC Allocations

Table 38 — DIUC values

5.10.2.1.2 DS-MAP Extended DIUC IE

Table 39 — DS-MAP extended IE general format

5.10.2.1.2.1 DS-MAP Extended Dummy IE

Table 40 — DS-MAP dummy IE format

5.10.2.1.2.2 CID Switch Extended IE

Table 41 — CID switch IE format

5.10.3 Upstream Channel Descriptor (UCD)

Table 42 — UCD message format

5.10.3.1 UCD Channel IEs

Table 43 — UCD channel information elements

5.10.3.1.1 Additional Channel IEs

Table 44 — Additional UCD channel information elements

5.10.3.2 Upstream Burst Profile

Table 45 — Upstream burst profile format

Table 46 — Information elements

5.10.4 Upstream Map (US-MAP)

Table 47 — US-MAP message format

5.10.4.1 US-MAP IE

Table 48 — US-MAP information elements

5.10.4.1.1 UIUC Allocations

Table 49 — UIUC values 

5.10.4.1.2 US-MAP Extended UIUC IE

Table 50 — US-MAP extended IE general format

5.10.4.1.2.1 US-MAP EIRP Control IE

Table 51 — US-MAP EIRP control IE format

5.10.4.1.2.2 CPE Maximum Transmit EIRP IE

Table 52 — US-MAP maximum EIRP IE format

5.10.4.1.2.3 US-MAP Dummy IE

Table 53 — US-MAP dummy IE format

5.10.4.1.2.4 US-MAP CBP Channel IE

Table 54 — US-MAP CBP Channel IE format

5.10.4.1.3 CDMA Allocation IE

Table 55 — CDMA allocation IE format

5.10.5 RNG-REQ

Table 56 — RNG-REQ message format

Editor to Change the Following Text as Indicated
Table 57 — Information elements

	Name
	Element ID

(1 byte)
	Length

(bytes)
	Value

	Downstream burst profile
	1
	1
	Burst profile that can be received by CPE

	CPE MAC address
	2
	6
	CPE MAC address that’s assigned universally by manufacturer or MAC address that’s assigned locally to support CPE Privacy (See 7.7).


	MMP_PN
	XX
	3
	MMP_PN of MMP_Key associated with active AK context installed on CPE (see 7.2.4.6)

	Ciphertext ICV
	XX
	8
	Ciphertext ICV calculated over the RNG-REQ message, excluding the MMP_PN IE (see 7.2.4.6).


	Ranging anomalies
	4
	3 bits
	A parameter indicating a potential error condition detected by the CPE during the ranging process. Setting the bit associated with a specific condition indicates that the condition exists at the CPE.

Bit #0 — CPE already at maximum EIRP.

Bit #1 — CPE already at minimum EIRP.

Bit #2 — Sum of commanded timing adjustments is too large.


5.10.6 RNG-RSP

Editor to Change the Following Text as Indicated
Table 58 — RNG-RSP message format

Table 59 — Information elements

	Name
	Element ID

(1 byte)
	Length

(bits)
	Value

	Timing adjust
	1
	16
	Signed number in TU

[Timing accuracy is 25% of smallest Cyclic Prefix as indicated in 8.10.1, which is equivalent to +/-16 TU or sample clocks and corresponds to +/-2.333ms for the 6 MHz bandwidth systems]

	EIRP level adjust
	2
	8
	Signed in units of 0.5 dB [-64 to +63.5 dB]

	Offset frequency adjust
	3
	16
	Signed number in Hertz

	Ranging status
	4
	3
	000: Continue

001: Abort 

010: Success

011: Re-range

100: Re-authorize

101-111: reserved


	Downstream operational burst profile
	5
	6
	Least robust DIUC that may be used by the BS for transmission to CPE.

	CPE MAC address
	6
	48
	A required parameter when the CID in the MAC header is the Initial Ranging CID.

	Basic CID
	7
	12


	A required parameter if the RNG-RSP message is being sent on the Initial Ranging CID in response to a RNG-REQ message that was sent on the Initial Ranging CID.

	Primary Management CID
	8
	12


	A required parameter if the RNG-RSP message is being sent on the Initial Ranging CID in response to a RNG-REQ message that was sent on the Initial Ranging CID.

	Action Superframe Number
	9
	8
	The superframe number (modulo 256) at which Channel Action shall be performed.

	Action Frame Number 
	10
	4 
	Integer value greater than or equal to zero that indicates the starting frame number, within the Action Superframe Number, at which the Channel Action shall be performed by all CPEs.

	CDMA code
	11
	1
	A unique code assigned to the CPE, to be used for dedicated ranging. Code is from the initial ranging codeset.

	Transmission opportunity offset
	12
	1
	A unique transmission opportunity assigned to the CPE, to be used for dedicated ranging in units of symbol duration.


5.10.7 REG-REQ/RSP

5.10.7.1 REG-REQ

Table 60 — REG-REQ message format

5.10.7.2 REG-RSP

Table 61 — REG-RSP message format

5.10.7.3 Information Elements

5.10.7.3.1 ARQ Parameters

Table 62 — Information elements

5.10.7.3.2 CPE Management Support

Table 63 — Information elements

5.10.7.3.3 IP Management Mode

Table 64 — Information elements

5.10.7.3.4 IP Version

Table 65 — Information elements

5.10.7.3.5 Secondary Management CID

Table 66 — Information elements

5.10.7.3.6 Number of Upstream CID Supported

Table 67 — Information elements

5.10.7.3.7 CPE Capability

5.10.7.3.7.1 ARQ Support

Table 68 — Information elements

5.10.7.3.7.2 DSx Flow Control

Table 69 — Information elements

5.10.7.3.7.3 MCA Flow Control

Table 70 — Information elements

5.10.7.3.7.4 Maximum Number of Multicast Groups Supported

Table 71 — Information elements

5.10.7.3.7.5 Measurement Support

Table 72 — Information elements

Table 73 — System profiles

5.10.7.3.7.6 Manufacturer-specific Antenna Model

Table 74 — Information elements

5.10.7.3.7.7 Antenna Gain

5.10.7.3.7.8 Method for allocating IP address for all management connections

Table 75 — Information elements

Editor to Change the Following Text as Indicated
5.10.7.3.7.9 Permanent Station ID
Editor to Change the Following Text as Indicated
This field specifies the permanent SID assigned to a CPE. This IE is included if the CPE Privacy (See 7.7) during network entry is supported by the operator.

Table 76 Table xxx —Permanent Station ID
	Element ID
	Length

(bytes)
	Value
	Scope

	xx
	2
	Permanent SID (Bit 0000 000b bbbb bbbb)
	REG-REQ


5.10.8 
Dynamic Service Messages (DSx-REQ/RSP/ACK)

5.10.8.1 DSA-REQ

Table 77 — DSA-REQ message format

5.10.8.2 DSA-RSP

Table 78 — DSA-RSP message format

5.10.8.3 DSA-ACK

Table 79 — DSA-ACK message format

5.10.8.4 DSC-REQ

Table 80 — DSC-REQ message format

5.10.8.5 DSC-RSP

Table 81 — DSC-RSP message format

5.10.8.6 DSC-ACK

Table 82 — DSC-ACK message format

5.10.8.7 DSD-REQ

Table 83 — DSD-REQ message format

5.10.8.8 DSD-RSP

Table 84 — DSD-RSP message format

5.10.8.9 DSx-RVD

Table 85 — DSx-RVD message format

5.10.8.10 Service Flow Encodings

Table 86 — Service flow encodings

Table 87 — Confirmation Code (CC) values

5.10.8.10.1 SFID

Table 88 — SFID definition

5.10.8.10.2 CID

Table 89 — CID definition

5.10.8.10.3 Service Class Name

Table 90 — Service class name definition

5.10.8.10.4 QoS Parameter Set Type

Table 91 — QoS parameter set type definition

Table 92 — Value used in Dynamic Service messages

5.10.8.10.5 Traffic Priority

Table 93 — Traffic priority definition

5.10.8.10.6 Maximum Sustained Traffic Rate

Table 94 — Maximum sustained traffic rate definition

5.10.8.10.7 Maximum Traffic Burst

Table 95 — Maximum traffic burst definition

5.10.8.10.8 Minimum Reserved Traffic Rate

Table 96 — Minimum reserved traffic rate definition

5.10.8.10.9 Minimum Tolerable Traffic Rate

Table 97 — Minimum tolerable traffic rate definition

5.10.8.10.10 Vendor Specific QoS Parameters

Table 98 — Vendor specific QoS parameters definition

5.10.8.10.11 Service Flow Scheduling Type

Table 99 — Service flow scheduling type definition

5.10.8.10.12 Request/Transmission Policy

Table 100 — Request/Transmission policy definition

5.10.8.10.13 Tolerated Jitter

Table 101 — Tolerated jitter definition

5.10.8.10.14 Maximum Latency

Table 102 — Maximum latency definition

5.10.8.10.15 Fixed-length versus Variable-length SDU Indicator

Table 103 — Fixed-length versus variable-length SDU indicator definition

5.10.8.10.16 SDU Size

Table 104 — SDU size definition

5.10.8.10.17 Target SAID

Table 105 — Target SAID definition

5.10.8.10.18 Maximum Tolerable Packet Loss Rate

Table 106 — Maximum tolerable packet loss rate definition

5.10.8.10.19 ARQ IEs for ARQ-enabled Connections

5.10.8.10.19.1 ARQ Enable

Table 107 — ARQ enable definition

5.10.8.10.19.2 ARQ_WINDOW_SIZE

Table 108 — ARQ_WINDOW_SIZE definition

5.10.8.10.19.3 ARQ_RETRY_TIMEOUT

Table 109 — ARQ_RETRY_TIMEOUT definition

5.10.8.10.19.4 ARQ_BLOCK_LIFETIME

Table 110 — ARQ_BLOCK_LIFETIME definition

5.10.8.10.19.5 ARQ_SYNC_LOSS_TIMEOUT

Table 111 — ARQ_SYNC_LOSS_TIMEOUT definition

5.10.8.10.19.6 ARQ_DELIVER_IN_ORDER

Table 112 — ARQ_DELIVER_IN_ORDER definition

5.10.8.10.19.7 ARQ_RX_PURGE_TIMEOUT

Table 113 — ARQ_RX_PURGE_TIMEOUT definition

5.10.8.10.19.8 ARQ_BLOCK_SIZE

Table 114 — ARQ_BLOCK_SIZE definition

5.10.8.10.20 Convergence Sublayer Specification

5.10.8.10.21 Convergence Sublayer Parameter Encoding Rules

5.10.8.10.22 Packet CS Encodings for Configuration and MAC Messaging

5.10.8.10.22.1 Classifier DSC Action

5.10.8.10.22.2 Packet Classification Rule

5.10.8.10.22.2.1 Classification Rule Priority Field

5.10.8.10.22.2.2 IP Type of Service/Differentiated Services Codepoint Range and Mask Field

5.10.8.10.22.2.3 Protocol Field

5.10.8.10.22.2.4 IP Masked Source Address Parameter

5.10.8.10.22.2.5 IP Masked Destination Address Parameter

5.10.8.10.22.2.6 Protocol Source Port Range Field

5.10.8.10.22.2.7 Protocol Destination Port Range Field

5.10.8.10.22.2.8 IEEE 802.3/Ethernet Destination MAC Address Parameter

5.10.8.10.22.2.9 IEEE 802.3/Ethernet Source MAC Address Parameter

5.10.8.10.22.2.10 Ethertype/IEEE 802.2 SAP

5.10.8.10.22.2.11 IEEE 802.1D User Priority Field

5.10.8.10.22.2.12 IEEE 802.1Q VLAN ID Field

5.10.8.10.22.2.13 Packet Classification Rule Index Field

5.10.8.10.22.2.14 Vendor-specific classification parameters

5.10.8.10.22.2.15 IPv6 Flow Label Field

5.10.8.10.23 ATM CS encodings for configuration and MAC messaging

5.10.8.10.23.1 ATM Switching Encoding field 

5.10.8.10.23.2 ATM Classifier Encoding field 
5.10.8.10.23.2.1 VPI Classifier field 

5.10.8.10.23.2.2 VCI Classification field 
5.10.8.10.23.2.3 ATM Classifier ID field 
5.10.8.10.23.3 ATM Classifier DSC Action field 
5.10.9 CPE Fast Power Control (CPE-FPC)

Table 115 — CPE-FPC message format

5.10.10 Multicast Assignment Request (MCA-REQ)

Table 116 — MCA-REQ message format

Table 117 — Information elements

5.10.11 Multicast Assignment Response (MCA-RSP)

Table 118 — MCA-RSP message format

5.10.12 Downstream Burst Profile Change Request (DBPC-REQ)

Table 119 — DBPC-REQ message format

5.10.13 Downstream Burst Profile Change Response (DBPC-RSP)

Table 120 — DBPC-RSP message format

5.10.14 Reset Command (RST-CMD)

Table 121 — RST-CMD message format

5.10.15 CPE Basic Capability Request/Response (CBC-REQ/RSP)

5.10.15.1 CBC-REQ

Table 122 — CBC-REQ message format

5.10.15.2 CBC-RSP

Table 123 — CBC-RSP message format

5.10.15.3 Information Elements

5.10.15.3.1 Bandwidth Allocation Support

Table 124 — Information elements

5.10.15.3.2 Capabilities for Construction and Transmission of MAC PDUs

Table 125 — Information elements

5.10.15.3.3 Physical Parameters Supported

5.10.15.3.3.1 Maximum TransmitEIRP

Table 126 — Information elements

5.10.15.3.3.2 Current TransmitEIRP

Table 127 — Information elements

5.10.15.3.3.3 PHY-Specific Parameters

5.10.15.3.3.3.1 CPE Demodulator 

Table 128 — Information elements

5.10.15.3.3.3.2 CPE Modulator

Table 129 — Information elements

5.10.16 De/Re-Register Command (DREG-CMD)

Editor to Change the Following Text as Indicated
Table 130 — DREG-CMD message format

	Syntax
	Size
	Notes

	DREG-CMD_Message_Format() {
	
	

	Management Message Type = 29
	8 bits
	

	Action Code
	8 bits
	Table 130

	}
	
	


Table 131 — Action codes

5.10.17 CPE De-Registration Request (DREG-REQ)

Table 132 — DREG-REQ message format

5.10.18 ARQ-Feedback

Table 133 — ARQ-Feedback message format

5.10.19 ARQ-Discard

Table 134 — ARQ-Discard message format

5.10.20 ARQ-Reset

Table 135 — ARQ-Reset message format

5.10.21 Channel Management

5.10.21.1 Channel Terminate Request (CHT-REQ)

Table 136 — CHT-REQ message format

5.10.21.2 Channel Terminate Response (CHT-RSP)

Table 137 — CHT-RSP message format

5.10.21.3 Channel Switch Request (CHS-REQ)

Table 138 — CHS-REQ message format

5.10.21.4 Channel Switch Response (CHS-RSP)

Table 139 — CHS-RSP message format

5.10.21.5 Channel Quiet Request (CHQ-REQ)

Table 140 — CHQ-REQ message format

Table 141 — Encoding of quiet period purpose

5.10.21.6 Channel Quiet Response (CHQ-RSP)

Table 142 — CHQ-RSP message format

5.10.21.7 Channel Occupancy Update (CHO-UPD)

Table 143 — CHO-UPD

Table 144 — Channel state information

5.10.22 Measurements Management

5.10.22.1 Bulk Measurement Request (BLM-REQ)

Table 145 — BLM-REQ message format

Table 146    Channel list

5.10.22.1.1 Single Measurement Request

Table 147 — Single measurement request message format

Figure 19 Illustration of the timing parameters used in measurement requests

Table 148 — Repetition delay interval

Table 149 — Time unit (TU) and time scale definitions

Table 150 — Request mode

Table 151 — Request information elements

5.10.22.1.1.1 Signal Specific Measurement Request

Table 152 — Signal specific measurement request message format

5.10.22.1.1.2 Beacon Measurement Request

Table 153 — Beacon measurement request message format

5.10.22.1.1.3 Measurement Stop Request

Table 154 — Stop measurement request message format

Table 155 — Pause time field

5.10.22.1.1.4 CPE Statistics Measurement Request

Table 156 — CPE statistics measurement request message format

Table 157 — Group identity

5.10.22.1.1.5 Location Configuration Measurement Request

Table 158 — Location data request message format

5.10.22.1.1.6 Measurement Request for frequency response of active OFDM subcarriers at the CPE 

Table 159 —Measurement request format for frequency response of active OFDM subcarriers at CPE

5.10.22.1.1.7 Silent period channel FFT output Measurement Request

Table 160 —Silent period FFT output measurement request format

5.10.22.2 Bulk Measurement Response (BLM-RSP)

Table 161 — BLM-RSP message format

5.10.22.3 Bulk Measurement Report (BLM-REP)

Table 162 — BLM-REP message format

5.10.22.3.1 Single Measurement Report

Table 163 — Single measurement report message format

Table 164 — Report information elements

5.10.22.3.1.1 Signal Specific Measurement Report

Table 165 — Signal specific measurement report message format

Table 166 — Report mode

5.10.22.3.1.2 Beacon Measurement Report

Table 167 — Beacon measurement report message format

Table 168 — BS IE

Table 169 — CPE IE

5.10.22.3.1.3 CPE Statistics Measurement Report

Table 170 — CPE statistics measurement report message format

Table 171 — Group statistics data

5.10.22.3.1.4 Location Data Report

Table 172 — Location data report message format

5.10.22.3.1.5 IEEE 802.22.1 Beacon Measurement Report

Table 173 —  IEEE 802.22.1 beacon measurement report message format

5.10.22.3.1.6 Consolidated Spectrum Occupancy Measurement Report

Table 174 — Consolidated spectrum occupancy measurement report message format

5.10.22.3.1.7 Frequency response of the OFDM subcarriers Measurement Report

Table 175 — Frequency response of the OFDM message format

5.10.22.3.1.8 Silent period FFT output Measurement Report

Table 176 — Silent period FFT output message format

5.10.22.4 Bulk Measurement Acknowledgement (BLM-ACK)

Table 177 — BLM-ACK message format

5.10.23 Scheduling Constraint

5.10.23.1 Traffic Constraint Request (TRC-REQ)

Table 178 — TRC-REQ message format

5.10.23.2 Traffic Constraint Response (TRC-RSP)

Table 179 — TRC-RSP message format

5.10.23.2.1 DS/US Traffic Constraint IE

Table 180 — DS/US traffic constraint IE

5.10.23.2.1.1 Time SUB

Table 181 — Time SUB format

5.10.23.2.1.2 Frequency SUB

Table 182 — Frequency SUB format

5.10.24 Timeout

5.10.24.1 Timeout Request (TMO-REQ)

Table 183 — TMO-REQ message format

5.10.24.2 Timeout Response (TMO-RSP)

Table 184 — TMO-RSP message format

5.10.25 Config File TFTP Complete (TFTP-CPLT)

Table 185 — TFTP-CPLT message format

	Syntax
	Size
	Notes

	TFTP-CPLT_Message_Format() {
	
	The CID in the MAC header shall be set to the CPE’s primary management CID

	Management Message Type = 31
	8 bits
	

	}
	
	


5.10.26 Config File TFTP Complete Response (TFTP-RSP)

Editor to Change the Following Text as Indicated
Table 186 — TFTP-RSP message format

	Syntax
	Size
	Notes

	TFTP-RSP_Message_Format() {
	
	The CID in the MAC header shall be set to the CPE’s primary management CID

	Management Message Type = 32
	8 bits
	

	Response
	8 bits
	0 = OK

1 = Message authentication failure

	}
	
	


5.10.27 Security Control Management (SCM) Messages (SCM-REQ/RSP)

Editor to Change the Following Text as Indicated
SCM employs two MAC message types: SCM Request (SCM-REQ) and SCM Response (SCM-RSP), as described in Table 186.

Table 187 — SCM MAC messages

	Type Value
	Message name
	Message description

	9
	SCM-REQ
	Security Control Management Request [CPE -> BS]

	10
	SCM-RSP
	Security Control Management Response [BS -> CPE]


These MAC management message types distinguish between SCM requests (CPE–to–BS) and SCM responses (BS–to–CPE). Each message encapsulates one SCM message in the Management Message Payload.

SCM protocol messages transmitted from the CPE to the BS shall use the form shown in Table 187. They are transmitted on the CPEs Primary Management Connection.

Table 188 — SCM-REQ message format

	Syntax
	Size
	Notes

	SCM-REQ_Message_Format() {
	
	

	Management Message Type = 9
	8 bits
	

	Element ID
	8 bits
	Identifies the type of SCM packet. When a packet is received with an invalid Code, it shall be silently discarded. The code values are defined in Table 189.

	SCM Identifier
	8 bits
	A CPE uses the identifier to match a BS response to the CPE’s requests.

The CPE shall increment (modulo 256) the Identifier field whenever it issues a new SCM message.

A “new” message is an Authorization Request or Key Request that is not a retransmission being sent in response to a Timeout event. For retransmissions, the Identifier field shall remain unchanged.

The Identifier field in Authentication Information messages, which are informative and do not effect any response messaging, shall be set to zero. The Identifier field in a BS’s SCM-RSP message shall match the Identifier field of the SCM-REQ message the BS is responding to. The Identifier field in TEK Invalid messages, which are not sent in response to SCM-REQs, shall be set to zero. The Identifier field in unsolicited Authorization Invalid messages shall be set to zero.

On reception of a SCM-RSP message, the CPE associates the message with a particular state machine (the Authorization state machine in the case of Authorization Replies, Authorization Rejects, and Authorization Invalids; a particular TEK state machine in the case of Key Replies, Key Rejects, and TEK Invalids).

A CPE shall keep track of the identifier of its latest, pending Authorization Request. The CPE shall discard Authorization Reply and Authorization Reject messages with Identifier fields not matching that of the pending Authorization Request.

A CPE shall keep track of the identifiers of its latest, pending Key Request for each SA. The CPE shall discard Key Reply and Key Reject messages with Identifier fields not matching those of the pending Key Request messages.

	Encoded Attributes
	variable
	SCM attributes carry the specific authentication, authorization, and key management data exchanged between client and server. Each SCM packet type has its own set of required and optional attributes. Unless explicitly stated, there are no requirements on the ordering of attributes within a SCM message. The end of the list of attributes is indicated by the Length field of the MAC PDU header.

	}
	
	


SCM protocol messages transmitted from the BS to the CPE shall use the form shown in Table 188. They are transmitted on the CPEs Primary Management Connection.

Editor to Change the Following Text as Indicated
Table 189 — SCM-RSP message format

	Syntax
	Size
	Notes

	SCM- RSP_Message_Format() {
	
	

	Management Message Type = 10
	8 bits
	

	Element ID
	8 bits
	Table 187

	SCM Identifier
	8 bits
	Table 187

	Encoded Attributes
	variable
	Table 187

	}
	
	


Table 190 — SCM message codes

	Element ID
	SCM message type
	MAC Management Message Name

	1
	SCM Auth-Request
	SCM-REQ

	2
	SCM Auth-Reply
	SCM-RSP

	3
	SCM Auth-Reject
	SCM-RSP

	4
	SCM Key-Request
	SCM-REQ

	5
	SCM Key-Reply
	SCM-RSP

	6
	SCM Key-Reject
	SCM-RSP

	7
	SCM GSA-Add
	SCM-RSP

	8
	SCM GSA-Remove
	SCM-RSP

	9
	SCM TEK-Invalid
	SCM-RSP

	10
	SCM Auth Invalid
	SCM-RSP


	11—255
	reserved
	


Formats for each of the SCM messages are described in the following subclauses.

5.10.27.1 SCM RSA-REQ

Editor to Change the Following Text as Indicated
A client CPE sends a SCM RSA-Request message to the BS in order to request mutual authentication in the RSA-based authorization.

Code: 1

Table 191 — SCM Auth-Request attributes

	Attribute
	Contents

	CPE_Random 
	A 64-bit random number generated in the CPE 

	CPE_Certificate 
	Contains the CPE s X.509 user certificate 

	SAID 
	CPE s primary SAID equal to the Basic CID 

	Cryptographic Suite List
	List of cryptographic suites (Table 219) that the CPE supports

	SigCPE 
	An RSA or ECC signature over all the other attributes in the message 


The CPE-certificate attribute contains an X.509 CPE certificate (see 7.5) issued by the CPE’s manufacturer.

The SigCPE indicates an RSAor ECC signature over all the other attributes in this message, and the CPE’s private key is used to make an RSA/ECC signature.

5.10.27.2 SCM Auth-Reply

Sent by the BS to a client CPE in response to a SCM Auth-Request message, the SCM Auth-Reply message contains an encrypted pre-PAK, the key’s lifetime, and the key’s sequence number. The pre-PAK shall be encrypted with the CPE s public key. The CPE_Random number is returned from the SCM Auth-Request message, along with a random number supplied by the BS, thus enabling assurance of key liveness. 

The SCM Configuration Settings Indicator denotes the presence of new values of parameters for Authorization State Machine (see 7.2.3.4.4) and the TEK State Machine (see 7.2.4.2.4), as awell as parameters to adjust the behavior of the SCM protocol. The bit order determines the order these variables as they fall in the SCM Configuration Settings Field:

·
Bit #0: Auth Wait Timeout

·
Bit #1: Auth Grace Timeout

·
Bit #2: Auth Reject Wait Timeout

·
Bit #3: Operation Wait Timeout

·
Bit #4: Rekey Wait Timeout

·
Bit #5: GTEK/TEK Grace Time

·
Bit #6: SCM Flow Control

·
Bit #7: Number of Supported Security Associations

The SCM Configuration Settings Field is a variable length field, whose length is determined by which parameters the BS has selected new values for witht the SCM Configuration Settings Indicator field.

Code: 2

Table 192 — SCM Auth-
Reply attributes

	Attribute
	Contents

	CPE_Random 
	A 64-bit random number generated in the CPE, received in the ACM Auth-Request message. 

	BS_Random 
	A 64-bit random number generated in the BS 

	Encrypted pre-PAK 
	RSA-OAEP-Encrypt(PubKey(CPE), pre-PAK | CPE MAC Address)  or ECIES(PubKey(CPE), pre-PAK, CPE MAC Address)

	PAK Lifetime 
	Lifetime of PAK 

	PAK Sequence Number 
	PAK sequence number 

	BS_Certificate 
	Contains the BS’s X.509 certificate 

	CPE SA Descriptor List
	List of SA Descriptors that CPE is authorized for each SA, the SAID and Cryptographic suite configured for the SA is provided. The format for the descriptor for each type of SA is given in Section 7.2.8. 


	SCM Configuration Settings Indicator
	Indicates existence of new settings for SCM Parameters, 1 byte long. Bit order represents order that new configuration values are presented in.

	SCM Configuration Settings Field
	Variable

	SigBS 
	An RSA or ECC signature over all the other attributes in the message 


If the “SCM Flow Control” or “Number of Supported Security Associations” are to be added to the SCM Configuration Settings Field, they shall be 1 octet long.

The SigBS indicates an RSA or ECC signature over all the other attributes in this message, and the BS’s private key is used to make an RSA or ECC signature.

5.10.27.3 SCM Auth-Reject

Editor to Change the Following Text as Indicated
The BS responds to a CPE’s authorization request with an SCM Auth-Reject message if the BS rejects the CPE’s authorization request.

Code: 3

Table 193 — SCM RSA-Reject attributes

	Attribute
	Contents

	CPE_Random 
	A 64 bit random number generated in the CPE, same value as received in Auth Request 

	BS_Random 
	A 64 bit random number generated in the BS 

	Error-Code 
	Error code identifying reason for rejection of authorization request. Possible code values are listed in 6.10.27.10. 

	BS_Certificate 
	Contains the BS s X.509 certificate 

	
	

	SigBS 
	An RSA or ECC signature over all the other attributes in the message 


The Error-Code and Display-String attributes describe to the requesting CPE the reason for the RSA/ECC-based authorization failure.

The SigBS indicates an RSA or ECC signature over all the other attributes in this message, and the BS’s private key is used to make an RSA signature.

5.10.27.4 SCM Key-Request

Editor to Change the Following Text as Indicated
A CPE sends a SCM Key-Request message to the BS to request new TEK and TEK-related parameters or GTEK and GTEK-related parameters for the multicast or broadcast service. 

Code: 4

Table 194 — SCM Key-Request attributes

	Attribute
	Contents

	Key Sequence Number
	AK sequence number

	SAID
	Security association identifier - GSAID for multicast or broadcast service

	Group Key Indicator
	1 bit flag to indicate if this Key-Request message is for a GKEK or GTEK. Only applicable if SAID refers to a GSA.

	CPE Random
	A 64 bit random number generated in the CPE.

	
	


Once a CPE has completed authorization, it has keying material (MMP_KEY) that can be used to sign and/or encrypt further MAC management messages. If SCM Key-Request is only to be signed, then CPE will use MMP_KEY derived from the AK identified by AK Sequence Number in Key-Request will be used to generate the Ciphertext ICV (see 7.4.2.1.2). If SCM Key-Request is to be encrypted, then CPE will use the MMP_KEY derived from the most current of it’s AKs to generate the Ciphertext ICV and encrypt the message (see 7.4.2.1.3).

5.10.27.5 SCM Key-Reply

Editor to Change the Following Text as Indicated
The BS responds to a CPE’s SCM Key-Request message with a SCM Key-Reply message.

Code: 5

Table 195 — SCM Key-Reply attributes

	Attribute
	Contents

	Key Sequence Number 
	AK sequence number 

	SAID 
	Security association identifier - GSAID for multicast or broadcast service. 

	Older TEK/GTEK-Parameters 
	Older generation of TEK parameters relevant to SAID, GTEK-Parameters for the multicast or broadcast service of SAID. 

	Newer TEK/GTEK-Parameters 
	Newer generation of key parameters relevant to SAID or GSAID. 

	
	

	GKEK-Parameters 
	GKEK-related parameters for multicast or broadcast service. 

	CPE Random 
	A same random number included in the SCM Key Request message 

	
	


The GKEK-Parameters attribute is a compound attribute containing all of the GKEK-related parameters corresponding to a GSAID. This would include the GKEK, the GKEK’s remaining key lifetime, and the GKEK’s key sequence number. 

Once a BS has completed authorization with a particular CPE, both have keying material (MMP_KEY) that can be used to sign and/or encrypt further MAC management messages. If SCM Key-Reply is only to be signed, then BS will use MMP_KEY derived from the AK identified by AK Sequence Number in Key-Reply will be used to generate the Ciphertext ICV (see 7.4.2.1.2). If SCM Key-Reply is to be encrypted, then BS will use the MMP_KEY derived from the most current of it’s AKs to generate the Ciphertext ICV and encrypt the message (see 7.4.2.1.3).

GKEK parameters shall only be included in Key-Reply message, when responding to Key-Request that is conducted immediately after completion of Authorization exchange. To update GKEK parameters for an existing GSA, the BS shall add new GKEK parameters to the list of SA descriptors in an SA Add message.

5.10.27.6 SCM Key-Reject

Editor to Change the Following Text as Indicated
The BS responds to a CPE’s SCM Key-Request message with a SCM Key-Reject message if the BS rejects the CPE’s traffic keying material request.

Code: 6

Table 196 — SCM Key-Reject attributes

	Attribute
	Contents

	Key Sequence Number 
	AK sequence number 

	SAID 
	Security association identifier 

	Message Response Code 
	Error code identifying reason for rejection of the SCM Key-Request message. Possible values are listed in Table 199.

	CPE Random
	A same random number included in the SCM Key Request message 


Once a BS has completed authorization with a particular CPE, both have keying material (MMP_KEY) that can be used to sign and/or encrypt further MAC management messages. If SCM Key-Reject is only to be signed, then BS will use MMP_KEY derived from the AK identified by AK Sequence Number in Key-Reject will be used to generate the Ciphertext ICV (see 7.4.2.1.2). If SCM Key-Reject is to be encrypted, then BS will use the MMP_KEY derived from the most current of it’s AKs to generate the Ciphertext ICV and encrypt the message (see 7.4.2.1.3).

5.10.27.7 SCM GSA-Add

Editor to Change the Following Text as Indicated
This message is sent by the BS to the CPE to establish one or more additional GSAs, after completion of the Authorization exchange. BS shall use this method to update material (e.g. GKEKs and associated parameters) for exisiting GSAs.

Code: 7

Table 197 — SCM GSA-Add attributes

	Attribute
	Contents

	Key Sequence Number 
	AK sequence number 

	(one or more)
SA-Descriptor(s) 
	Each compound SA-Descriptor attribute specifies an SA identifier (SAID) and additional properties of the SA 


Once a BS has completed authorization with a particular CPE, both have keying material (MMP_KEY) that can be used to sign and/or encrypt further MAC management messages. If SCM SA-Add is only to be signed, then BS will use MMP_KEY derived from the AK identified by AK Sequence Number in GSA-Add will be used to generate the Ciphertext ICV (see 7.4.2.1.2). If SCM GSA-Add is to be encrypted, then BS will use the MMP_KEY derived from the most current of it’s AKs to generate the Ciphertext ICV and encrypt the message (see 7.4.2.1.3). Format of the GSA Descriptor is described in 7.2.8.

6.10.27.x SCM GSA-Remove

Editor to Change the Following Text as Indicated
This message is sent by the BS to the CPE to remove one or more additional GSAs. This message shall only be transmitted to CPEs after the BS has removed those CPEs from the multicast group that the GSA was applied to. 

Code: 8

Table 198 Table XXX — SCM GSA-Remove attributes

	Attribute
	Contents

	SAID(s)
	List of SAIDs for GSAs that are to be removed


5.10.27.8 
SCM TEK-Invalid

The BS sends a SCM TEK-Invalid message to a client CPE if the BS determines that the CPE encrypted an upstream PDU with an invalid TEK (i.e., an SAID’s TEK key sequence number), contained within the received packet’s MAC header, is out of the BS’s range of known, valid sequence numbers for that SAID.

Code: 8

Table 199 — SCM TEK-Invalid attributes

	Attribute
	Contents

	Key Sequence Number 
	AK sequence number 

	SAID 
	Security Association Identifier 

	Message Response Code 
	Error code identifying reason for SCM TEK-Invalid message. Possible values are listed in Table 199.


Once a BS has completed authorization with a particular CPE, both have keying material (MMP_KEY) that can be used to sign and/or encrypt further MAC management messages. If SCM TEK-Invalid is only to be signed, then BS will use MMP_KEY derived from the AK identified by AK Sequence Number in TEK-Invalid will be used to generate the Ciphertext ICV (see 7.4.2.1.2). If SCM TEK-Invalid is to be encrypted, then BS will use the MMP_KEY derived from the most current of it’s AKs to generate the Ciphertext ICV and encrypt the message (see 7.4.2.1.3).

5.10.27.9 SCM Authorization Invalid

The BS may send an Authorization Invalid message to a client CPE as:

· An unsolicited indication, or

· A response to a message received from that CPE.

In either case, the Authorization Invalid message instructs the receiving CPE to reauthorize with its BS.

The BS sends an Authorization Invalid in response to a Key Request if (1) the BS does not recognize the CPE as being authorized (i.e., no valid AK associated with the requesting CPE) or (2) decryption and verification of the ciphertext ICV for the PDU that contains the Key Request message 
 failed, indicating a loss of AK synchronization between CPE and BS.

Code: 9

Table 200 — Authorization Invalid attributes

	Attribute
	Contents

	Error-Code
	Error code identifying reason for Authorization Invalid.


5.10.27.10 Message Response Code

The Message response code values are list in Table 199. The Messages column in Table 199 indicates to which SCM messages this code is applicable.

Code: 10

Table 201 — Message Response Code

	Message Response Code
	Messages
	Description

	0x00
	All
	No Information

	0x01
	Auth Reject, Auth Invalid
	Unauthorized CPE

	0x02
	Auth Reject, Key Reject
	Unauthorized SAID

	0x03
	Auth Invalid
	Unsolicited

	0x04
	Auth Invalid, TEK Invalid
	Invalid Key Sequence Number

	0x05
	Auth Invalid
	Message (Key Request) authentication failure

	0x06
	Auth Reject
	Permanent Authorization failure

	0x07
	Reserved
	--


5.10.28 Frame Allocation Management

Table 202 — Frame Allocation Management
5.10.29 CBP IE Relay Message

Table 203 This message is used by the BS to relay CBP IEs to CPE in order to be included in CBP packets transmitted by the CPEs. This message is applicable in the case a CPE does not have the information necessary to fill a CBP IE.— CBP-IE-RLY message format

5.11 Management of MAC PDUs

5.11.1 Conventions

5.11.2 Concatenation

Figure 20 Concatenation of MAC PDUs

5.11.3 Fragmentation

Table 204 –Fragmentation rules

5.11.3.1 Non-ARQ Connections

5.11.3.2 ARQ-Enabled Connections

5.11.4 Packing

5.11.4.1 Non-ARQ Connections

5.11.4.1.1 Fixed-length MAC SDUs

Figure 21 Packing fixed-length MAC SDUs into a single MAC PDU

5.11.4.1.2 Variable-length MAC SDUs

Figure 22 Packing variable-length MAC SDUs into a single MAC PDU

Figure 23 Packing with fragmentation

5.11.4.2 ARQ-Enabled Connections

Figure 24 Example of a MAC PDU with extended fragmentation subheader

Figure 25 Example of a MAC PDU with ARQ packing subheader

5.11.4.3 ARQ Feedback IEs

Table 205 — Message format

5.11.5 CRC Calculation

5.11.6 Padding

5.12 The ARQ Mechanism

5.12.1 ARQ block usage

Figure 26 Block usage examples for ARQ with and without rearrangement

5.12.2 ARQ Feedback IE format

Table 206 ARQ Feedback IE format

5.12.3 ARQ parameters

5.12.3.1 ARQ_BSN_MODULUS

5.12.3.2 ARQ_WINDOW_SIZE

5.12.3.3 ARQ_BLOCK_LIFETIME

5.12.3.4 ARQ_RETRY_TIMEOUT

5.12.3.5 ARQ_SYNC_LOSS_TIMEOUT

5.12.3.6 ARQ_PURGE_TIMEOUT

5.12.3.7 ARQ_BLOCK_SIZE

5.12.4 ARQ procedures

5.12.4.1 ARQ state machine variables

5.12.4.1.1 Transmitter variables

5.12.4.1.2 Receiver variables

5.12.5 ARQ-enabled connection setup and negotiation

5.12.6 ARQ operation

5.12.6.1 Sequence number comparison

5.12.6.2 Transmitter state machine

Figure 27 ARQ Tx block states

Figure 28 ARQ Reset message dialog—Transmitter-initiated

Figure 29 ARQ Reset message dialog—Receiver-initiated

5.12.6.3 Receiver state machine

Figure 30 ARQ block reception

5.13 Scheduling Services

5.13.1 Data Transmission Scheduling

5.13.2 Upstream Request/Grant Scheduling

Table 207 — Scheduling services and corresponding poll/grant options

5.13.2.1 UGS

5.13.2.2 rtPS

5.13.2.3 nrtPS

5.13.2.4 Best Effort

5.14 Bandwidth Management

5.14.1 Bandwidth Requests

Bandwidth Requests (or simply, Requests) refer to the mechanism that CPEs use to indicate to the BS that they need upstream bandwidth allocation. Two types of bandwidth requests are available in the MAC 
(with proper PHY support).

5.14.1.1 Contention-based Request

5.14.1.2 Contention-based CDMA Request

5.14.2 Grants

5.14.3 Polling

Figure 31 Request/grant mechanism

5.14.3.1 Unicast

5.14.3.2 Multicast and Broadcast

5.14.3.3 PE Bit

Figure 32 PM bit usage

5.15 PHY Support

5.15.1 Duplexing

Figure 33 A TDD frame structure

5.15.2 DS-MAP

5.15.3 US-MAP

5.15.3.1 Timing

5.15.3.2 Allocations

5.15.4 MAP Timing

Figure 34 Time relevance of DS-MAP and US-MAP

5.15.5 Control of Maximum Transmit EIRP at CPEs and BS for the Protection of TV Incumbents

5.16 Contention Resolution

5.16.1 Transmission Opportunities

5.16.2 Contention Resolution during the Self-Coexistence Window

Figure 35 Example of the SCW Backoff Procedure

5.17 Initialization and Network Association

5.17.1 BS Initialization

5.17.1.1 Professional Installation

5.17.1.2 Determine Geographic Location

5.17.1.3 Access TV Channel Usage Database and Build List of Available TV Channels

5.17.1.4 Operator Disallows Channels

5.17.1.5 Perform Incumbent Detection and Synchronize Network with Neighboring Networks 

5.17.1.6 Present the Available TV Channel List to the Higher Layers

5.17.1.7 Commence Operation

Figure 36 BS initialization procedure

5.17.2 CPE Initialization

Figure 37 Scenario where a safe bootstrap operation is required to protect incumbents

Figure 38 CPE initialization procedure

5.17.2.1 CPE Performs Self Test

5.17.2.2 CPE Senses for and Identifies WRAN Services and Incumbents

5.17.2.3 Present Sensing Results to the Higher Layers

5.17.2.4 CPE Chooses a WRAN Service

5.17.2.5 CPE Performs Satellite-Based Geolocation

5.17.2.6 Acquire Downstream and Upstream Parameters

5.17.2.6.1 Obtaining Downstream Parameters

5.17.2.6.2 Obtaining Upstream Parameters

Figure 39 Obtaining downstream parameters

Figure 40 Maintaining downstream parameters

Figure 41 Obtaining upstream parameters

Figure 42 Maintaining upstream parameters

5.17.2.6.3 CPE transmits ranging/CDMA burst

5.17.2.6.3.1 Contention-based Initial Ranging and Automatic Adjustments

5.17.2.6.3.2 Ranging Parameter Adjustment

5.17.3 CPE Transmit Basic Capabilities

Figure 43    Negotiate basic capabilities – CPE

Figure 44    Wait for CBC-RSP at CPE

Figure 45    Negotiate basic capabilities at BS

5.17.4 CPE Authorization, Transmission of MAC Address and Key Exchange

5.17.5 BS Requests NMEA Data from CPE

5.17.6 CPE Transmits NMEA Data to BS

5.17.7 Validate the NMEA String

5.17.8 BS Transmit Channel Sets and Maximum Allowed EIRP Array to CPE

5.17.9 Registration

Figure 46 CPE Registration

Figure 47 Wait for REG-RSP—CPE

Figure 48 Registration at BS

5.17.10 Secondary Management Connection

Figure 49 Wait for TFTP-CPLT at the BS

Figure 50 Wait for TFTP-RSP at the CPE

5.17.11 Neighboring Network Discovery

5.17.12 Optional Initialization Steps

5.17.12.1 IP Version Negotiation

5.17.12.2 Establish IP connectivity

Figure 51   Establishing IP connectivity

5.17.12.3 Establish Time of Day

Figure 52   Establishing time of day

5.17.12.4 Transfer Operational Parameters

Figure 53   Transferring operational parameters

5.17.13 Set Up Connections

5.18 Ranging

5.18.1 Downstream Management

Figure 54 Burst profiles and threshold utilization

Figure 55 Change to a more robust profile

Figure 56 Change to a less robust profile

5.18.2 Upstream Management

5.18.2.1 Contention-based initial ranging and automatic adjustments

5.18.2.2 Periodic ranging and automatic adjustments

5.19 Channel Descriptor Management

Figure 57 UCD channel descriptor update

Figure 58 DCD channel descriptor update

5.20 Multicast Support

5.20.1 Group Management

Figure 59 Group management at CPE

Figure 60 Group management at BS

5.20.2 Multicast Connections

Editor to Change the Following Text as Indicated
The BS may establish a downstream multicast service by creating a connection with each CPE to be associated with the service. Any available transport or multicast management CID value may be used for the service (i.e., there are no dedicated transport type of CIDs for multicast connections). To provide proper multicast operation, the CID used for the service is the same for all CPEs on the same channel that participate in the connection. Except for multicast management CIDs, the CPEs need not be aware that the connection is a multicast connection. The data transmitted on the connection with the given CID shall be received and processed by the MAC of each involved CPE. Since a multicast connection is associated with a service flow, it is associated with the QoS and traffic parameters for that service flow.

ARQ is not applicable to multicast connections.

Each CPE participating in the multicast group shall have a group security association (GSA), allowing that connection to be encrypted using keys that are independent of those used for other encrypted transmissions between the CPEs and the BS. The GSA shall be established at the CPEs assigned to the multicast group via the SCM GSA Add message prior to any transmission on the Mutlicast Management CID. The SAID of the GSA shall be the Multicast Management CID of the multicast group.
 The GSA shall remain installed on the CPE until it is asked by the by BS to leave the multicast group and it has received a SCM GSA Remove message.

No protection shall be afforded for traffic on a downstream multicast transport connection. Traffic on multicast transport connections shall be mapped to the null SAID (i.e. the null SA).
 Only, management messages that are mapped to a downstream multicast management connection (Table 30) are to be encrypted.

5.21 QoS

5.21.1 Theory of Operation

5.21.2 Service Flows

Figure 61 Provisioned authorization model “envelopes”

Figure 62 Dynamic authorization model “envelopes”

5.21.3 Object Model

Figure 63 Object model of the QoS service

5.21.4 Service Classes

5.21.5 Authorization

5.21.6 Types of Service Flows

5.21.6.1 Provisioned

5.21.6.2 Admitted

5.21.6.3 Active

5.21.7 Service Flow Creation

5.21.7.1 Dynamic Service Flow Creation

5.21.7.1.1 CPE-Initiated

Figure 64 DSA message flow (CPE-initiated)

5.21.7.1.2 BS-Initiated

Figure 65 DSA message flow (BS-initiated)

5.21.8 Dynamic Service Flow Modification and Deletion

5.21.9 Service Flow Management

5.21.9.1 Overview

Service flows may be created, changed, or deleted. This is accomplished through a series of MAC management messages referred to as DSA, DSC, and DSD. The DSA messages create a new service flow. The DSC messages change an existing service flow. The DSD messages delete an existing service flow. This is illustrated in Figure 69.
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Figure 66 Dynamic service flow overview

The Null state implies that no service flow exists that matches the SFID and/or Transaction ID in a message. Once the service flow exists, it is operational and has an assigned SFID. In steady-state operation, a service flow resides in a Nominal state. When DSx messaging is occurring, the service flow may transition through other states, but remains operational. Since multiple service flows may exist, there may be multiple state machines active, one for every service flow. DSx messages only affect those state machines that match the SFID and/or Transaction ID. Both the CPE and BS shall decrypt and verify the ciphertext ICV for the PDUs of 
all DSx messages before processing them, and discard any messages that fail.

Transaction IDs are unique per transaction and are selected by the initiating device (CPE or BS). To help prevent ambiguity and provide simple checking, the Transaction ID number space is split between the CPE and BS. The CPE shall select its Transaction IDs from the first half of the number space (0x0000 to 0x7FFF). The BS shall select its Transaction IDs from the second half of the number space (0x8000 to 0xFFFF).

Each DSx message sequence is a unique transaction with an associated unique transaction identifier. The DSA/DSC transactions consist of a request/response/acknowledge sequence. The DSD transactions consist of a request/response sequence. The response messages shall return a CC of OK unless some exception condition was detected. The acknowledge messages shall return the CC in the response unless a new exception condition arises. A more detailed state diagram, including transition states, is shown in Figure 70 through Figure 76. The detailed actions for each transaction shall be given in the following subclauses.

5.21.9.2 Dynamic Service Flow state transitions

Figure 67 Dynamic Service Flow state transition diagram

Figure 68 DSA—Locally Initiated Transaction state transition diagram

Figure 69 DSA—Remotely Initiated Transaction State Transition Diagram

Figure 70 DSC—Locally Initiated Transaction State Transition Diagram

Figure 71 DSC—Remotely Initiated Transaction State Transition Diagram

Figure 72 DSD—Locally Initiated Transaction State Transition Diagram

Figure 73 DSD—Remotely Initiated Transaction State Transition Diagram

5.21.9.3 Dynamic Service Addition

5.21.9.3.1 CPE Initiated DSA

Table 208 — CPE Initiated DSA

5.21.9.3.2 BS Initiated DSA

Table 209 — BS Initiated DSA

5.21.9.3.3 DSA State Transition Diagrams

Figure 74 DSA—Locally Initiated Transaction Begin State Flow Diagram

Figure 75 DSA—Locally Initiated Transaction DSA-RSP Pending State Flow Diagram

Figure 76 DSA—Locally Initiated Transaction Holding state flow diagram

Figure 77 DSA—Locally Initiated Transaction Retries Exhausted state flow diagram

Figure 78 DSA—Locally Initiated Transaction Deleting Service Flow state flow diagram

Figure 79 DSA—Remotely Initiated Transaction Begin state flow diagram

Figure 80 DSA—Remotely Initiated Transaction DSA-ACK Pending state flow diagram

Figure 81 DSA—Remotely Initiated Transaction Holding Down state flow diagram

Figure 82 DSA—Remotely Initiated Transaction Deleting Service state flow diagram

5.21.9.3.4 Dynamic Service Change

The DSC set of messages is used to modify the flow parameters associated with a service flow. Specifically, DSC can modify the service flow Specification.

A single DSC message exchange can modify the parameters of either one downlink service flow or one up-stream service flow.

To prevent packet loss, any required bandwidth change is sequenced between the CPE and BS.

The BS controls both up-stream and down-stream scheduling. The timing of scheduling changes is independent of direction AND whether it is an increase or decrease in bandwidth. The BS always changes scheduling on receipt of a DSC-REQ (CPE-initiated transaction) or DSC-RSP (BS-initiated transaction).

The BS also controls the down-stream transmit behavior. The change in down-stream transmit behavior is always coincident with the change in down-stream scheduling (i.e., BS controls both and changes both simultaneously).

The CPE controls the up-stream transmit behavior. The timing of CPE transmit behavior changes is a function of which device initiated the transaction and whether the change is an “increase” or “decrease” in bandwidth.

If an up-stream service flow’s bandwidth is being reduced, the CPE reduces its payload bandwidth first and then the BS reduces the bandwidth scheduled for the service flow. If an up-stream service flow’s bandwidth is being increased, the BS increases the bandwidth scheduled for the service flow first and then the CPE increases its payload bandwidth.

Any service flow can be deactivated with a DSC command by sending a DSC-REQ message, referencing the SFID, and including a null ActiveQoSParamSet. However, if a Basic, Primary Management, or Secondary Management Connection of a CPE is deactivated, that CPE is deregistered and shall re-register. Therefore, care should be taken before deactivating such service flows. If a service flow that was provisioned is deactivated, the provisioning information for that service flow shall be maintained until the service flow is reactivated.

A CPE shall have only one DSC transaction outstanding per service flow. If it detects a second transaction initiated by the BS, the CPE shall abort the transaction it initiated and allow the BS-initiated transaction to complete.

A BS shall have only one DSC transaction outstanding per service flow. If it detects a second transaction initiated by the CPE, the BS shall abort the transaction that the CPE initiated and allow the BS-initiated transaction to complete.

The following service flow parameters may not be changed, and shall not be present in the DSC-REQ or

DSC-RSP messages:

· Service Flow Scheduling Type

· Request/Transmission Policy

· Convergence Sublayer Specification

· Fixed-Length versus Variable-Length SDU Indicator

· SDU Size

· ARQ parameters, in accordance with individual TLV definitions

· Target SAID, service flow can only be mapped to one SA while operating

NOTE – Currently anticipated applications would probably control a service flow through either the CPE or BS, and not both. Therefore, the case of a DSC being initiated simultaneously by the CPE and BS is considered as an exception condition and treated as one.

5.21.9.3.4.1 CPE Initiated DSC

Table 210 — CPE Initiated DSC
5.21.9.3.4.2 BS Initiated DSC

Table 211 — BS Initiated DSC

5.21.9.3.4.3 DSC State Transition Diagrams

Figure 83 DSC—Locally Initiated Transaction Begin state flow diagram

Figure 84 DSC—Locally Initiated Transaction DSC-RSP Pending state flow diagram

Figure 85 DSC—Locally Initiated Transaction Holding Down state flow diagram

Figure 86 DSC—Locally Initiated Transaction Retries Exhausted state flow diagram

Figure 87 DSC—Locally Initiated Transaction Deleting Service Flow state flow diagram

Figure 88 DSC—Remotely Initiated Transaction Begin state flow diagram

Figure 89 DSC—Remotely Initiated Transaction DSC-ACK Pending state flow diagram

Figure 90 DSC—Remotely Initiated Transaction Holding Down state flow diagram

Figure 91 DSC—Remotely Initiated Transaction Deleting Service Flow state flow diagram

5.21.9.3.5 Connection Release

5.21.9.3.5.1 CPE Initiated DSD

Table 212 — DSD-initiated from CPE

5.21.9.3.5.2 BS Initiated DSD

Table 213 — DSD-initiated from BS

5.21.9.3.5.3 DSD State Transition Diagrams

Figure 92 DSD—Locally Initiated Transaction Begin state flow diagram

Figure 93 DSD—Locally Initiated Transaction DSD-RSP Pending state flow diagram

Figure 94 DSD—Locally Initiated Transaction Holding Down state flow diagram

Figure 95 DSD—Remotely Initiated Transaction Begin state flow diagram

Figure 96 DSD—Remotely Initiated Transaction Holding Down state flow diagram

5.22 Coexistence

5.22.1 Incumbents

Figure 97 Life cycle of a measurement activity

5.22.1.1 Measurements Classification

5.22.1.2 Measurements Management

Figure 98 Measurement message flow between BS and CPE

5.22.1.3 Incumbent Detection

5.22.1.4 Measurement Report and Notification

Figure 99 Incumbent notification phases

5.22.1.4.1 Notification Phase for Sensing During Quiet Period   

5.22.1.4.2 Notification Phase for Sensing During Normal System Operation

5.22.1.4.2.1 CPEs with Upstream Bandwidth Allocation

5.22.1.4.2.2 CPEs without Upstream Bandwidth Allocation

5.22.1.4.2.2.1 Contention-based UCS Notification

5.22.1.4.2.2.2 Contention-based CDMA UCS Notification

5.22.1.5 Incumbent Detection Recovery

Figure 100 The explicit and implicit notification mechanisms in IDRP

Figure 101 IDRP at BS

Figure 102 IDRP at CPE

Figure 103 Procedure to keep track of backup channels (perform out-of-channel measurements)

5.22.1.6 DFS for Incumbent Protection

5.22.2 Self-Coexistence

Figure 104 CBP as a transport mechanism for inter-WRAN communications and self-coexistence

Figure 105 Example of 802.22 deployment configuration

5.22.2.1 The Coexistence Beacon Protocol (CBP)

Figure 106 The use of directional antennas at CPEs do not address self-coexistence issues

5.22.2.1.1 CBP Packet Structure 

Figure 107 The structure of a CBP packet

5.22.2.1.2 CBP Packet Generation

5.22.2.1.3 CBP-based Neighboring Network Discovery

5.22.2.1.3.1 Network Discovery during Entry and Initialization

5.22.2.1.3.2 Network Discovery during Normal Operation

5.22.2.1.3.2.1 Discovery with SCW

5.22.2.1.3.2.2 Discovery during frames not allocated in coexistence mode

5.22.2.2 CBP-based Inter-BS Communication

5.22.2.3 Mechanism for Inter-BS Coexistence

Figure 108 Execution flow of inter-BS coexistence mechanisms.


5.22.2.3.1 Spectrum Etiquette

Figure 109 The flow chart of the spectrum etiquette process

Figure 110 Illustration of the procedure of spectrum etiquette

Table 214 — Illustration of the spectrum etiquette procedure

5.22.2.3.2 On-demand Frame Contention (ODFC)

5.22.2.3.2.1 Terminology

5.22.2.3.2.2 Message Flow of the On-demand Frame Contention Protocol

5.22.2.3.2.2.1 Control Messages

5.22.2.3.2.2.2 Message Flow

Figure 111 Message Flow of the On-demand Frame Contention Protocol

5.22.2.3.2.3 Procedure of the On-demand Frame Contention Protocol

5.22.2.3.2.3.1 On-demand Frame Contention Algorithm

5.22.2.3.2.3.2 Frame Contention Number Generation

5.22.2.3.2.3.3 Top-level Procedure of On-demand Frame Contention Protocol

Figure 112 Top-level Procedure of On-demand Frame Contention Protocol

5.22.2.3.2.3.4 Procedure of Available Frame Acquisitions

Figure 113 Available Frame Acquisition Procedure

5.22.2.3.2.3.5 Procedure of Frame Acquisitions

Figure 114 Frame Acquisition Procedure

5.22.2.3.2.3.6 Frame Contention Procedure at the Frame Contention Source

Figure 115 Frame Contention Procedure at the Contention Source

5.22.2.3.2.3.7 Frame Contention Procedure at the Frame Contention Destination

Figure 116 Frame Contention Procedure at the Contention Destination

Figure 117 Operations for Contention Success of a Data Frame at Contention Destination

Figure 118 Operations for Contention Failure of a Data Frame at Contention Destination

Figure 119 Release Pending Operations at Contention Destination

5.22.3 Quiet Periods and Sensing

5.22.3.1 Two-Stage Mechanism for Quiet Period Management

Figure 120 Illustration of the two-stage mechanism for quiet period management

Figure 121 The two-stage sensing procedure at the BS

Figure 122 The two-stage sensing procedure at the CPE

5.22.3.1.1 Intra-frame Sensing Allocation

Figure 123 Scheduling of quiet periods for intra-frame and inter-frame sensing using information provided in the SCH

5.22.3.1.2 Inter-frame Sensing Allocation

5.22.3.2 Synchronization of Overlapping Quiet Periods

Figure 124 Illustration of the two-stage quiet period mechanism with multiple overlapping cells

5.22.3.3 CPE Report

5.22.4 Channel Management

Figure 125 Message flow between BS and CPE when confirmation is required

5.22.4.1 Initialization and Channel Sets Updating

Table 215 — Update channel set information in CPE

5.22.4.2 Scheduling of Channel Switching Time

5.22.5 Synchronization of the IEEE 802.22 Base Stations

5.22.5.1 Synchronization of the IEEE 802.22 Base Stations with Global Navigational Systems

6 Security Mechanism in 802.22

Editor to Change the Following Text as Indicated
Security features defind in this clause provide protection for the 802.22 users, service providers and most importantly, the incumbents, who are the primary users of the spectrum. As a result, the protection mechanisms in 802.22 are divided into two security sublayers which target non-cognitive as well as cognitive functionality of the system and the interactions between the two. 

Security Sublayer 1 provides subscribers with authentication and confidentiality for user data and MAC management messages transmitted across the broadband wireless network. It does this by applying cryptographic transforms to MAC PDUs carried across connections between CPE and BS. In addition, these security sublayers provide operators with strong protection from theft of service. 

The security sublayers employ an authenticated client/server key management protocol in which the BS operator controls distribution of keying material to client CPE. This material is used to protect MAC management messages, and may be optionally used to protect user data. The basic security mechanisms are strengthened by adding digital-certificate-based CPE device-authentication to the key management protocol. 

If during capabilities negotiation, the CPE specifies that it does not support IEEE 802.22 security, step of authorization and key exchange shall be skipped. The BS, if provisioned so, may consider the CPE authenticated and authorize the CPE to access the network; or deny service to the CPE. 
The procedures defined for Security Sublayer 1 are based on the Privacy Key Management version 2 (PKMv2)  protocol defined for IEEE 802.16 [IEEE 802.16-2009].

In cognitive radio systems, confidentiality and privacy mechanisms need to protect data and sensitive spectrum occupancy information from the competitors, as well as the spectrum management information used by the BS to configure the operation of the CPEs. This stndard attempts to protect against unauthorized access to these data transport services by securing the associated service flows over the air. The security attributes and mechanisms for cognitive functionality include availability, authentication, authorization, identification, integrity, confidentiality and privacy.

To enhance the security for the cognitive functionality in 802.22, Security Sublayer 2 is introduced. These additional security mechanisms validate the availability of spectrum for the primary and the secondary users by employing mechanisms such as collaborative sensing and decision making. This includes authentication of the incumbent sensing information to avoid Denial of Service (DoS) attacks, authentication of the 802.22.1 beacon frame utilizing the security features that are already embedded in it, authentication of the geolocation and co-existence information, etc. Some cognitive plane security related mechanisms are an integral part of other cognitive functions required for system implementation such as Spectrum Sensing Function, Geolocation, Spectrum Manager, Spectrum Automaton, Management Plane procedures and functions etc. 

6.1 Security Architecture for the Data / Control and Management Planes
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Privacy has two component protocols as follows: 

a)
An encapsulation protocol for securing packet data over the air. This protocol defines a set of supported cryptographic suites, i.e., pairings of data encryption and authentication algorithms, and the rules for applying those algorithms to a MAC PDU  payload. 

b)
A Security for Control and Management (SCM) protocol providing the secure distribution of keying data from the BS to the CPE. Through this key management protocol, the CPE and the BS synchronize keying data; in addition, the BS uses the protocol to enforce conditional access to network services
. 

The protocol stack for the security components of the system are shown in Figure 131.
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Figure 126 Security Sublayer 1

—
SCM Control Management: This stack controls all security components. Various keys are derived and generated in this stack. 

—
Traffic Data Processing: This stack encrypts or decrypts the traffic data and executes the authentication function for the traffic data. 

—
Control Message Processing: This stack processes the various SCM-related MAC messages, and provides either authentication and/or encryption of such messages. 

—
RSA/ECC-based Authorization: This stack performs the RSA- or ECC-based authorization function using the CPE’s X.509 digital certificate and the BS’s X.509 digital certificate, when the RSA or ECC-based authorization is selected as an authorization policy between a CPE and a BS.

—
Authorization/SA Control: This stack controls the authorization state machine and the traffic encryption key state machine.

6.1.1 Secure encapsulation of MAC PDUs
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Encryption services are defined as a set of capabilities within the MAC security sublayer. MAC header information specific to encryption is allocated in the generic MAC header format. 

Encryption is always applied to the MAC PDU payload when required by the selected ciphersuite; the generic MAC header is not encrypted. MAC management messages sent on the broadcast, initial ranging, and basic CIDs, shall be sent in the clear to facilitate such functions as network entry, basic capability negotiation, and authorizaiton exchange. All other management messages shall be protected by the MMP_Key that is setup during the Authoriztion Exchange.
 

The format of MAC PDUs carrying encrypted or un-encrypted packet data payloads is specified in 6.8.

6.1.2 Key management protocol
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The SCM protocol allows for mutual authentication, where the BS authenticates CPE, and vice versa.
 It also supports periodic reauthentication/reauthorization and key refresh. The key management protocol uses X.509 digital certificates [IETF RFC 3280]  together with RSA public-key encryption algorithm [PKCS #1] or a sequence starting with RSA authentication or even with ECC public-key encryption algorithm. It uses strong encryption algorithms to perform key exchanges between a CPE and BS. 

The SCM’s authentication protocol establishes a shared secret (i.e., the AK) between the CPE and the BS. The shared secret is then used to secure subsequent SCM exchanges of TEKs. This two-tiered mechanism for key distribution permits refreshing of TEKs without incurring the overhead of computation-intensive operations. 

The BS and a client CPE authenticate each during the initial authorization exchange. The BS and CPE present their credential to each other. These credentials will be a unique X.509 digital certificate issued by the CPE’s manufacturer (in the case of RSA authentication) or an operator-specified credential (in the case of EAP-based authentication). Since the BS and CPE mutually authenticae each other, there is protection against an attacker employing a cloned CPE that masquerades as a legitimate subscriber’s CPE. 



The traffic key management portion of the SCM protocol adheres to a client/server model, where the CPE (a SCM “client”) requests keying material and the BS (a SCM “server”) responds to those requests. This model provides for individual CPE clients receiving only keying material for which they are authorized
. 

Periodic re-keying makes sure that the CPE and BS have fresh sets of keying material. Periodic re-authorization allows the BS and CPE to make sure that the CPE is authorized to operate in the network. During periodic re-authorization the CPE and BS shall maintain the security context (7.2.9) of the CPE. However, when a CPE is being shutdown or is attempting affiliation with another BS, the serving BS and the CPE shall delete the current context for the CPE.

The SCM protocol uses MAC management messaging, i.e., SCM-REQ and SCM-RSP messages defined in 6.10.27. The SCM protocol is defined in detail in 7.2.

6.1.3 Authorization Overview

A CPE uses the SCM protocol to obtain authorization and traffic keying material from the BS and to support periodic reauthorization and key refresh. 

SCM supports two distinct authentication protocol mechanisms: RSA and ECC-based authorization.

6.1.3.1 SCM RSA Authorization

The SCM RSA authorization protocol uses X.509 digital certificates [IETF RFC 3280], the RSA public-key encryption algorithm [PKCS #1] that binds public RSA encryption keys to MAC addresses of CPEs. 

A BS authorizes a client CPE during the initial authorization exchange. Each CPE carries a unique X.509 digital certificate issued by the CPE’s manufacturer. The digital certificate contains the CPE’s Public Key and CPE MAC address. When requesting an AK, a CPE presents its digital certificate to the BS. The BS verifies the digital certificate, and then uses the verified Public Key to encrypt an AK, which the BS then sends back to the requesting CPE.

All CPEs using RSA authorization shall have pre-installed RSA private/public key pairs or provide a mechanism to install such keys. Prior to AK exchange, a CPE shall installed RSA keys, described in 7.2.3.2. All CPEs with pre-installed RSA key pairs shall also have pre-installed X.509 certificates. 

Requirements for the RSA X.509-certificate are defined in subclause 7.5.

6.1.3.2 SCM ECC Authorization

In addition to the current RSA-based authorization within the SCM protocol, Elliptic Curve Cryptography (ECC)-based authorization may be employed.  ECC authentication operates in the same way as RSA authentication. ECC-based authorization makes use of the Elliptic Curve Integrated Encryption Scheme (ECIES) public-key encryption method defined in [SEC1]. Requirements for ECC-based X.509 certificates are defined in Subclause 7.5.

6.1.4 Mapping of connections to SAs
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The following rules for mapping connections to SAs apply: 

a)
All transport connections shall be mapped to an existing SA. 

b)
Multicast management connections may be mapped to any Static or Dynamic GSA. 

c)
The primary or secondary management connection shall be mapped to the null SA, i.e. the Null SAID. 



The actual mapping is achieved by including the SAID of an existing SA in the DSA-xxx messages together with the CID. No explicit mapping of secondary management connection to the Primary SA is required.

6.1.5 Cryptographic suite

A cryptographic suite is the SA’s set of methods for authorization, data encryption, data authentication, and TEK exchange. The available cryptographic suites are specified as described in 7.4.1. The cryptographic suite shall be one of the ones listed in Table 219.

6.2 SCM protocol
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6.2.1 Security associations (SAs)
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A security association (SA) is the set of security information a BS and one or more of its client CPEs share in order to support secure communications across the 
network. There are three basic types of SAs: Null, Unicast, and Group, that can be defined. The Null SA and Unicast SAs shall only be static, i.e. they remain persistent for as long as the CPE is operational. Group SAs shall be either static or dynamic. GSAs are made dynamic by use of the SCM GSA Remove message.

Each CPE establishes the Null SA. If no other cryptographic suites (See 7.2.2.5) besides “no protection” are selected for the CPE, then no Unicast SAs shall be setup on the CPE. If other cryptographic suites, in addition to “no protection” are configured for the CPE during the CPE authorization process, then one Unicast SA (that is unique to self) that is known as it’s Primary SA
. 

Another Unicast SA, known as the Secondary SA, shall only be installed on the CPE if the “no protection” cryptographic suite (See 7.2.2.5) is to be supported by the CPE. All of the unicast data traffic to/from the CPE shall be protected by the keying material provided by the Primary and/or Secondary SA. All of the unicast management traffic, e.g. on the primary/seconday management CIDs, shall be protected by the Null SA.



Establishment of Group SAs (GSAs) are optional. Group SAs are to be used for providing keying material for multicast transmission of management message 
traffic. GSAs are installed on a CPE using the SCM GSA Add message. A CPE is authorized for a GSA, when the BS transmits the GSA add message to it. After assigning a CPE or group of CPEs to a multicast group (see 6.20), the BS may transmit the SCM GSA Add message to those CPEs to install the GSA on them. The SCM GSA message shall only be transmitted to the multicast group if a multicast management CID is to be mapped to that group.

Only after the GSA is established at the CPE, is it allowed to transmit/receive traffic on any multiast management CIDs mapped to the multicast group associated with the GSA. A GSA will only be established after the process to join a multicast group (See 6.20.1) has concluded. After the BS issues a MCA-REQ asking the CPE to leave the multicast group, it shall send a SCM GSA Remove 
message to CPE, requiring the CPE to delete any context information relating to the GSA associated with multicast group it was previously asked to leave.

An SA’s shared information shall include the cryptographic suite employed within the SA. The shared information may include TEKs. The exact content of the SA is dependent on the SA’s cryptographic suite
. 

SAs are identified using SAIDs. The Primary SA shall be identified by an SAID that is equal to the Basic CID of that CPE. The SAID of a GSA will be the Mutlicast CID
 
of the group that the CPE is assigned to. 

Using the SCM protocol, a CPE requests from its BS an SA’s keying material. 

The BS shall allow access by each client CPE to the SAs for which it is authorized. 

An SA’s keying material has a limited lifetime. When the BS delivers SA keying material to a CPE, it also provides the CPE with that material’s remaining lifetime. It is the responsibility of the CPE to request new keying material from the BS before the set of keying material that the CPE currently holds expires at the BS. Should the current keying material expire before a new set of keying material is received, the CPE shall perform re-authorization as described in 7.2.3. If a CPE is being shutdown or attempting affiliation with another BS, it shall stop any current authorization and TEK state machines, and delete any SAs that it is currently configured for.

In certain cryptographic suites, key lifetime may be limited by the exhaustion rate of a number space, e.g., the PN of AES in GCM
. In this case, the key ends either at the expiry of the key lifetime or the exhaustion of the number space, which ever is earliest. Note that in this case, security is not determined by the key lifetime.
SAs are not applicable to the protection of CBP bursts. CBP bursts will not be encrypted and/or authenticated by the methods and materials that are configured in a CPE’s SAs. CBP protection mechanism only provides authentication. The CBP protection mechanism is defined in detail section 7.6.8. 

6.2.1.1 Dynamic Creation of GSA

Editor to Change the Following Text as Indicated
The BS may dynamically be establish GSAs by issuing a GSA Add/Remove message (via SCM-REQ/RSP). Upon receiving an GSA Add message, the CPE shall start a TEK state machine to establish and maintain GTEKs for each GSA listed in the message. Upon receiving a GSA Remove message, the CPE shall stop the GTEK state machine as well as delete the GSA context (See 7.2.8.2). 
If a CPE is being shutdown or attempting affiliation with another BS, it shall stop any TEK state machines associated with a GSAs it is configured for and delete those GSAs.

6.2.1.2 Dynamic Mapping of GSA

When creating a new DS multicast 
service flow, the BS may request an existing GSA (configured at the CPE) be used by passing the SAID of the GSA in a DSA-REQ or DSC-REQ message sent to the CPE. The BS checks the CPEs authorization for the requested GSA and generates appropriate response using a DSA-RSP or DSC-RSP message correspondingly.

6.2.2 CPE Authorization Process

6.2.2.1 CPE authorization and AK exchange overview
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CPE authorization, controlled by the Authorization state machine, is the process of the BS’s authenticating a client CPE’s identity: 

a) The BS and CPE establish a shared AK by RSA/ECC from which a key encryption key (KEK) and message authentication keys are derived. 

b) The BS provides the authorized CPE with the identities (i.e., the SAIDs) and properties of Primary and Static SAs for which the CPE is authorized to obtain keying information. 

After achieving initial authorization, a CPE periodically reauthorizes with the BS; reauthorization is also managed by the CPE’s Authorization state machine. All CPEs shall support at least one form of authorization. TEK state machines manage the refreshing of TEKs. TEK state machines shall only be initiated for SAs that are configured with cryptographic suites that require support for encryption.

6.2.2.2 Mutual Authorization via RSA

A CPE begins authorization an Authorization Request message to its BS immediately after sending the Authentication Information message. This is a request for an AK, as well as for the SAIDs identifying any Static SAs the CPE is authorized to participate in. 

The Authorization Request includes 

·
A manufacturer-issued X.509 certificate. 

·
A description of the cryptographic algorithms the requesting CPE supports. A CPE’s cryptographic capabilities are presented to the BS as a list of cryptographic suite identifiers, each indicating a particular pairing of packet data encryption and packet data authentication algorithms the CPE supports. 

·
The CPE’s Basic CID. The Basic CID is the first static CID the BS assigns to a CPE during initial ranging. The primary SAID is equal to the Basic CID. 

·
A 64 bit random number generated by the CPE

·
RSA signature over all the attributes in the authorization request message, used to assure the authenticity of the SCM RSA-Request message

In response to an Authorization Request message, a BS validates the requesting CPE’s identity, determines the encryption algorithm and protocol support it shares with the CPE, activates an AK for the CPE, encrypts it with the CPE’s public key, and sends it back to the CPE in an Authorization Reply message. The authorization reply includes 

·
The BS’s X.509 certificate, used to verify the BS’s identity

·
A pre-PAK encrypted with the CPEs public key, using [PKCS#1] (see 7.5.2.1)

·
A 16-bit PAK sequence number, used to distinguish between successive generations of AKs

·
PAK lifetime

·
The identities (i.e. SAID’s) and properties of the Primary SA and any of the GSAs the CPE is authorized for. This also includes the cryptographic suite (See Table 219) that is to be applied to each SA.

·
The 64 bit random number generated by the CPE.

·
A 64 bit random number generated by the BS, which, along with CPE random number used to provide key liveliness. 

·
RSA signature over all the attributes in the authorization reply message, used to assure the authenticity of the SCM RSA-Reply messages. 

While the Authorization Reply shall identify Static SAs in addition to the Primary SA whose SAID matches the requesting CPE’s Basic CID, the Authorization Reply shall not identify any Dynamic SAs. 

The BS, in responding to a CPE’s Authorization Request, shall determine whether the requesting CPE, whose identity can be verified via the X.509 digital certificate, is authorized for basic unicast services, and what additional statically provisioned services (i.e., Static SAIDs) the CPE’s user has subscribed for. Note that the protected services a BS makes available to a client CPE can depend upon the particular cryptographic suites for which the CPE and the BS share support.

A CPE shall periodically refresh its AK by reissuing an Authorization Request to the BS. Reauthorization is identical to authorization. To avoid service interruptions during reauthorization, successive generations of the CPE’s AKs have overlapping lifetimes. Both the CPE and BS shall be able to support up to two simultaneously active AKs during these transition periods. The operation of the Authorization state machine’s Authorization Request scheduling algorithm, combined with the BS’s regimen for updating and using a client CPE’s AKs (see 7.3), provides for periodically refreshing of the CPE.

When the RSA-based authorization is negotiated as authorization policy, the SCM Auth-Request, the SCM Auth-Reply, the SCM Auth-Reject, and the SCM Auth-Acknowledgement messages are used to share the pre-PAK.

6.2.2.3 Mutual Authorization via ECC

Initial and re-authorization is executed in the same way for ECC authorization, as it is executed for RSA authorization.

There are two exceptions in the process. When calculating the signature for either the Authorizaiton Request or Authorization Reply, the process defined in Section 7.3 of ANSI X9.62-2005 will be used. Encryption of the pre-PAK shall be done according to the specification of the ECIES algorithm specified in Section 5 of [SEC1]. The specifics configuration of this process is detailed in 7.5.2.2.

Regardless of the method used, the BS then verifies the domain parameters (Section 5.1 of ANSI X9.63-2001), the public key (Section 5.2 of ANSI X9.63-2001), and the signature over the request (Section 7.4 of ANSI X9.62-2005).  If any of these checks fail, the then Authorization Request is rejected.  When the BS responds, it can choose between either of two methods (similar to CPE initiation methods) when formatting the response.  The first way is to make use of a manfucaturer-installed ECC certificate (see Subclause 7.5) and public key that is associated with that BS.  The other method is that the BS uses the elltiptic curve domain parameters defined in its certificate to generate an ephemeral key pair.  

The Authorization Reply is transmitted with the ephemeral public key and just the domain parameters or entire manufacturer-installed certificate (domain parameters and manufacturer installed public key), the assigned cryptographic suite, the 64bit randomon number generated by CPE, a 64bit random number generated by the BS, as well as a signature calculated over the reply using the process defined in Section 7.3 of ANSI X9.62-2005.

SCM Auth-Request, the SCM Auth-Reply, the SCM Auth-Reject, and the SCM Auth-Acknowledgement messages are used to share the pre-PAK.

6.2.2.4 Authorization state machine

The Authorization state machine consists of six states and eight distinct events (including receipt of messages) that can trigger state transitions. The Authorization finite state machine (FSM) is presented below in a graphical format, as a state flow model (Figure 132), and in a tabular format, as a state transition matrix (Table 214). 

The state flow diagram depicts the protocol messages transmitted and internal events generated for each of the model’s state transitions; however, the diagram does not indicate additional internal actions, such as the clearing or starting of timers, that accompany the specific state transitions. Accompanying the state transition matrix is a detailed description of the specific actions accompanying each state transition; the state transition matrix shall be used as the definitive specification of protocol actions associated with each state transition. 

The following legend applies to the Authorization State Machine flow diagram depicted in Figure 132. 

a)
Ovals are states. 

b)
Events are in italics. 

c)
Messages are in normal font. 

d)
State transitions (i.e., the lines between states) are labeled with <what causes the transition>/<messages and events triggered by the transition>. So “timeout/Auth Request” means that the state received a “timeout” event and sent an Authorization Request (“Auth Request”) message. If there are multiple events or messages before the slash “/” separated by a comma, any of them can cause the transition. If there are multiple events or messages listed after the slash, all of the specified actions shall accompany the transition.
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Figure 127 Authorization state machine flow diagram

The Authorization state transition matrix presented in Table 214 lists the six Authorization machine states in the topmost row and the eight Authorization machine events (includes message receipts) in the leftmost column. Any cell within the matrix represents a specific combination of state and event, with the next state (the state transitioned to) displayed within the cell. For example, cell 4-B represents the receipt of an Authorization Reply (Auth Reply) message when in the Authorize Wait (Auth Wait) state. Within cell 4-B is the name of the next state, “Authorized.” Thus, when an CPE’s Authorization state machine is in the Auth Wait state and an Auth Reply message is received, the Authorization state machine will transition to the Authorized state. In conjunction with this state transition, several protocol actions shall be taken; these are described in the listing of protocol actions, under the heading 4-B, in 7.2.3.2.5. 

A shaded cell within the state transition matrix implies that either the specific event cannot or should not occur within that state, and if the event does occur, the state machine shall ignore it. For example, if an Auth Reply message arrives when in the Authorized state, that message should be ignored (cell 4-C). The CPE may, however, in response to an improper event, log its occurrence, generate an SNMP event, or take some other vendor-defined action. These actions, however, are not specified within the context of the Authorization state machine, which simply ignores improper events.

Table 216 — Authorization Finite State Machine State Transition Matrix

	State

Event or Recvd Msg
	(A)

Start
	(B)

Auth Wait
	(C)

Authorized
	(D)

Reauth Wait
	(E)

Auth

Reject

Wait
	(F)

Silent

	(1)

Communication Established
	Auth Wait
	
	
	
	
	

	(2)

Auth Reject
	
	Auth Reject Wait
	
	Auth Reject Wait
	
	

	(3)

Perm Auth Reject
	
	Silent
	
	Silent
	
	

	(4)

Auth Reply
	
	Authorized
	
	Authorized
	
	

	(5)

Timeout
	
	Auth Wait
	
	Reauth Wait
	Start
	

	(6)

Auth Grace Timeout
	
	
	Reauth Wait
	
	
	

	(7)

Auth Invalid
	
	
	Reauth Wait
	Reauth Wait
	
	

	(8)

Reauth
	
	
	Reauth Wait
	
	
	


6.2.2.4.1 States

—
Start: This is the initial state of the FSM. No resources are assigned to or used by the FSM in this state—e.g., all timers are off, and no processing is scheduled. 

—
Authorize Wait (Auth Wait): The CPE has received the “Communication Established” event indicating that it has completed basic capabilities negotiation with the BS. In response to receiving the event, the CPE has sent both an Authentication Information and an Auth Request message to the BS and is waiting for the reply. 

—
Authorized: The CPE has received an Auth Reply message that contains a list of valid SAIDs for this CPE. At this point, the CPE has a valid AK and SAID list. Transition into this state triggers the creation of one TEK FSM for each of the CPE’s privacy-enabled SAIDs. 

—
Reauthorize Wait (Reauth Wait): The CPE has an outstanding reauthorization request. The CPE was either about to expire (see Authorization Grace Time in Table 214) its current authorization or received an indication (an Authorization Invalid message from the BS) that its authorization is no longer valid. The CPE sent an Auth Request message to the BS and is waiting for a response. 

—
Authorize Reject Wait (Auth Reject Wait): The CPE received an Authorization Reject (Auth Reject) message in response to its last Auth Request. The Auth Reject’s error code indicated the error was not of a permanent nature. In response to receiving this reject message, the CPE set a timer and transitioned to the Auth Reject Wait state. The CPE remains in this state until the timer expires. 

—
Silent: The CPE received an Auth Reject message in response to its last Auth Request. The Auth Reject’s error code indicated the error was of a permanent nature. This triggers a transition to the Silent state, where the CPE is not permitted to pass subscriber traffic. The CPE shall, however, respond to management messages from the BS issuing the Perm Auth Reject.

6.2.2.4.2 Messages

Note that the message formats are defined in detail in 6.10.27. 

—
Authorization Request (Auth Request): Request an AK and list of authorized SAIDs. Sent from CPE to BS. 

—
Authorization Reply (Auth Reply): Receive an AK and list of authorized, static SAIDs. Sent from BS to CPE. The AK is encrypted with the CPE’s public key. 

—
Authorization Reject (Auth Reject): Attempt to authorize was rejected. Sent from the BS to the CPE. 

—
Authorization Invalid (Auth Invalid): The BS may send an Authorization Invalid message to a client CPE as follows: 

—
An unsolicited indication, or 

—
A response to a message received from that CPE. In either case, the Auth Invalid message instructs the receiving CPE to reauthorize with its BS. The BS responds to a Key Request with an Auth Invalid message if (1) the BS does not recognize the CPE as being authorized (i.e., no valid AK associated with CPE) or (2) verification of the Key. Request’s keyed message digest failed. Note that the Authorization Invalid event, referenced in both the state flow diagram and the state transition matrix, signifies either the receipt of an Auth Invalid message or an internally generated event.

6.2.2.4.3 Events

—
Communication Established: The Authorization state machine generates this event upon entering the Start state if the MAC has completed basic capabilities negotiation. If the basic capabilities negotia-tion is not complete, the CPE sends a Communication Established event to the Authorization FSM upon completing basic capabilities negotiation. The Communication Established event triggers the CPE to begin the process of getting its AK and TEKs. 

—
Timeout: A retransmission or wait timer timed out. Generally a request is resent. 

—
Authorization Grace Timeout (Auth Grace Timeout): The timer Authorization Grace Time expired. This timer fires a configurable amount of time (the Authorization Grace Time) before the current authori-zation is supposed to expire, signalling the CPE to reauthorize before its authorization actually expires. The Authorization Grace Time takes the default value from Table 298 or may be specified in a configuration setting within the Auth Reply message. 

—
Reauthorize (Reauth): CPE’s set of authorized static SAIDs may have changed. This event may be generated in response to an SNMP set and meant to trigger a reauthorization cycle. 

—
Authorization Invalid (Auth Invalid): This event is internally generated by the CPE when there is a failure authenticating a Key Reply or Key Reject message, or externally generated by the receipt of an Auth Invalid message, sent from the BS to the CPE. A BS responds to a Key Request with an Auth Invalid if verification of the request’s message authentication code fails. Both cases indicate BS and CPE have lost AK synchronization. A BS may also send to an CPE an unsolicited Auth Invalid message, forcing an Auth Invalid event. 

—
Permanent Authorization Reject (Perm Auth Reject): The CPE receives an Auth Reject in response to an Auth Request. The error code in the Auth Reject indicates the error is of a permanent nature. What is interpreted as a permanent error is subject to administrative control within the BS. Auth Request processing errors that can be interpreted as permanent error conditions include the follow-ing: 

—
Unknown manufacturer (do not have CA certificate of the issuer of the CPE Certificate). 

—
Invalid signature on CPE certificate. 

—
ASN.1 parsing failure. 

—
Inconsistencies between data in the certificate and data in accompanying SCM data attribute. 

—
Incompatible security capabilities. When an CPE receives an Auth Reject indicating a permanent failure condition, the Authorization State machine moves into a Silent state, where the CPE is not permitted to pass subscriber traffic. The CPE shall, however, respond to management messages from the BS issuing the Perm Auth Reject. The managed CPE may also issue an SNMP Trap upon entering the Silent state. 

—
Authorization Reject (Auth Reject): The CPE receives an Auth Reject in response to an Auth Request. The error code in the Auth Reject does not indicate the failure was due to a permanent error condition. As a result, the CPE’s Authorization state machine shall set a wait timer and transition into the Auth Reject Wait State. The CPE shall remain in this state until the timer expires, at which time it shall reattempt authorization. 

NOTE — The following events are sent by an Authorization state machine to the TEK state machine:

—
[TEK] Stop: Sent by the Authorization FSM to an active (non-START state) TEK FSM to terminate the FSM and remove the corresponding SAID’s keying material from the CPE’s key table. 

—
[TEK] Authorized: Sent by the Authorization FSM to a nonactive (START state), but valid TEK FSM. 

—
[TEK] Authorization Pending (Auth Pend): Sent by the Authorization FSM to a specific TEK FSM to place that TEK FSM in a wait state until the Authorization FSM can complete its reauthorization operation. 

—
[TEK] Authorization Complete (Auth Comp): Sent by the Authorization FSM to a TEK FSM in the Operational Reauthorize Wait (Op Reauth Wait) or Rekey Reauthorize Wait (Rekey Reauth Wait) states to clear the wait state begun by a TEK FSM Authorization Pending event.

6.2.2.4.4 Parameters

All configuration parameter values take the default values from Table 298 or may be specified in the Auth Reply message. These values are 4 octets long.

—
Authorize Wait Timeout (Auth Wait Timeout): Timeout period between sending Authorization Request messages from Auth Wait state (see Table 298). 

—
Authorization Grace Time (Auth Grace Timeout): Amount of time before authorization is sched-uled to expire that the CPE starts reauthorization (see Table 298).

—
Authorize Reject Wait Timeout (Auth Reject Wait Timeout): Amount of time an CPE’s Authorization FSM remains in the Auth Reject Wait state before transitioning to the Start state (see Table 298).

6.2.2.4.5 Actions

Actions taken in association with state transitions are listed by <event> (<rcvd message>) --> <state> below: 

1-A Start (Communication Established) → Auth Wait 

a) Send Auth Info message to BS 

b) Send Auth Request message to BS 

c) Set Auth Request retry timer to Auth Wait Timeout 

2-B Auth Wait (Auth Reject) → Auth Reject Wait 

a) Clear Auth Request retry timer 

b) Set a wait timer to Auth Reject Wait Timeout 

2-D Reauth Wait (Auth Reject) → Auth Reject Wait 

a) Clear Auth Request retry timer 

b) Generate TEK FSM Stop events for all active TEK state machines 

c) Set a wait timer to Auth Reject Wait Timeout 

3-B Auth Wait (Perm Auth Reject) → Silent 

a) Clear Auth Request retry timer 

b) Disable all forwarding of CPE traffic 

3-D Reauth Wait (Perm Auth Reject) → Silent 

a) Clear Auth Request retry timer

b) Generate TEK FSM Stop events for all active TEK state machines 

c) Disable all forwarding of CPE traffic 

4-B Auth Wait (Auth Reply) → Authorized 

a) Clear Auth Request retry timer 

b) Decrypt and record AK delivered with Auth Reply 

c) Start TEK FSMs for all SAIDs listed in Authorization Reply (provided the CPE supports the cryptographic suite that is associated with an SAID) and issue a TEK FSM Authorized event for each of the new TEK FSMs 

d) Set the Authorization Grace timer to go off “Authorization Grace Time” seconds prior to the supplied AK’s scheduled expiration 

4-D Reauth Wait (Auth Reply) → Authorized 

a) Clear Auth Request retry timer 

b) Decrypt and record AK delivered with Auth Reply 

c) Start TEK FSMs for any newly authorized SAIDs listed in Auth Reply (provided the CPE supports the cryptographic suite that is associated with the new SAID) and issue TEK FSM Authorized event for each of the new TEK FSMs 

d) Generate TEK FSM Authorization Complete events for any currently active TEK FSMs whose corresponding SAIDs were listed in Auth Reply 

e) Generate TEK FSM Stop events for any currently active TEK FSMs whose corresponding SAIDs were not listed in Auth Reply 

f) Set the Authorization Grace timer to go off “Authorization Grace Time” seconds prior to the supplied AK’s scheduled expiration 

5-B Auth Wait (Timeout) → Auth Wait 

a) Send Auth Info message to BS 

b) Send Auth Request message to BS 

c) Set Auth Request retry timer to Auth Wait Timeout 

5-D Reauth Wait (Timeout) → Reauth Wait 

a) Send Auth Request message to BS 

b) Set Auth Request retry timer to Reauth Wait Timeout 

5-E Auth Reject Wait (Timeout) → Start 

a) No protocol actions associated with state transition 

6-C Authorized (Auth Grace Timeout) → Reauth Wait 

a) Send Auth Request message to BS 

b) Set Auth Request retry timer to Reauth Wait Timeout 

7-C Authorized (Auth Invalid) → Reauth Wait 

a) Clear Authorization Grace timer

b) Send Auth Request message to BS 

c) Set Auth Request retry timer to Reauth Wait Timeout 

d) If the Auth Invalid event is associated with a particular TEK FSM, generate a TEK FSM Authorization Pending event for the TEK state machine responsible for the Auth Invalid event (i.e., the TEK FSM that either generated the event, or sent the Key Request message the BS responded to with an Auth Invalid message) 

7-D Reauth Wait (Auth Invalid) → Reauth Wait 

a) If the Auth Invalid event is associated with a particular TEK FSM, generate a TEK FSM Authorization Pending event for the TEK state machine responsible for the Auth Invalid event (i.e., the TEK FSM that either generated the event, or sent the Key Request message the BS responded to with an Auth Invalid message) 

8-C Authorized (Reauth) → Reauth Wait 

a) Clear Authorization Grace timer 

b) Send Auth Request message to BS 

c) Set Auth Request retry timer to Reauth Wait Timeout

6.2.2.5 Security capabilities selection

Editor to Change the Following Text as Indicated
As part of their authorization exchange, the CPE provides the BS with a list of all the cryptographic suites (pairing of data encryption and data authentication algorithms) the CPE supports. The parameters that describe the cryptographic suite options are in Table 219. The BS selects from this list one or more cryptographics suite to employ with the requesting CPE’s Primary SA. The Authorization Reply the BS sends back to the CPE includes a primary SA-Descriptor that, among other things, identifies the cryptographic suite the BS selected to use for the CPE’s primary SA. A BS shall reject the authorization request if it determines that none of the offered cryptographic suites are satisfactory. 

The Authorization Reply also contains an optional list of static SA-Descriptors; each static SA-Descriptor identifies the cryptographic suite employed within the SA. The selection of a static SA’s cryptographic suite is typically made independent of the requesting CPE’s cryptographic capabilities. A BS may include in its Authorization Reply static SA-Descriptors identifying cryptographic suites the requesting CPE does not support; if this is the case, the CPE shall not start TEK state machines for static SAs whose cryptographic suites the CPE does not support. If the “encryption only” suite is to be applied to a (unicast) SA, then no other cryptographic suite that shall be mapped to the SA is the “no protection” suite. 

In the Authorization Reply, SA-Descriptors shall only be provided for the unicast Primary and/or Secondary SA. Once or more GSAs may be installed on the CPE, following addition of that CPE to a multicast group (See 6.20). A GSA-Descriptor shall only be provided in the SCM GSA Add message for GSAs. 



If the “no protection” suite is the only cryptogpraphic suite that a CPE supports, than no unicast or group SAs shall be configured for the CPE and no TEK state machines shall be started. 

If the SA defines use of authentication only or “no protection” method, all MAC PDUs sent with CIDs linked to this SA must have EC bit set to ‘0’ in the Generic MAC Header. Otherwise, if only “authentication+encryption” or “encryption only”  is supported the EC bit must be set to ‘1’ in the Generic MAC Header. Other combinations are not allowed; MAC PDUs presenting other combinations should be discarded. 

The capabilities defined in an SA are not applicable to management messages transmitted on the Initial Ranging, Basic, as well as Broadcast CIDs. Only traffic assigned to an SA where “no protection” is specificed, will be allowed to be transmitted without any authentication or encryption information
.

6.2.3 TEK exchange overview

6.2.3.1 TEK exchange overview for PMP topology

Editor to Change the Following Text as Indicated
If the CPE and BS decide “No authorization” as their authorization policy, the CPE and BS shall not perform the Key Request/Key Reply handshake. In this case, target SAID value, which may be included in DSA-REQ/RSP messages, shall be Null SAID. 

Upon achieving authorization, a CPE starts a separate TEK state machine for each of the SAIDs identified in the Authorization Reply message. Each TEK state machine operating within the CPE is responsible for managing the keying material associated with its respective SAID. TEK state machines periodically send Key Request messages to the BS, requesting a refresh of keying material for their respective SAIDs. 

TEK state machines periodically cause the CPE to send Key Request messages to the BS, requesting a refresh of keying material for their respective SAIDs. The BS responds to a Key Request with a Key Reply message, containing the BS’s active keying material for a specific SAID. 

The TEK is encrypted using appropriate KEK derived from the AK. For AES-GCM
, the TEK is a 128 bit key and the KEK is derived from the AK using a 128 bit key and 128 bit block size.

Note that at all times the BS maintains two active sets of keying material per SAID. The lifetimes of the two generations overlap so that each generation becomes active halfway through the life of it predecessor and expires halfway through the life of its successor. A BS includes in its Key Replies both of an SAID’s active generations of keying material. 

For SAs using a ciphersuite employing AES-GCM 
mode, the Key Reply provides the requesting CPE, in addition to the TEK, the remaining lifetime of each of the two sets of keying material. The receiving CPE uses these remaining lifetimes to estimate when the BS will invalidate a particular TEK and, therefore, when to schedule future Key Requests so that the CPE requests and receives new keying material before the BS expires the keying material the CPE currently holds. For AES-GCM 
mode, when more than half the available PN numbers in the 24-bit PN number space are exhausted, the CPE shall schedule a future Key Request in the same fashion as if the key lifetime was approaching expiry.

The operation of the TEK state machine’s Key Request scheduling algorithm, combined with the BS’s regimen for updating and using an SAID’s keying material (see Figure 133 and Table 215), provides for the CPE to be able to continually exchange encrypted traffic with the BS. 

A TEK state machine remains active as long as 

a) The CPE is authorized to operate in the BS’s security domain, i.e., it has a valid AK, and 

b) The CPE is authorized to participate in that particular SA, i.e., the BS continues to provide fresh key-ing material during rekey cycles. 

The parent Authorization state machine stops all of its child TEK state machines when the CPE receives from the BS an Authorization Reject during a reauthorization cycle. Individual TEK state machines can be started or stopped during a reauthorization cycle if a CPE’s Static SAID authorizations changed between successive reauthorizations. 

Communication between Authorization and TEK state machines occurs through the passing of events and protocol messaging. The Authorization state machine generates events (i.e., Stop, Authorized, Authorization Pending, and Authorization Complete events) that are targeted at its child TEK state machines. TEK state machines do not target events at their parent Authorization state machine. The TEK state machine affects the Authorization state machine indirectly through the messaging a BS sends in response to a CPE’s requests: a BS may respond to a TEK machine’s Key Requests with a failure response (i.e., Authorization Invalid message) to be handled by the Authorization state machine

6.2.3.2 TEK state machine

Editor to Change the Following Text as Indicated
The TEK state machine consists of seven states and eleven events (including receipt of messages) that may trigger state transitions. Like the Authorization state machine, the TEK state machine is presented in both a state flow diagram (Figure 133) and a state transition matrix (Table 215). As was the case for the Authorization state machine, the state transition matrix shall be used as the definitive specification of protocol actions associated with each state transition.

Shaded states in Figure 133 (Operational, Rekey Wait, Rekey Reauthorize Wait, and M&B Rekey InterimWait) have valid keying material and encrypted traffic may be sent. Shaded blocks in Table 215 highlight transitions that shall not be allowed.

The SAID may be replaced by the GSAID for the multicast service. And, the TEK may be also replaced by the GTEK for the multicast service.

The Authorization state machine starts an independent TEK state machine for each of its authorized SAIDs. As mentioned in 7.2.2, the BS maintains two active TEKs/GTEKs per SAID.

For the unicast service, the BS includes in its Key Replies both of these TEKs, along with their remaining lifetimes. For the multicast 
service, the BS includes in its Key Replies both of the GTEKs, along with their remaining lifetimes.

The BS encrypts downlink traffic with the older of its two TEKs and decrypts uplink traffic witheither the older or newer TEK, depending upon which of the two keys the CPE was using at the time. The CPE encrypts uplink traffic with the newer of its two TEKs and decrypts downlink traffic with either the older or newer TEK, depending upon which of the two keys the BS was using at the time. See 7.3 for details on CPE and BS key usage requirements.

For the multicast service
, the BS shall install a GSA on the CPEs prior to transmitting traffic if any multicast management connections are to be mapped to the GSA using the SCM GSA Add message. When a CPE receives this message it shall issue a Key Request message to the BS. Both of GTEKs will be included in the Key Reply messages. The BS signs and/or encrypts downlink traffic with current GTEK. The CPE verifies and/or decrypts downlink traffic with either the older or newer GTEK, depending upon which of the two keys the BS is using at the time. See 7.3 for details on CPE and BS key usage requirements.

Through operation of a TEK state machine, the CPE attempts to keep its copies of an SAID’s TEKs synchronized with those of its BS. A TEK state machine issues Key Requests to refresh copies of its SAID’s keying material soon after the scheduled expiration time of the older of its two TEKs and before the expiration of its newer TEK. To accommodate for CPE/BS clock skew and other system processing and transmission delays, the CPE schedules its Key Requests a configurable number of seconds before the newer TEK’s estimated expiration in the BS. With the receipt of the Key Reply, the CPE shall always update its records with the TEK Parameters from both TEKs/GTEKs contained in the Key Reply message.
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Figure 128 TEK State Machine Flow Diagram

Table 217 — TEK State Transition Finite State Machine

	State / Event or Recvd Msg
	(A)

Start
	(B)

Op Wait
	(C)

Op Reauth Wait
	(D)

Op
	(E)

Rekey Wait
	(F)

Rekey Reauth Wait
	(G)

Multicast
 Rekey Interim Wait

	(1)

Stop
	
	Start
	Start
	Start
	Start
	Start
	

	(2)

Authorized
	Op Wait
	
	
	
	
	
	

	(3)

Auth Pend
	
	Op Reauth Wait
	
	
	Rekey Reauth Wait
	
	

	(4)

Auth Comp
	
	
	Op Wait
	
	
	Rekey Wait
	

	(5)

TEK Invalid
	
	
	
	Rekey Wait
	
	
	

	(6)

Timeout
	
	Op Wait
	
	
	Rekey Wait
	
	

	(7)

TEK Refresh Timeout
	
	
	
	Rekey Wait
	
	
	

	(8)

GTEK Refresh Timeout
	
	
	
	
	
	
	Rekey Wait

	(9)

Key Reply
	
	Operational
	
	
	Operational
	
	

	(10)

Key Reject
	
	Start
	
	
	Start
	
	

	(11)

GKEK Updated
	
	
	
	M&B Rekey Interim Wait
	
	
	

	(12)

GTEK Updated
	
	
	
	M&B Rekey Interim Wait
	
	
	


6.2.3.2.1 States

Editor to Change the Following Text as Indicated
Start: This is the initial state of the FSM. No resources are assigned to or used by the FSM in this state—e.g., all timers are off, and no processing is scheduled.

Operational Wait (Op Wait): The TEK state machine has sent its initial request (Key Request) for its SAID’s keying material (TEK), and is waiting for a reply from the BS.

Operational Reauthorize Wait (Op Reauth Wait): The wait state the TEK state machine is placed in if it does not have valid keying material while the Authorization state machine is in the middle of a reauthorization cycle.

Operational: The CPE has valid keying material for the associated SAID.

Rekey Wait: The TEK Refresh Timer has expired and the CPE has requested a key update for this SAID. Note that the newer of its two TEKs has not expired and may still be used for both encrypting and decrypting data traffic.

Rekey Reauthorize Wait (Rekey Reauth Wait): The wait state the TEK state machine is placed in if the TEKstate machine has valid traffic keying material, has an outstanding request for the latest keying material, and the Authorization state machine initiates a reauthorization cycle.

Multicast 
Rekey Interim Wait (Multicast & Broadcast Rekey Interim Wait): This state is defined only for the multicast 
service. This state is the wait state the TEK state machine is placed in if the TEK state machine has valid traffic keying material and receives the new GKEK from the BS after receiving a SCM GSA Add message.

6.2.3.2.2 Messages

Note that the message formats are defined in detail in 6.10.27.

Key Request: Request a TEK for this SAID. Sent by the CPE to the BS and authenticated with keyed message digest. The message authentication key is derived from the AK.

Key Reply: Response from the BS carrying the two diversity sets of traffic keying material for this SAID. Sent by the BS to the CPE, it includes the SAID’s TEKs, encrypted with a KEK derived from the AK or the GSAID’s GTEK, encrypted with a. The Key Reply message is authenticated with a keyed message digest; the MMP_KEY used to do this is key is derived from the AK.

Key Reject: Response from the BS to the CPE to indicate this SAID is no longer valid and no key will be sent. The Key Reject message is authenticated with a keyed message digest; the authentication key is derived from the AK.

TEK Invalid: The BS sends an CPE this message if it determines that the CPE encrypted an uplink PDU with an invalid TEK, i.e., an SAID’s TEK key sequence number, contained within the received PDU’s MAC Header, is out of the BS’s range of known, valid sequence numbers for that SAID.

6.2.3.2.3 Events

Stop: Sent by the Authorization FSM to an active (non-START state) TEK FSM to terminate TEK FSM and remove the corresponding SAID’s keying material from the CPE key table. See Figure 134.

Authorized: Sent by the Authorization FSM to a non-active (START state) TEK FSM to notify TEK FSM of successful authorization. See Figure 133.

Authorization Pending (Auth Pend): Sent by the Authorization FSM to TEK FSM to place TEK FSM in a wait state while Authorization FSM completes reauthorization. See Figure 133.

Authorization Complete (Auth Comp): Sent by the Authorization FSM to a TEK FSM in the Operational

Reauthorize Wait or Rekey Reauthorize Wait states to clear the wait state begun by the prior Authorization Pending event. See  Figure 133.

TEK Invalid: This event is triggered by either an CPEs data packet decryption logic or by the receipt of a TEK Invalid message from the BS.

A CPE’s data packet decryption logic triggers a TEK Invalid event if it recognizes a loss of TEK key synchronization between itself and the encrypting BS. For example, an SAID’s TEK key sequence number, contained within the received downlink MAC PDU header, is out of the CPECPEs range of known sequence numbers for that SAID.

A BS sends an CPEs a TEK Invalid message, triggering a TEK Invalid event within the CPE, if the BS’s decryption logic recognizes a loss of TEK key synchronization between itself and the CPE.

Timeout: A retry timer timeout. Generally, the particular request is retransmitted.

GTEK/TEK Refresh Timeout: The TEK refresh timer timed out. This timer event signals the TEK state machine to issue a new Key Request in order to refresh its keying material. The refresh timer is set to fire a configurable duration of time (GTEK/TEK Grace Time) before the expiration of the newer TEK the CPE currently holds. This is configured via the BS to occur after the scheduled expiration of the older of the two TEKs.

GKEK Updated: This event is triggered when the CPE receives the new GKEK through the SCM GSA Add.

TEK/GTEK Updated: This event is triggered when the CPE receives the new TEK or GTEK and traffic keying material through the Key Reply message.

6.2.3.2.4 Parameters

All configuration parameter values take the default values from Table 298 or may be specified in Auth Reply message. Theses value shall be 4 octets long.

Operational Wait Timeout: Timeout period between sending of Key Request messages from the Op Wait state (see Table 298).

Rekey Wait Timeout: Timeout period between sending of Key Request messages from the Rekey Wait state (see Table 298).

GTEK/TEK Grace Time: Time interval, in seconds, before the estimated expiration of a GTEK/TEK that the CPE starts rekeying for a new GTEK/TEK. GTEK/TEK Grace Time takes the default value from Table 298 or may be specified in a configuration setting within the Auth Reply message and is the same across all SAIDs (see Table 298).

6.2.3.2.5 Actions
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Actions taken in association with state transitions are listed by <event> (<rcvd message>) --> <state>:

1-B Op Wait (Stop) → Start

a) Clear Key Request retry timer

b) Terminate TEK FSM

1-C Op Reauth Wait (Stop) → Start

a) Terminate TEK FSM

1-D Operational (Stop) → Start

a) Clear TEK refresh timer, which is timer set to go off “GTEK/TEK Grace Time” seconds prior to the TEK’s scheduled expiration time

b) Terminate TEK FSM

c) Remove SAID keying material from key table

1-E Rekey Wait (Stop) → Start

a) Clear Key Request retry timer

b) Terminate TEK FSM

c) Remove SAID keying material from key table

1-F Rekey Reauth Wait (Stop) → Start

a) Terminate TEK FSM

b) Remove SAID keying material from key table

2-A Start (Authorized) → Op Wait

a) Send Key Request message to BS

b) Set Key Request retry timer to Operational Wait Timeout

3-B Op Wait (Auth Pend) → Op Reauth Wait

a) Clear Key Request retry timer

3-E Rekey Wait (Auth Pend) → Rekey Reauth Wait

a) Clear Key Request retry timer

4-C Op Reauth Wait (Auth Comp) → Op Wait

a) Send Key Request message to BS

b) Set Key Request retry timer to Operational Wait Timeout

4-F Rekey Reauth Wait (Auth Comp) → Rekey Wait

a) Send Key Request message to BS

b) Set Key Request retry timer to Rekey Wait Timeout

5-D Operational (TEK Invalid) → Op Wait

a) Clear TEK refresh timer

b) Send Key Request message to BS

c) Set Key Request retry timer to Operational Wait Timeout

d) Remove SAID keying material from key table



6-B Op Wait (Timeout) → Op Wait

a) Send Key Request message to BS

b) Set Key Request retry timer to Operational Wait Timeout

6-E Rekey Wait (Timeout) → Rekey Wait

a) Send Key Request message to BS

b) Set Key Request retry timer to Rekey Wait Timeout

7-D Operational (TEK Refresh Timeout) → Rekey Wait

a) Send Key Request message to BS

b) Set Key Request retry timer to Rekey Wait Timeout

8-G Multicast 
Rekey Interim Wait (TEK Refresh Timeout) → Rekey Wait

a) Send Key Request message to BS

b) Set Key Request retry timer to Rekey Wait Timeout

9-B Op Wait (Key Reply) → Operational

a) Clear Key Request retry timer

b) Process contents of Key Reply message and incorporate new keying material into key database

c) Set the TEK refresh timer to go off “GTEK/TEK Grace Time” seconds prior to the newer key’s scheduled expiration

9-E Rekey Wait (Key Reply) → Operational

a) Clear Key Request retry timer

b) Process contents of Key Reply message and incorporate new keying material into key database

c) Set the TEK refresh timer to go off “GTEK/TEK Grace Time” seconds prior to the newer key’s scheduled expiration

10-B Op Wait (Key Reject) → Start

a) Clear Key Request retry timer

b) Terminate TEK FSM

10-E Rekey Wait (Key Reject) → Start

a) Clear Key Request retry timer

b) Terminate TEK FSM

c) Remove SAID keying material from key table

11-D Operational (GKEK Updated) → M&B Rekey Interim Wait

a) Process contents of SCM GSA Add message for the GKEK update mode and incorporate new GKEK into key database

12-G Operational (GTEK Updated) → M&B Rekey Interim Wait

a) Process contents of Key Update Command message for the GTEK update mode and incorporate new traffic keying material into key database

b) Set the GTEK refresh timer to go off “GTEK/TEK Grace Time” seconds prior to the key’s scheduled expiration.



6.2.4 Key derivation

The SCM key hierarchy defines what keys are present in the system and how the keys are generated. IEEE 802.22 systems shall use either one of two, either ECC-based or RSA based, authentication schemes. The keys used to protect management message integrity and transport the TEKs are derived from source key material generated by the authentication and authorization processes. The ECC/RSA-based authorization process yields the pre-Primary AK (pre-PAK. All SCM key derivations are based on the Dot22KDF algorithm as defined in 7.2.4.7.

6.2.4.1 AK derivation

Editor to Change the Following Text as Indicated
The AK shall be derived by the BS and the CPE from the PAK, when the ECC/RSA--based authorization procedure. 

After the authorization procedure has been performed, the CPE and BS will both posses the PAK. The derivation of the AK. varies based on which keys are possessed. 

The AK shall be generated as follows: 

AK ⇐ Dot22KDF (PAK, CPE MAC Address | BSID | PAK | “AK”, 160)

6.2.4.2 KEK derivation

Editor to Change the Following Text as Indicated
The KEK is derived directly from the AK. It is used to encrypt the TEKs, GKEK and all other keys sent by the BS to CPE in Key Reply 
message.

6.2.4.3 GKEK derivation

Editor to Change the Following Text as Indicated
There are two methods for GKEK generation. If 0x06 is among the crytptographic suites (See Table 219) that is selected for a particular GSA, then GKEK is randomly generated at the BS or a network entity (for example, an ASA server) and transmitted to the CPE encrypted with the KEK. If 0x07 is among the cryptographic suites (See Table 219), then a pre-arranged an operator specific method can be used to drive GKEK derivation. When using the operator specific method, the KEK is used to transport the keying material or any other data the operator specific method requires for GKEK generation. There is one GKEK per Group Security Association. GKEK is used to encrypt the GTEKs sent in the Key Reply message 
by the BS to the CPEs in the same multicast 
group.

6.2.4.4 Traffic encryption key (TEK)

The TEK is generated as a random number in the BS and is encrypted using the corresponding TEK encryption algorithm (e.g., AES key wrap for SAs with TEK encryption algorithm identifier in the cryptographic suite is equal to 0x01-0x04), keyed with the KEK and transferred between BS and CPE in the TEK exchange.

6.2.4.5 Group traffic encryption key (GTEK)

The GTEK is used to encrypt data packets of the multicast/broadcast service and it is shared among all CPEs that belong to the multicast/broadcast group. There are two GTEKs per GSA. Just as with TEKs, GTEKs will have overlapping lifetimes. Regardless of the cryptographic suite selected for GTEK generation (e.g. 0x05 or 0x06), the GTEK is encrypted using same algorithms applied to encryption for TEK and transmitted to the CPE in broadcast or unicast messages. The GTEK in a SCM Key-Reply message shall be encrypted by the GKEK or the KEK. Also, the GTEK in a SCM Group Key Update Command message will be encrypted by the GKEK.

6.2.4.6 Management Message Protection key and KEK derivation

6.2.4.6.1 MMP_PN management

The CPE shall maintain a MMP_PN counter for each AK. The BS is assumed to maintain a MMP_PNcounter for each AK context as well. This is done to keep the MMP_PN value synchronized with the corresponding counter at the CPE. The value of this counter maintained by the CPE is denoted as MMP_PNC and the value maintained by the BS is denoted as MMP_PNB.

6.2.4.6.1.1 Maintenance of MMP_PNC by the CPE 
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Upon successful completion of the SCM Authorization or Re-authorization, and establishment of a new AK, the CPE shall instantiate a new MMP_PN counter and set its value to 1. The CPE shall initiate re-authorization before the MMP_PNC expires, e.g. reaches the half of the counter space (0x7FFFFF)., The AK Lifetime (See 7.3.1.1) shall not be set to a value less than the expected amount of time required to for the MMP_PN to be exhausted. The CPE shall manage a separate MMP_PNC counter for every active AK context. Specifically, during re-authorization, but before the activation of the new AK, the old MMP_PNC (corresponding to the old AK) shall be used signing and/or encryption of MAC control messages, while the new MMP_PNC shall be used for signing and/or encrypting of SCM Key Request messages. If CPE should lose its AK context, then CPE shall restart the authentication process.

The CPE may optionally check to see if the MMP_PNC is synchronized by adding the “MMP_PN” and “Ciphertext ICV” IEs (see 6.10.6) to the RNG-REQ. The “Ciphertext ICV” is calculated over the RNG-REQ message (excluding the MMP_PN IE), according the process defined in 7.4.2.1.2. The MMP_PN value that is sent in the IE shall be the MMP_PN for the active AK context. If the MMP_PNC does not match (see 7.2.4.6.1.2) MMP_PNB, then the CPE shall be instructed to restart network entry. 

6.2.4.6.1.2 Processing of MMP_PNB by the BS 

Editor to Change the Following Text as Indicated
The BS may possess one or more AK contexts associated with the CPE, each of which includes the value of MMP_PNB. This value shall be maintained as specified in subsequent paragraphs of this subclause. 

Upon successful completion of the SCM Authorization and Re-authorization, and establishment of a new AK context, the BS shall set MMP_PNB of the corresponding newly instantiated AK context to 1. The BS shall manage a separate MMP_PNB
 for every AK context it is maintaining. Specifically, during re-authorization, but before the activation of the new AK, the old MMP_PNB (corresponding to the old AK context) shall be used for signing and/or encryptionof MAC control messages, while the new MMP_PNB shall be used for signing and/or encrypting of SCM Key Replymessages. 

During periodic ranging, the CPE can optionally transmit the RNG-REQ containing the MMP_PN parameter using the “MMP_PN” and “Ciphertext ICV” (See 6.10.6). If this is done, BS shall compare the received MMP_PN value, which is MMP_PNC, with MMP_PNB (i.e., the value of MMP_PN counter maintained by the BS for the corresponding AK context). If MMP_PNC < MMP_PNB, the BS shall process the message as being invalid and send a RNG-RSP message requesting the CPE to re-authorize. This can happen when either the BS or CPE loses the AK context.

6.2.4.6.2 Derivation of Management Message Protection (MMP) keys and KEKs 

Editor to Change the Following Text as Indicated
MMP keys are used to encrypt  and sign management messages in order to validate the authenticity of the messages as well as provide confidentiality for the contents of these messages. 

There is a single key for US and DS messages.
 

The MMP_KEY and KEK are derived are as follows: 

MMP_PREKEY | KEK ⇐ Dot22KDF(AK, CPE MAC Address | BSID | “MMP_KEY+KEK”, 256) 

MMP_KEY ⇐ AESMMP_PREKEY (MMP_PN) 

For a fixed CPE, the MMP_PN shall be set to 0 in the derivation of the MMP_KEY at the BS and the CPE. Specifically, the preprocessed value of MMP_PREKEY is treated as the Cipher Key of the Advanced Encryption Standard (AES) algorithm AES128 [FIPS197]. The MMP_PN is treated as the Input Block Plain Text of this algorithm. The AES128 algorithm is executed once. The Output Block Cipher Text of this algorithm is treated as the resulting MMP_KEY. When MMP_PN is used as an input of AES128 algorithm, 104 zero bits are prepadded before the 24-bit MMP_PN where the MMP_PN is regarded as most-significant-bit first order. 

6.2.4.7 Key Derivation Function

The Dot22KDF algorithm is a CTR mode construction that may be used to derive an arbitrary amount of keying material from source keying material.
Dot22KDF(key, astring, keylength)

{

result = null;

Kin = Truncate (key, 128);

for (i = 0; i < ceil((keylength-1)/128); i++) {

result = result | AESKin(i | astring | keylength | result);

}

return Truncate (result, keylength);

}

6.2.5 Key hierarchy 

Figure 134 outlines the process to calculate the AK when the RSA/ECC-based authorization process has taken place.
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Figure 129 — AK from PAK Only (from RSA/ECCbased authorization)

Figure 135 outlines the unicast key hierarchy starting from the AK.
[image: image7.wmf]
Figure 130 —  MMP / KEK derivation from AK

6.2.6 Maintenance of AK

The BS and CPE maintain cached AK as follows:

1) Successful completion of the SCM ECC/RSA Authorizaiton and establishment of a PAK, causes the activation of all the AK associated with the new PAK.

2) If the packet counter belonging to MMP key reaches its maximum value, the associated AK becomes permanently deactivated.

3) The BS and CPE must maintain the AK context (i.e., replay counters etc.) as long as they retain the AK.

6.2.7 AK switching methods

Once the SCM Key Request/Key Reply handshake begins, the BS and CPE shall use the new AK for the 3-way handshake messages. Other messages shall continue to use the old AK until the 3-way handshake completes successfully. Upon successful completion of the 3-way handshake, all messages shall use the new AK. The old AK may be used for receiving packets until the expiration of the AK Grace Time (Subclause 7.3).

6.2.8 Security Associations

Keying material is held within associations. There are three types of associations: The security associations (SA) that maintain keying material for unicast connections; and group security associations (GSA) that hold keying material for multicast groups, and the Null SA. If CPE and BS decide “No protection” as their only cryptographic suite, the Null SAID shall be used as the target SAID field in DSA-REQ/RSP messages.

6.2.8.1 Null Security Association

The Null SA is the default SA that shall be established when the CPE enters the network. This security association contains keying material (e.g. MMP_Key) that is used to protect unicast management connections. Unicast transport connections are mapped to this SA when the “No protection” cryptgraphic suite is selected for operation on the CPE. The contents of an SA are as follows:

· The SAID (a 16-bit identifier for the SA) = 0x0000. The SAID shall be unique within a BS.

· The KEK, a 128-bit key encryption key, derived from the AK.

· MMP Key key for encryption of US and DS management traffic

· MMP_PN, 24 bit packet numbers for use by link cipher to protect US and DS management messages

· RxMMP_PN, 24-bit receive sequence counter, for use by link cipher to protect US and DS management messages

6.2.8.2 Unicast Security associations

A security association contains keying material that is used to protect unicast connections. The contents of an SA are as follows:

· The SAID, a 16-bit identifier for the SA. The SAID shall be unique within a BS.

· Unicast SA type, either Primary or Secondary

· TEK0 and TEK1, 128-bit traffic encryption keys, generated within the BS and transferred from the BS to the CPE using a secure key exchange.

· The TEK Lifetimes TEK0 and TEK1, a key aging lifetime value.

· PN0 and PN1, 24-bit packet numbers for use by the link cipher.

· RxPN0 and RxPN1, 24-bit receive sequence counter, for use by the link cipher.

6.2.8.3 Group Security Association

Editor to Change the Following Text as Indicated
The Group Security Association (GSA) contains keying material used to secure multicast 
transmissions. These are defined separately from SAs since GSA offer a lower security bound than unicast security associations, since keying material is shared between all members of the group, allowing any member of the group to forge traffic as if it came from any other member of the group.

The contents of a GSA are as follows:

· The SAID (GSAID), a 16-bit identifier for the GSA. The SAID shall be unique within the BS

· The Group Key Encryption Key (GKEK). Serves the same function as an KEK but for a GSA.

· The Group Traffic Encryption Key (GTEK). Served the same function as an SA TEK but for a GSA. 

· GTEK0 and GTEK1, 128-bit traffic encryption keys

· The GTEK Lifetimes for GTEK0 and GTEK1, a key aging lifetime value

· GPN0 and GPN1, 24-bit packet numbers for use by the link cipher

· RxGPN0 and RxGPN1, 24 bit receive sequence counter, for use by the link cipher

6.2.9 
Security context

The security context is a set of parameters linked to a key in each hierarchy that defines the scope while the key usage is considered to be secure. Examples of these parameters are key lifetime and counters ensuring the same encryption will not be used more than once. When the context of the key expires, a new key should be obtained to continue working.

The purpose of this subclause is to define the context that belongs to each key, how it is obtained and the

scope of its usage.
The context described in 7.2.9.1-7.2.9.3, shall only be maintained as long as the CPE is attached to its current serving BS. If the CPE is being shutdown or it is attempting affiliation with another BS, it shall stop any current state machines, remove any SAs, as well as delete any security context prior to affiliation with a new BS.

6.2.9.1 AK context

The AK key has two phases of lifetime: the first begins at AK creation and the second begins after validation by the 3-way handshake.

Hence, when the AK is created it will be defined with the PAK pre-handshake lifetime and after successful 3-way handshake.

If the cached AK and associated context is lost by either BS or CPE, no new TEKs can be derived from this AK on handover. Cached AKs that were derived from the PMK can continue to be used in HO. Reauthentication is required to obtain a new AK so as to derive new TEKs.

The AK context is described in Table 216
Table 218 — AK Context in SCM

	Parameter
	Size

(bits)
	Usage

	AK
	160
	The authorization key, calculated as defined in 7.2.2.2.3.

	AK Lifetime
	32
	This is the time this key is valid; it is calculated AK lifetime = PAK lifetime = Authorization Grace Time. When this expires, re-authorization is needed.

	AK Sequence Number
	16
	The sequence number of the PAK from which this AK is derived. Used to guarantee freshness of AK, as well as the associated KEK and MMP_Key.

	KEK
	128
	Used to encrypt transport keys from the BS to the CPE.

	MMP_KEY
	128
	The key which is used for signing and/or encrypting DS/US management messages

	MMP_PN
	24
	Used to avoid DS/US replay attack on management connection. When this expires re-authentication is needed.


6.2.9.2 GKEK context

The GKEK is the head of the group key hierarchy. There is a separate GKEK for each group (each GSA).

This key is randomly generated by the BS and transferred to the CPEencrypted with KEK. It is used to encrypt group TEKs (GTEK) when broadcasting them to all CPEs. The GKEK context is described in Table 217.

Table 219 — GKEK Context

	Parameter
	Size

(bits)
	Usage

	GKEK
	128
	Used to encrypt transport keys from the BS to the CPE

	GKEK Sequence Number
	4
	The sequence number of the GKEK. The new GKEK sequence number shall be one greater than the preceding GKEK sequence number.

	GKEK Lifetime
	32
	This is the time this key is valid; prior to expiration a new GKEK should be obtained.

	GTEK0
	128
	Older of two keys used to sign and/or encypt multicast/broadcast management and data traffic messages

	GTEK1
	128
	Newer of two keys used to sign and/or encypt multicast/broadcast management and data traffic messages

	GPN0
	24
	Packet number counter associate with older of two keys used to sign and/or encrypt multicast/broadcast management and data traffic messages. Used to avoid DS/US replay attack on multicast/broadcast connection. When this expires re-keying is needed.

	GPN1
	24
	Packet number counter associate with older of two keys used to sign and/or encrypt multicast/broadcast management and data traffic messages. Used to avoid DS/US replay attack on multicast/broadcast connection. When this expires re-keying is needed.


6.2.9.3 PAK context

The PAK context includes all parameters associated with the PAK. This context is created when RSA

Authentication completes.

The PAK context is described in Table 218.

Table 220 —  PAK Context

	Parameter
	Size (bits)
	Usage

	PAK
	160
	A key yielded from ECC/RSA-based authentication

	PAK Lifetime
	4
	PAK lifetime, from when the ECC/RSA-based authorization is achieved. The value of the PAK lifetime is initially set to a default value, Authorization Grace Time. The Authorization exchange may subsequently change this value.

	PAK Sequence Number
	4
	PAK sequence number, when the ECC/RSA-based authorization is achieved and a key is generated. The MSB 2 bits are the sequence counter, and the least significant bits are set to 0.


6.3 Key Usage

6.3.1 BS Key Usage

The BS is responsible for maintaining keying information for all SAs. The SCM protocol defined in this specification describes a mechanism for synchronizing this keying information between a BS and its client CPE.

6.3.1.1 AK Lifetime

At initial network entry, if the security is enabled during the basic capabilities negotiation, the authorization procedure shall be initiated. The authorization procedure activates a new AK. This AK shall remain active until it expires according to its predefined Authorization Grace Time, a BS system configuration parameter. In SCM, AK lifetime is determined the PAK lifetime or by the expiration of the MMP_PN.

A CPE will initiate re-authorization before the expiration of it’s current AK. This leads the the CPE to have two active sets of keying material. If an CPE fails to reauthorize before the expiration of its current AK, the BS shall hold no active AKs for the CPE and shall consider the CPE unauthorized. A BS shall remove from its keying tables all TEKs associated with an unauthorized CPEs SA.
6.3.1.2 AK Transition Period on BS

The BS shall always be prepared to start re-authentication upon request. The BS shall be able to support two simultaneously active AKs for each client CPE. The BS has two active AKs during an AK transition period; the two active keys have overlapping lifetimes.

In SCM, an AK transition period begins when the BS receives an Auth Request message from an CPE and the BS has a single active AK for that CPE. In response to this Auth Request, the BS activates a second AK [see point (a) and (d) in Figure 136], which shall have a key sequence number one greater (modulo 16) than that of the existing AK and shall be sent back to the requesting CPE in an Auth Reply message. The BS shall set the active lifetime of this second AK to be the remaining lifetime of the first AK [between points (a) and (c) in Figure 136], plus the predefined AK Lifetime; thus, the second, “newer” key shall remain active for one AK Lifetime beyond the expiration of the first, “older” key. The key transition period shall end with the expiration of the older key. This is depicted on the right-hand side of Figure 136. 

As long as the BS is in the midst of an CPE AK transition period, and thus is holding two active AKs for that CPE, it shall respond to Auth Request messages with the newer of the two active keys. Once the older key expires, an Auth Request shall trigger the activation of a new AK, and the start of a new key transition period.
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Figure 131 — AK management in BS and CPE

6.3.1.3 BS usage of AK

The BS shall make use of keys derived from the CPE’s AK for the following purposes:

b) Verify MAC-Digests and/or decrypt (See 7.4) of SCM Key Request messages as well as all other non-SCM related management messages received from CPE

c) Calculate MAC-Digests and/or encrypt (See 7.4) for SCM Key Reply messages as well as other non-SCM related management messages sent to CPE

d) Encrypting TEK when it is sent to CPE in the Key Reply message

The MMP_KEY is used to verify MAC Digests and/or decrypt (see 7.4) of SCM Key Request messages as well as other non-SCM related management messages received from CPE. The PN used in this operation is MMP_PN (See 7.2.4.6.1.2). When a CPE issues an SCM Key Request message, it shall include the AK Sequence Number, to indicate that it is using the newer of the two AKs that it is assigned. 

The MMP_KEY is used to verify MAC Digests and/or decrypt (see 7.4) of SCM Key Reply messages as well as other non-SCM related management messages sent to the CPE. The PN used in this operation is MMP_PN (See 7.2.4.6.1.1). If the BS has been informed by the CPE that the Key Request issued by the CPE was issued with the newer AK, then BS shall use the MMP_KEY derived from the new AK and initialize MMP_PN associated with the new AK to 0. If the BS has no knowledge that the CPE is using the new AK, then it will use the MMP_KEY derived from the old AK and use the current value of MMP_PN associated with the older AK. The CPE indicates which AK is being used by including the AK Sequence Number of that AK in the Key Request message.

Prior to expiration of the MMP_PN, when half the key space (2^23) has been used up, the CPE conduct re-authorization.

6.3.1.4 TEK/GTEK lifetime

The BS maintains two, active TEKs per SA or GTEKs per GSA. Both TEKs/GTEKs will have overlapping lifetimes. TEK/GTEK Lifetime is a system parameter that determines the length of time that the TEK/GTEK is valid for. TEK/GTEK Lifetime is only invalidated when the PN associated with that TEK is about to expire. The TEK/GTEK Lifetime is communicated to the CPE, along with both generations of TEKs, from the BS in the SCM Key Reply message. 

In the GMH, the usage of the newer TEK/GTEK is indicated in the value of the EKS field. For the newer TEK/GTEK, the EKS field is 1 greater (modulo 4) than that of the older TEK/GTEK. 

6.3.1.5 BS usage of TEK and GTEK

Two generations of TEKs shall be maintained per SA, and two generations of GTEKs shall be maintained per GSA. Transitioning between both generations of TEKs/GTEKs and how they are used are dependent on whether or not the TEK/GTEK is used for DS or US traffic.

The BS transitions from using the older generation to the newer generation (for each of its’ SAs) based on the following rules:

e) At the expiration of the older TEK/GTEK, the BS shall immediately transition to using the newer TEK/GTEK for encryption.

f) The transitional period for the encrypting US traffic begins when the BS issues the newer TEK/GTEK to the CPE in the SCM Key Reply message and concludes that the older TEK/GTEK has expired (i.e. it’s PN has expired)

The BS makes use of both generations of TEKs/GTEKs, based on the following rules:

g) BS shall use the older TEK/GTEK for encrypting DS traffic.

h) BS shall be able to decrypt US traffic using either of the two TEK

It is the responsibility of the CPE to update its keys in a timely fashion; the BS shall transition to a new DS encryption key regardless of whether a client CPE has retrieved a copy of that TEK/GTEK.

Note that the BS encrypts with a given TEK/GTEK for only the second half of that TEK’s total lifetime (See Figure 137). The BS is able, however, to decrypt with a TEK/GTEK for the TEKs/GTEKs entire lifetime. 
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Figure 132 —  TEK Management in BS and CPE

6.3.2 CPE Key Usage

CPEs shall maintain an active AK and stay authorized with the BS. This requires the CPE to initiate re-aurhorization periodically. Upon completing authorization and re-authorization, the CPE shall also be responsible for maintaining active keying material (e.g. TEKs) for encrypting DS and US traffic.

6.3.2.1 CPE Reauthorization

AKs have a limited lifetime and shall be periodically refreshed. In SCM, a CPE refreshes its AK by reissuing an Authorization Request to the BS. The Authorization State Machine (See Figure 132) manages the scheduling of Authorization Requests for refreshing AKs. In SCM RSA/ECC-based authorization, the CPE refreshes its AK by issuing a SCM Auth-Request message. In ECC-based authorization the CPE refreshes its AK by issuing a SCM ECC-Request message.

In SCM, an CPE’s Authorization state machine schedules the beginning of reauthorization a configurable duration of time, the Authorization Grace Time, [see points (x) and (y) in Figure 136], before the CPE’s latest AK is scheduled to expire. The Authorization Grace Time is configured to provide an CPE with an authorization retry period that is sufficiently long to allow for system delays and provide adequate time for the CPE to successfully complete an Authorization exchange before the expiration of its most current AK. The Authorization Grace Time should be set at a value that doesn’t expire for the MMP_PN expires.

Note that the BS does not require knowledge of the Authorization Grace Time. The BS, however, shall track the lifetimes of its AKs and shall deactivate a key once it has expired.

6.3.2.2 CPE usage of AK

A CPE shall use the MMP_KEY derived from the newer of the two AKs it has when calculating MAC Digests and/or encryption of SCM Key Reqeust, and other non-SCM related management messages that are transmitted to the BS.

The CPE shall be capable of using the MMP_KEY derived from either one of its AKs to verify and/or decrypt SCM Key Reply, SCM TEK Invalid, and other non-SCM related management messagests thare are received from the BS. 

A CPE shall use the MMP_KEY derived from the newer of its two most recent AKs when calculating the MAC-Digests of management messages it transmits to the BS.

6.3.2.3 CPE usage of TEK and GTEK

Through operation of its TEK state machines, a CPE shall maintain two, successive sets of keying material for encrypting traffic per SA. The CPE schedules requests for a new set of traffic keying material, based a configurable amount of time, the TEK/GTEK Lifetime [see points (x) and (y) in Figure 136], before the CPE’s latest TEK is scheduled to expire. 

For each of its authorized SAIDs, the CPE

· Shall use the newer of its two TEKs to encrypt US traffic

· Shall be able to decrypt DS traffic encrypted with either of the TEKs. 

The left-hand side of Figure 136 illustrates the CPE’s maintenance and usage of an SA’s TEKs, where the shaded portion of a TEK’s lifetime indicates the time period during which that TEK shall be used to encrypt MAC PDU payloads.

GTEKs shall be treated in the same manner as TEKs, with regard to how they are managed (see Figure 136).

6.4 Cryptographic Methods

This subclause specifies the cryptographic algorithms and key sizes used by the SCM protocol. All CPE and BS implementations shall support the method of packet data encryption and authentication defined in 7.4.2, and encryption of the TEK as specified in 7.4.1.

All inputs to key derivation and other supporting functions shall be byte aligned. Furthermore, each byte shall be in canonical form as defined in IEEE Std. 802-2001 where the leftmost bit in each byte is the most significant bit and the rightmost bit is the least significant bit.

6.4.1 Selection of Data Encryption and Authentication Methods

Editor to Change the Following Text as Indicated
Only one data encryption and authentication algorithm is supported in 802.22, AES in GCM
, therefore no specific configuration item is required to define the use of AES CCM. The parameters (see Table 298) associated with SCM Authorization Request/Reply define how AES GCM 
is to be applied in order to provide authentication and/or encryption for MAC PDU payloads. The cryptographic suite configuration is made up of selecting an Authentication Method, and Encryption Method, and a TEK Encryption method. 

Possible values for Authentication method are:

· No Protection via Authentication

· Authentication for Unicast

· Authentication for Multicast/Broadcast

Possible values for Encryption method are:

· No Protection via Encryption

· Encryption for Unicast

· Encryption for Multicast/Broadcast

Possible values for TEK/GTEK Encryption Method are:

· AES-128 key wrap of TEK/GTEK using KEK/GKEK

The cryptographic suite list is defined in Table 219 is a 1-byte construct defined in the following table:

Table 221 — Cryptographic Suite

	Value
	Cryptographic Suite

	0x00
	No Authentication, No Encryption

	0x01
	Authentication Only for Unicast, AES-128 key wrap of TEK using KEK

	0x02
	Authenticaion and Encryption for Unicast, AES-128 key wrap of TEK using KEK

	0x03
	Authentication Only for Multicast, AES-128 key wrap of GTEK with GKEK

	0x04
	Authentication and Encryption for Multicast, AES-128 key wrap of GTEK with GKEK

	0x05
	Encryption Only for Unicast, AES-128 key wrap of TEK using KEK

	0x06
	BS random generation of GKEK and GTEK

	0x07
	Operator-specific function for GKEK and GTEK generation

	0x08-0xFF
	Reserved



In Table 298, a configuration parameter for the list of Cryptopgrahic Suites supported will be transmitted to the BS by the CPE in the SCM RSA/ECC Authorization Information, Request and Authorization Reply messages.

6.4.2 Data Encryption and Authentication with AES GCM

Editor to Change the Following Text as Indicated
For all  cryptographic suites selected (see Table 219) for operation during the Authorization, AES in GCM [NIST Special Publication 800-38D and FIPS 197] mode to provide authentication and/or encryption of MAC PDUs. 

6.4.2.1 PDU Format

6.4.2.1.1 Packet Number

The MAC PDU payload shall be prepended with a 3-byte PN (Packet Number). The PN shall be encoded in the MAC PDU least significant byte first. The PN shall not be encrypted.

The PN associated with an SA shall be set to 1 when the SA is established and when a new TEK is installed. Upon completion of Authorization/Re-Authorization and after the MMP_KEY has been derived has been derived, the MMP_PN is set to 1. After each PDU transmission, the PN and MMP_PN shall be incremented by 1. 

When admitting a CPE to an existing multicast/broadcast group, the BS will take the current value of the PN related to the newest generation of material for that GSA, and increment by 1 when establishing. The maximum number of CPEs that can be admitted to a multicast/broadcast group simultaneously is one half the PN_WINDOW_SIZE (see 7.4.2.3).

On DS connections, the PN shall be XORed with 0x800000 prior to encryption and transmission. This effectively splits the PN space into two ranges for DS (0x000000-0x7FFFFF) and DS (0x800001-0xFFFFFF), thereby avoiding collision of PN values when using a single PN for DS and DS. On DS connections, the PN shall be used without such modification. 

Any tuple value of {PN, KEY} shall not be used more than once for the purposes of transmitting data. This measure is known a protection against replay attacks. 

A new TEK shall be requested and transferred before the PN on either the CPE or BS reaches 0x7FFFFFFF. If the PN in either the CPE or BS reaches 0x7FFFFFFF without new keys being installed, transport communications on that SA shall be halted until new TEKs are installed. In the case of the MMP_KEY, if MMP_PN expires, then current AK is invalidated and must start Re-Authorization.

6.4.2.1.2 PDU Format – Authentication Only

Editor to Change the Following Text as Indicated
The cyphersuites allow for authentication and/or encryption of MAC PDUs. If the suites 0x01 or 0x03 is assigned to the SA, then only authentication is provided for any MAC PDUs transmitted on service flows that are mapped to these SAs. 

The AES in GCM 
protocol is applied in the following manner:

1) The Plaintext Payload is processed, generating an Integrity Check Value (ICV) that is 8 bytes long.

2) Only the ICV is encrypted using the active TEK/GTEK, generating the Ciphertext ICV

3) The Authenticated PDU is formed by appending the Ciphertext ICV to the Plaintext Payload form the authenticated PDU

This requires the EC bit in the GMH to be set to 0. If EC bit is not set to 0, the the PDU shall be discarded, as this would indicate a conflict between the configured cryptographic suite and how it is being applied. 

Figure 138 illustrates how MAC PDUs are processed and formatted when suite 0x01 or 0x03 is configured and the EC bit in GMH is set to 0. The Ciphertext ICV is transmitted so that byte index 0 [as enumerated in NIST Special Publication 800-38] is transmitted first and byte index 7 is transmitted last (i.e., LSB first).
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Figure 133 —  Authentication Only PDU Format

6.4.2.1.3 PDU Format – Authentication and Encryption

Editor to Change the Following Text as Indicated
The cyphersuites allow for authentication and/or encryption of MAC PDUs. If the suites 0x02 or 0x04 is assigned to the SA, then authentication and encryption is provided for any MAC PDUs transmitted on service flows that are mapped to these SAs. 

The AES in GCM 
protocol is applied in the following manner:

4) The Plaintext Payload is processed, generating an Integrity Check Value (ICV) that is 8 bytes long.

5) Then the ICV is encrypted using the active TEK/GTEK, generating the Ciphertext ICV

6) Then the Plaintext Payload is then encrypted with AES using the active TEK/GTEK, generating a Ciphertext Payload

7) The encrypted PDU is formed by appending the Ciphertext ICV to the Ciphertext Payload

This requires the EC bit in the GMH to be set to 1. If EC bit is not set to 1, the the PDU shall be discarded, as this would indicate a conflict between the configured cryptographic suite and how it is being applied. 

Figure 139 illustrates how MAC PDUs are processed and formatted when suite 0x02 or 0x04 is configured and the EC bit in GMH is set to 1. The Ciphertext ICV is transmitted so that byte index 0 (as enumerated in NIST Special Publication 800-38) is transmitted first and byte index 7 is transmitted last (i.e., LSB first). 
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Figure 134 —  Authenticated+Encrypted PDU Format

6.4.2.1.4 PDU Format – Encryption Only

Editor to Change the Following Text as Indicated
The ciphersuites listed in Table 219 allow for MAC PDUs to only be protected by encryption. If the 0x05 ciphersuite is assigned to an SA, then MAC PDUs associated with service flows mapped to this SA shall only be protected by encryption and no other cipher suites can be mapped to this SA.

The AES in GCM 
protocol is applied in the following manner:

8) Processin of the Plaintext Payload is processed, generating the Integrity Check Value (ICV), and encrypting the ICV to generate the Ciphertext ICV is skipped.

9) Then the Plaintext Payload is then encrypted with AES using the active TEK/GTEK, generating a Ciphertext Payload

10) The encrypted PDU is formed from the Ciphertext Payload

This requires the EC bit in the GMH to be set to 1. If EC bit is not set to 1, the the PDU shall be discarded, as this would indicate a conflict between the configured cryptographic suite and how it is being applied.

Figure XXX illustrates how MAC PDUs are processed and formatted when suite 0x05 is configured and the EC bit in GMH is set to 1. 
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Figure 135 Figure XXX —  Encrypted PDU Format

6.4.2.2 GCM Algorithm Constraints

Editor to Change the Following Text as Indicated
The GCM specification [NIST Special Publication 800-38D] defines specific values for several parameters. 

The AAD, Additional Authenticated Data, to be used in the GCM process shall be the GMH.
T, represents the ICV (otherise known as Message Authentication Code, MAC). This value, as stated in 7.4.2.1, shall be 64 bits (8 octets) long.

Consistent with the GCM specification, the IV or Intialization Vector is used to initialize the Authenticated Encryption function of GCM. The IV shall be 128 bits (16 octets) long and shall be constructed according to the procedure defined Section 8.2.1 of [NIST Special Publication 800-38D]. The IV is described in Figure 140.
The IV shall be 15 bytes long as shown in Figure 140. Bytes 0 through 3 shall be set to the first 4 bytes of the generic MAC header (thus excluding the HCS). The HCS of the generic MAC header is not included in the nonce since it is redundant. Bytes 4 through 12 are reserved for padding and shall be set to 0x000000000000000000. Bytes 13 through 15 shall be set to the value of the PN. The PN bytes shall be ordered so that byte 13 shall take the least significant byte and byte 15 shall take the most significant byte.
	Field
	Fixed Field
	Invocation Field

	Byte
	0                     3
	4                     12
	13                     15

	Data
	GMH
	Padding
	PN

	Contents
	GMH (without HCS)
	0x000000000000000000
	PN field from Payload


Figure 136 —  IV Construction

Consistent with the GCM specification, the pre-counter block J0 is generated using the equations defined in Section 7 of [NIST Special Publication 800-38D]. 

[Editor’s Note: This table needs to be deleted, and subsequent tables need to be renumbered.]
	Byte
	0
	1                     13
	14                     15

	Byte Significance
	
	
	MSB                     LSB

	Number of Bytes
	1
	13
	2

	Field
	Flag
	Nonce
	L

	Contents
	0x19
	As specificed in 

Figure 140
	Length of plaintext payload


Figure 137 —  Initial Block, B0, construction for CCM

Consistent with the NIST GCM specification, the counter blocks CBj are formatted as shown in Section 6.5 of [NIST Special Publication 800-38D].

[Editor’s Note: This table needs to be deleted, and subsequent tables need to be renumbered.]
	Byte
	0
	1                     13
	14                     15

	Byte Significance
	
	
	MSB                     LSB

	Number of Bytes
	1
	13
	2

	Field
	Flag
	Nonce
	Counter

	Contents
	0x1
	As specificed in 

Figure 140
	i


Figure 138 — Counter Block, Ctrj, construction for CCM

6.4.2.3 
Receive Processing Rules

Editor to Change the Following Text as Indicated
On receipt of a PDU the receiving CPE or BS shall decrypt and authenticate the PDU consistent with the NIST GCM 
specification configured as specified in 7.4.2.2. 

Packets that are found to be not authentic shall be discarded. 

Receiving BS or CPEs shall maintain a record of the highest value PN and MMP_PN received for each SA. The receiver shall maintain a PN window whose size is specified by the PN_WINDOW_SIZE parameter for SAs and management connections as defined in Table 298. 

Any received PDU with a PN lower than the beginning of the PN window shall be discarded as a replay attempt. The receiver shall track PNs within the PN window. Any PN that is received more than once shall be discarded as a replay attempt. Upon reception of a PN, which is greater than the end of the PN window, the PN window shall be advanced to cover this PN.

6.4.3 Public Key Encryption of AK

AKs in Auth Reply messages shall be RSA or ECC public-key encrypted, using the CPE’s public key. 

For RSA certificates, RSA public-key encryption uses 65537 (0x010001) as its public exponent and a modulus length of 1024 bits. The PKM protocol employs the RSAES-OAEP encryption scheme (PKCS #1). RSAES-OAEP requires the selection of a hash function, a mask-generation function, and an encoding parameter string. The default selections specified in PKCS #1 shall be used when encrypting the AK. These default selections are SHA-1 for the hash function, MGF1 with SHA-1 for the mask-generation function, and the empty string for the encoding parameter string.

For ECC certificates, ECC public key encryption is based upon the Elliptic Curve Integrated Encryption Scheme (ECIES) detailed in Section 5.1 of SEC1 [Editor: proper reference needed]. Elliptic Curve domain parameters shall be selected based upon the recommendations in 7.5.1.5.2. The MAC and ENC schemes that are part of the ECEIS method will be handled by AES-CCM method as defined in 7.4.2.1.3. KDF to be used in ECIES will make use of Dot22KDF function defined in 7.2.4.7.

6.4.4 Digital Signatures

For RSA-based certificate, the RSA Signature Algorithm (PKCS #1) with SHA-1 [FIPS 186-2] shall be used. As with its RSA encryption keys, Privacy uses 65537 (0x010001) as the public exponent for its signing operation. Manufacturer CAs shall employ signature key modulus lengths of at least 1024 bits and no greater than 2048 bits.

For ECC-based certificate, the Elliptic Curve Digital Signature Algorithm (ECDSA) defined in Section 4 of SEC1 [Editor: proper reference needed] shall be used. Elliptic Curve domain parameters shall be selected based upon the recommendations in 7.5.1.5.2. Domain parameters sets that are selected will produce keys of no less than 160 and no greater than 224 bits in length. SHA-1 shall be used as the hash function.
6.5 Certificate Profile

6.5.1 Certificate Format

This subclause describes the X.509 Version 3 certificate format and certificate extensions used in IEEE 802.22-compliant CPEs.  The X.509 Version 3 format is defined in IETF RFC 2459.  ASN.1 encoding of algorithm identifiers are also further described in IETF RFC 3279.  The basic X.509 Version 3 certificate format is retained from the reference system. Table 220 highlights the fields of a X.509v3 certificate.

Table 222 —  Fields of X.509 Version 3 Certificate

	X.509 Version 3 Field
	Description

	tbsCertificate.version
	Indicates X.509 certificate version. Always set to 3

	tbsCertificate.serialNumber
	Unique integer the issuing CA assigns to the certificate.

	tbsCertificate.signature
	Object identifier (OID) and optional parameters defining algorithm used to sign the certificate. This field shall contain the same algorithm identifier as the signatureAlgorithm field.

	tbsCertificate.issuer
	Distinguished Name of the CA that issued the certificate.

	tbsCertificate.validity
	Specifies when the certificate becomes active and when it expires.

	tbsCertificate.subject
	Distinguished Name identifying the entity whose public key is certified in the subjectpublic key information field.

	tbsCertificate.subjectPublicKeyInfo
	Field contains the public key material (public key and parameters) and the identifier of the algorithm with which the key is used

	tbsCertificate.issuerUniqueID
	Optional field to allow reuse of issuer names over time.

	tbsCertificate.subjectUnique ID
	Optional field to allow reuse of subject names over time.

	tbsCertificate.extensions
	The extension data.

	signatureAlgorithm
	OID and optional parameters defining algorithm used to sign the certificate. This field shall contain the same algorithm identifier as the signature field in tbsCertificate.

	signatureValue
	Digital signature computed upon the ASN.1 DER encoded tbsCertificate.


All certificates described in this specification shall be based on RSA of ECC. With RSA, the RSA signature algorithm SHA-1 is used as the one-way hash function. The RSA signature algorithm is described in PKCS #1; SHA-1 is described in FIPS 180-1. 

For ECC certificates elliptic curve domain parameters can be generated according to procedures defined in Section A.3 of ANSI X9.62-2005.  Example parameters sets of parameters can be found in FIPS 186-3 and ANSI X9.63-2001.  Domain parameters sets that are selected will produce keys of no less than 160 and no greater than 256 bits in length.

Restrictions posed on the certificate values are described in 7.5.1. 
6.5.1.1 tbsCertificate.validity.notBefore and tbsCertificate.validity.notAfter

CPE certificates shall not be renewable and shall thus have a validity period greater than the operational lifetime of the CPE. A Manufacturer/ServiceProvider CA certificate’s validity period should exceed that of the CPE certificates it issues. The validity period of an CPE certificate shall begin with the date of generation of the device’s certificate; the validity period should extend out to at least 10 years after that manufacturing date. Validity periods shall be encoded as UTCTime. UTCTime values shall be expressed Greenwich Mean Time (Zulu) and shall include seconds (i.e., times are YYMMDDHHMMSSZ), even where the number of seconds is zero.

6.5.1.2 tbsCertificate.serialNumber

Serial numbers for CPE certificates signed by a particular issuer shall be assigned by the manufacturer in increasing order. Thus, if the tbsCertificate.validity.notBefore field of one certificate is greater than the tbsCertificate.validity.notBefore field of another certificate, then the serial number of the first certificate shall be greater than the serial number of the second certificate.
6.5.1.3 tbsCertificate.signature and signatureAlgorithm

Certificates can be signed with the RSA or ECDSA (ANSI X9.62-2005) algorithms.  ECDSA is the elliptic curve analog of the DSA signature algorithm.  The following two subclauses define OIDs that represent values for tbsCertificate.signature and signatureAlgorithm fields of the X.509v3 certificate to describe each algorithm.

6.5.1.3.1 RSA signature & signatureAlgorithm

The RSA signature algorithm (PKCS #1, IETF RFC 2313), which makes use of SHA-1 is described in FIPS 180-1) as the one-way hash algorithm.  The ASN.1 OID used to describe the RSA signature algorithm using SHA-1 is as follows:


sha-1WithRSAEncryption OBJECT IDENTIFIER ::= 


{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1) 5}

The calculation and encoding of the signature value is described in PKCS #1 (IETF RFC 2313) specification.  The signature value is calculated over the rest of ASN.1 encoded certificate,  then inserted signatureValue field of the certificate. 


6.5.1.3.2 ECC signature & signatureAlgorithm

ECDSA itself is identified by OIDs arranged in the following manner:


ansi-X9-62  OBJECT IDENTIFIER ::= {

           

iso(1) member-body(2) us(840) 10045 }


id-ecSigType OBJECT IDENTIFIER  ::=  {

           

ansi-X9-62 signatures(4) }

ECDSA also uses SHA-1 as the one-way hash function.  The ASN.1 OID used to described the ECDSA signature algorithm using SHA-1 is as follows:


ecdsa-with-SHA1  OBJECT IDENTIFIER ::= {



id-ecSigType 1 }

The calculation and encoding of the signature value is described in ANSI X9.62-2005.  This process outputs two values (r and s).  The signature value is calculated over the rest of ASN.1 encoded certificate,  then inserted signatureValue field of the certificate using the following ASN.1 encoded data structure:


Ecdsa-Sig-Value  ::=  SEQUENCE  {



r     INTEGER,



s     INTEGER  }

6.5.1.4 tbsCertificate.issuer and tbsCertificate.subject

X.509 Names are SEQUENCES of RelativeDistinguishedNames, which are in turn SETs of AttributeTypeAndValue. AttributeTypeAndValue is a SEQUENCE of an AttributeType (an OBJECT IDENTIFIER) and an AttributeValue. The value of the countryName attribute shall be a two-character PrintableString, chosen from ISO 3166; all other AttributeValues shall be encoded as either T.61/TeletexString or PrintableString character strings. The PrintableString encoding shall be used if the character string contains only characters from the PrintableString set. Specifically:

abcdefghijklmnopqrstuvwxyz

ABCDEFGHIJKLMNOPQRSTUVWXYZ

0123456789

’()+,–./:=? and space

The T.61/TeletexString shall be used if the character string contains other characters. The following OIDs are needed for defining issuer and subject Names in SCM certificates:
id-at OBJECT IDENTIFIER ::= {joint-iso-ccitt(2) ds(5) 4}

id-at-commonName OBJECT IDENTIFIER ::= {id-at 3}

id-at-countryName OBJECT IDENTIFIER ::= {id-at 6}

id-at-localityName OBJECT IDENTIFIER ::= {id-at 7}

id-at-stateOrProvinceName OBJECT IDENTIFIER ::= {id-at 8}

id-at-organizationName OBJECT IDENTIFIER ::= {id-at 10}

id-at-organizationalUnitName OBJECT IDENTIFIER ::= {id-at 11}
The following subclauses describe the attributes that comprise the subject Name forms for each type of SCM certificate. Note that the issuer name form is the same as the subject of the issuing certificate. Additional attribute values that are present but unspecified in the following forms should not cause a device to reject the certificate.
6.5.1.4.1 Manufacturer/ServiceProvider certificate

countryName=<Country of Manufacturer/ServiceProvider>

[stateOrProvinceName=<state/province>]

[localityName=<City>]

organizationName=<Company Name>

organizationalUnitName=WirelessRAN

[organizationalUnitName=<Manufacturing Location>]

commonName=<Company Name> <Certification Authority>
The countryName, organizationName, and commonName attributes shall be included and shall have the values shown. The organizationalUnitName having the value “WirelessMAN” shall be included. The organizationalUnitName representing manufacturing location should be included. If included, it shall be preceded by the organizationalUnitName having value “WirelessMAN.” The stateOrProvinceName and localityName may be included. Other attributes are not allowed and shall not be included.
6.5.1.4.2 CPE Certificate

Editor to Change the Following Text as Indicated
countryName=<Country of Manufacturer/ServiceProvider>

organizationName=<Company Name>

organizationalUnitName=<manufacturing location>

commonName=<Serial Number>

commonName=<FCC Id>
The “Serial Number” and “FCC Id” shall be formatted as alpha-numeric ASCII strings.



The organizationalUnitName in an CPE certificate, which describes the modem’s manufacturing location, should be the same as the organizationalUnitName in the issuer Name describing a manufacturing location.

The countryName, organizationName, organizationalUnitName, and commonName attributes shall be included. Other attributes are not allowed and shall not be included.

6.5.1.4.3 BS Certificate

Editor to Change the Following Text as Indicated
countryName=<Country of Operation>

organizationName=< Name of Infrastructure Operator>

organizationalUnitName=<WirelessRAN>

commonName=<Serial Number>

commonName=<FCC Id>
The “Serial Number” and “FCC Id” shall be formatted as alpha-numeric ASCII strings.

6.5.1.5 tbsCertificate.subjectPublicKeyInfo

The tbsCertificate.subjectPublicKeyInfo field contains the public key and the public key algorithm identifier. The following two subclauses describe OIDs used to encode this information for RSA public keys (7.5.1.5.1) and ECDSA/ECDH public keys (7.5.1.5.2).

6.5.1.5.1 RSA Public Keys

The OID that identify RSA encryption for a certificate are defined as follows:


pkcs-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) 



rsadsi(113549) pkcs(1) 1} 


rsaEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

The OID that identifies RSA public keys in a certificate is defined as follows: 


RSAPublicKey ::= SEQUENCE {



modulus            INTEGER,    -- n



publicExponent     INTEGER  }  -- e

6.5.1.5.2 ECDSA/ECDH Public Keys

ECDH (ANSI X9.63-2001) is the elliptic curve analog of Diffie-Hellman agreement.  The OIDs and parameters used to encode information are similar for ECDSA signatures and ECDH encryption, and arranged in the following manner:


ansi-X9-62 OBJECT IDENTIFIER ::=

                             { iso(1) member-body(2) us(840) 10045 }


id-public-key-type OBJECT IDENTIFIER  ::= { ansi-X9.62 2 }

 
id-ecPublicKey OBJECT IDENTIFIER ::= { id-publicKeyType 1 }

Each elliptic curve public key is associated with a set of elliptic curve parameters.  The OIDs that define the elliptic curve parameters are arranged as follows:


EcpkParameters ::= CHOICE {



ecParameters  ECParameters,



namedCurve    OBJECT IDENTIFIER,



implicitlyCA  NULL }

If ecParameters are inherited from the certificate authority, then the implicitlyCA value is included in EcpkParameters and is set to NULL.  ecParameters and its components are defined as follows:


ECParameters ::= SEQUENCE {



version   ECPVer,          -- version is always 1



fieldID   FieldID,         -- identifies the finite field over

                        

            -- which the curve is defined



curve     Curve,           -- coefficients a and b of the

                         

           -- elliptic curve



base      ECPoint,         -- specifies the base point P

                        

            -- on the elliptic curve



order     INTEGER,         -- the order n of the base point



cofactor  INTEGER OPTIONAL -- The integer h = #E(Fq)/n

         
}

    
ECPVer ::= INTEGER {ecpVer1(1)}


Curve ::= SEQUENCE {



a         FieldElement,



b         FieldElement,



seed      BIT STRING OPTIONAL }


FieldElement ::= OCTET STRING


ECPoint ::= OCTET STRING

ECPoint represents the base point of an elliptic curve and can take on two forms, compressed and uncompressed [defined in ANSI X9.62-2005].  For certificates the encoding of ECPoint shall be supported by the uncompressed form.  The compressed form may (optionally) be used instead.

The elliptic curve domain parameters can be generated according to procedures defined in Section A.3 of ANSI X9.62-2005.  Example parameters sets of parameters can be found in FIPS 186-3 and ANSI X9.63-2001.  

6.5.1.6 tbsCertificate.issuerUniqueID and tbsCertificate.subjectUniqueID

The issuerUniqueID and subjectUniqueID fields shall be omitted for all of the SCM’s certificate types.

6.5.1.7 tbsCertificate.extensions

6.5.1.7.1 CPE Certificates

CPE certificates may contain noncritical extensions; they shall not contain critical extensions. If the KeyUsage extension is present, the keyAgreement and keyEncipherment bits shall be turned on, keyCertSign and cRLSign bits shall be turned off, and all other bits should be turned off.

6.5.1.7.2 BS Certificates

Manufacturer/ServiceProvider certificates may contain the Basic Constraints extension. If included, the Basic Constraints extension may appear as a critical extension or as a noncritical extension. Manufacturer/ServiceProvider certificates may contain noncritical extensions; they shall not contain critical extensions other than, possibly, the Basic Constraints extension. If the KeyUsage extension is present in a Manufacturer/ServiceProvider certificate, the keyCertSign bit shall be turned on and all other bits should be turned off.

6.5.1.8 signatureValue

In all three SCM certificate types, the signatureValue can contain either the RSA (with SHA-1) or ECDSA signature computed over the ASN.1 DER encoded tbsCertificate. The ASN.1 DER encoded tbsCertificate is used as input to the RSA signature function. The resulting signature value is ASN.1 encoded as a bit string and included in the Certificate’s signatureValue field.

6.5.2 Certificate Storage and Management

6.5.2.1 Certificate Storage and Management in CPE

Manufacturer/ServiceProvider-issued CPE certificates shall be stored in CPE permanent, write-once memory. SSs that have factory-installed RSA private/public key pairs shall also have factory-installed CPE certificates. SSs that rely on internal algorithms to generate an RSA key pair shall support a mechanism for installing a manufacturer-issued CPE certificate following key generation. The CA certificate of the Manufacturer/ServiceProvider CA that signed the CPE certificate shall be embedded into the CPE software. If a manufacturer issues CPE certificates with multiple Manufacturer/ServiceProvider CA certificates, the CPE software shall include ALL of that manufacturer’s CA certificates. The specific Manufacturer/ServiceProvider CA certificate installed by the CPE [i.e., advertised in Authentication Information messages and returned by the management information base (MIB) object] shall be that identifying the issuer of that modem’s CPE certificate.

6.5.2.2 Certificate Storage and Management in the BS

SCM employs digital certificates to allow BSs to verify the binding between an CPE’s identity (encoded in an X.509 digital certificate’s subject names) and its public key. The BS does this by validating the CPE certificate’s certification path or chain. Validating the chain means verifying the Manufacturer/ServiceProvider CA Certificate through some means.

6.6 Security Sublayer 2 - Security Mechanisms for the Cognitive Functions

Unlike other standards where devices operate in the licensed spectrum, cognitive radio based WRANs need to operate in the unlicensed spectrum or White spaces as secondary occupiers of the spectrum.  Mechanisms have been defined in various clauses of the 802.22 standard to protect the incumbents who are the primary occupiers of the spectrum (e.g. spectrum sensing, geolocation, spectrum management, spectrum etiquette etc.). This subclause provides further details on how to protect the incumbents as well as the 802.22 sytems against various types of Denial of Service (DoS) attacks targeted at the cognitive functions of the 802.22 systems. As a result, the Security Sub-layer 2 has been introduced in the cognitive plane of the 802.22 entity. The cognitive plane consists of a Spectrum Sensing Function (SSF), a Geolocation Function and a Spectrum Manager (SM) at the BS or the Spectrum Automaton at the CPE.  

Figure 143 (a) shows the 802.22 Protocol Reference Model (PRM) with its Cognitive Plane functions containing Security Sublayer 2 at the BS. Figure 143 (b) shows the 802.22 PRM with its Cognitive Plane functions containing Security Sublayer 2 at the CPE. Details on the PRM itself can be found in Subclause 6.2. 

Organization - Subclause 7.6 defines detailed attributes and mechanisms that 802.22 systems are required to provide for securing and protecting the cognitive functions. Some cognitive plane security related mechanisms are an integral part of other cognitive functions required for the 802.22 system implementation such as Spectrum Sensing Function, Geolocation, Spectrum Manager, Spectrum Automaton, Management Plane procedures and functions etc. Since these functions are described in clauses other than 7, Subclause 7.6 briefly describes the required security features and provides references as to where in IEEE 802.22 standard the mechanisms or the messaging for the same can be found. These security mechanisms are related to availability, authentication, authorization, identification, integrity, confidentiality and privacy. Subclause 7.6.7 describes collaborative sensing, and decision making to enhance security for WRAN systems and the incumbents. The information fusion and decision making mechanism are explained in greater detail in Clause 9 on Cognitive Radio Capability. The theoretical background for collaborative sensing and decision making is provide in Annex G related to Collaborative Sensing and Decision Making to Provide Potection against the Spurious Signals. Some other security mechanisms related to the cognitive capability are also defined in greater detail in this subclause.  Subclause 7.6.8 is related to the CBP Authentication Mechanisms and 7.6.9 related to the 802.22.1 Wireless Microphone Beacon Authentication.
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Figure 139 —  PRM of the 802.22 BS showing Security Sublayer 2 which provides protection for the cognitive functions at the BS (b) PRM of the 802.22 CPE with Security Sublayer 2 which provides protection for the cognitive functions at the CPE

Some of basic security functions of this layer and the remediation measures required to protect these functions include:

[image: image15.jpg]Spectrum Manager (BS)

Collaborative Sensing/ Classification / Correlation with Geo-
location Informaion |

SM - GL SAP |

Cognitive Plane Security Sub-layer 2




Figure 140 — Security_Sublayer_Cognitive_Plane Security Sublayer 2 at the Cognitive Plane

6.6.1 Availability

This is the primary function of any​ network.  If there is a perception, real or not, that a particular type of network is unreliable due to service or security issues then that network type will not be utilized by WRAN operators or end-users.  In the case of cognitive networks availability refers to ability of the BSs to properly sense the available spectrum and make it available to the CPEs.   This means that the BSs must have built-in security mechanisms that shall:

· Provide for the availability of the spectrum for the primary (incumbents) and the secondary (WRAN) users 

· Mitigate any DoS-type attacks against BS, CPE, and other supporting devices such as the ones used to generate 802.22.1 beacons. 

The details of various types of sensing and classification mechanisms have been provided in Clause 9, and the details for 802.22.1 beacon authentication has been described in 7.6.9
6.6.2 Authentication

This functionality provides assurance that the communicating parties, sender and receiver, are who they purport to be.  In cognitive networks there is the added problem of distinguishing between the valid incumbents of the spectrum and the secondary users.  WRAN operators must be able to:

· Validate incumbent TV signals and the wireless microphone beacons

· Detect and counter man-in-the-middle​ and similar type attacks that attempt to steal available spectrum space.

· Detect and counter any spoofing and similar type attacks

· Authenticate geolocation information

· Authenticate co-existence information of neighboring WRAN systems

· Detection and reporting of spurious transmissions from other CPEs. 

The details on spectrum sensing and signal classification have been provided in Clause 9, 7.6.8 describes mechanisms to authenticate the Co-existence Beaconing Protocol (CBP) used to exchange the co-existence information and 7.6.9 describes mechanisms to authenticate the 802.22.1 wireless microphone beacons. Authentication of the geolocation information will be described in the Management Plane Procedures Addendum at a future date. 

6.6.3 Authorization

Different network entities will have different privilege levels.  For example, a BS may be authorized to forcibly remove an interfering CPE from the network.  In cognitive networks the ability of the BS spectrum manager to sense the available spectrum, make decisions regarding its use and enforce those decisions at the CPE level is an important authorization example.  For a cognitive network to properly function:

· Only the authorized parties shall be allowed to configure the spectrum manager at the BS and the spectrum automaton at the CPE

· Configuration information shall be identified and protected

· The BS shall be authorized to remove a CPE from the network if it was found to cause interference to the incumbents

The authorization process is briefly described in Subclause 7.2. The BS has the ability at any time to de-authorize a CPE from its network. The mechanism on how this decision is made is described in Clause 9, related to the Cognitive Radio Capabilities through various policy sets. The mechanisms for protecting configuration information will be described in the Management Plane Procedures Addendum at a future date.

6.6.4 Identification

Identification works hand-in-hand with authentication in assuring both incumbent and secondary spectrum users that the communicating entities are known.  To that end it is necessary that cognitive networks provide mechanisms that shall:

· Positively identify transmitting/receiving BS and CPE equipment

· Avoid that the identification methods employed cannot be compromised through spoofing or similar type attacks.

· Protect against replay-type attacks which employ previously transmitted valid identifiers.

The MAC information elements to identify the transmitting receiving BS and CPE equipment are defined in Clause 6. The security mechanisms providing for identification and integrity have been described in Subclauses 7.4 and 7.5.  

6.6.5 Integrity

Integrity is the assurance that the information transmitted over the medium arrives at its destination unaltered. Integrity provides write protection for the content. This is especially difficult in wireless networks because of the uncontrolled nature of the medium.  Also the fact that certain portions of the data must be altered to provide proper transmission and delivery (timestamps, source, destination etc.) compounds the problem.  Cognitive networks must:

· Protect against Co-Existence Beaconing (“CBP”) falsification

· Protect against replay-type attacks using previously transmitted valid data

The security mechanisms to authenticate and perform integrity check on the CBP packets is described in 7.6.8. The security mechanisms to provide some degree of protection against replay-type attacks has been provided in Subclause 7.4. 

6.6.6 Confidentiality/Privacy

Confidentiality works closely with integrity to provide read as well as write protection for data. This is usually carried out using encryption and ciphers that can operate at the link and higher layers.  One must account for the fact that the wireless medium is more sensitive to transmission errors due to propagation effects such as shadowing, fading as well as un-intentional interference.  This sensitivity can wreak havoc with complex ciphers and cause numerous re-transmissions resulting in wasted bandwidth.  With cognitive networks this sensitivity is especially troublesome because of the opportunistic nature of spectrum use by the secondary users and the fact that use of the spectrum is not guaranteed.  Cognitive networks, therefore, must provide:

· Support for robust ciphers and encryption methods

· Mechanisms to safeguard WRAN operator’s spectrum availability information from eavesdropping by competitors or would-be hackers.

The security mechanisms to provide confidentiality and privacy are provided in Clause 6 and Subclause 7.4.

6.6.7 Collaborative Sensing for Authentication

6.6.7.1 General

The essential functions of the Security Sublayer 2 at the cognitive plane shall be to provide protection for the incumbents as well as protection to the 802.22 systems against DoS attacks of various types. Threat model for the 802.22 systems has been discussed in [5 – PRM and Security Enhancements in 802.22]. Figure 144 shows the security sublayer architecture for the Cogitive Plane. One of the most important mechanisms employed by this security sublayer is that of collaborative sensing and correlation with geolocation information from various sensors (CPEs) located in the network. This information from various sensors shall be combined in a certain way which is referred to as information fusion followed by authentication. Figure 144 represents these steps which enable the 802.22 systems to provide protection against some types of DoS attacks. Since this functionality is essentially a part of the Spectrum Manager, the information fusion, authentication and policies are defined in Clause 9, on Cogntive Radio Capability,[16] however a brief description is provided in the following section. 

6.6.7.2 Collaborative Sensing Mechanisms

Co-operative or Collaborative sensing is a scheme wherein more than one Radio Frequency (RF) sensors are used to sense the spectrum. The local sensing information shall be combined with information from the incumbent database to see if any of the subscribers (CPEs) lie in the protected contour of an incumbent. This local sensing information is then passed on to a central node such as the BS which makes a decision on whether to make opportunistic usage of the spectrum. 

Annex G shows the benefits of collaborative sensing and information fusion to improve security in a network consisting of cognitive radios such as the one being considered for 802.22 systems. In Appendix E, various rules are considered for information fusion where it has been shown that rather than using simple OR or AND type rules, Voting based rules provide flexibility and accuracy needed to provide security protection in cognitive radio systems. 

Collaborative sensing takes all it strength when the information fusion described above takes into account the knowledge on the geographic location of the specific sensing devices providing sensing reports.  The correlation of the reports of the sensing devices that may have sent an “Urgent Coexistence Situation (UCS)” message to the BS and their respective geographic location will provide powerful means to identify the characteristics of the sensed signal. This will, in turn improve the decision making to determine the presence of an incumbent and its type versus presence of other devices based on their expected extent of coverage. 

In the case of DTV detection, the area where correlation will exist between sensing devices will be large and will be in the direction of the DTV transmitter.  In the case of a wireless microphone, the correlarion will exist over a more limited area.  This limited area correlation will also be used in the case of the detection of an 802.22.1 beacon and will help increasing the level of confidence of the decision that it is indeed an 802.22.1 beacon based on its expected area of coverage, and possibly reducing the need to rely on the full PPDU decoding.

Since all the information will be available at the BS, it will be up to the manufacturers to implement various levels of complexity in fusing the sensing reports and the geographic location of the sensing devices to come up with a reliable assessment of the presence of incumbents, that is true positives, while minimizing the probability of false positives. Since incumbents will need to be protected in all cases and in case of doubt, action will need to be taken to avoid interference to incumbents, more advanced data fusion and decision processes will have the advantage of avoiding false positives and false alarms and therefore reducing cases where WRAN systems would have to change frequency while it is not necessary.

Authentication through collaborative sensing will provide protection to the primary users of the spectrum since the probability of missed detection reduces with the number of sensors. Collaborative sensing provides protection to the secondary users of the spectrum against DoS attacks since it is easy to fool one sensor into believing the state of the spectrum, however, it is difficult to fool many sensors located in proximal, but disparate geographical locations. 

Hence, collaborative sensing, correlation with incumbent database, information fusion and authentication can provide protection to not just the primary users, but also to the secondary users of the spectrum.  

The detailed mechanism on the information fusion and decision making is provided in Clause 9, related to the Cognitive Radio Capability [16].

6.6.8 CBP Authentication Mechanisms
This subclause discusses a method to provide protection over CBP.  This method provides authentication and integrity protection for CBPs by using ECC-based implicit certificates to calculate a signature over the CBPs.  The calculation of the signature does not hide, modify or transform the data in anyway. This signature is then added to the CBPs as an IE. CBP bursts that include the signature IE can be decoded and processed by BSs that do not support the CBP protection mechanism. If the receiving BS supports the CBP protection, and has the key that can be used to verify the signature, the signature is then verified. If verification is successful the CBP burst is processed, if verification fails the CBP burst is dropped.

This method was derived from the method used to protect beacon messages transmitted by low powered, licensed devices operating in television broadcast bands as defined in the current IEEE P802.22 TG1 draft document (IEEE P802.22.1/D1).  The receiving station (CPE or BS) uses the certificate information to verify the signature.  CBP Protection can be provided using one of four options.  Figure 145 describes the CBP Protection scheme options.  Subclauses 7.6.8.1-7.6.8.3 describe the options in detail.

In Figure 145 the following is depicted:

11) We are depicting tx of CBPs from Bss to another BS (over-the-air or through backhaul) or received by a CPE at cell-edge or w/in over-lapping area.

12) If Rx station is CPE:

· It can validate cert/signature or received CBP, then strip out that information before relaying CBP to its current serving BS, or

· Just blindly relay the CBP to its serving BS

13) Process by which this certificates are generated is outside the scope of the standard.  Definition of this process is left for the duty of an industry consortium formed to develop profiles for products based on this standard.
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Figure 141 —  CBP Authentication Mechanisms 

6.6.8.1 CBP Protection Mode 1

Mode 1 of CBP Protection entails BS ECC implicit certificates and signatures (calculated using GMAC
) to be transmitted in each CBP.  The format of the of the BS certificate data that is pre-distributed shall follow Table 221. The format of the signature is defined in Table 221. Option 1 is executed in the following manner:

14) Certificate authority provides certificate (w/ public key) and private key to each BS individually.

15) BS adds certificate to CBP as an IE.  This may happen only via a periodic broadcast or during a certificate request/response (CERT-REQ/RSP). In these cases, it calculates the signature over the CBP IE's (CERT-REQ/RSP) and adds signature to CBP into the Signature IE of the CBP MAC PDU.

16) BS certificate public key is not used directly to sign the CBP.  Instead it is fed into a Key Derivation Function (KDF), defined in 7.2.4.7.  The output, or CBP Signature Key is then used  by the signature function.  The KDF is called by the following manner; 

CBP_SIGNATURE_KEY_i = KDF(BS Implicit Certificate Public Key, BS ID | i | “CBP Signature Key”, 128). “i” in the formula refers to the current time stamp that is part of the signature IE (Table 222).

17) Signature will be calculated via GMAC (e.g. NIST Special Publication 800-38D). GMAC is realized by utilization the Authentication Only cryptographic method described in Section 7.4.2.1.2.  GMAC output is 8 bytes.

18) Receiving station validates certificate & signature.  The receiving station then validates the BS implicit certificate.  If this validation fails, the receiving station drops the CBP.  If successful, the receiving stations uses the BS implicit certificate public key and time stamp from the signature IE to derive the CBP Signature Key, then recomputes the signature, and compares it to signature value in signature IE.  If there is a mismatch, then validation of CBP signature has failed, and receiving station will drop the CBP.  

6.6.8.2 CBP Protection Mode 2

Mode 2 of CBP Protection entails pre-distribution of BS ECC implicit certificates to receiving station.  This can be done via a SIM card, when CPE is activated, or via NCMS (for periodic certificate updates).  BS calculates signature (using GMAC
) of CBP using its implicit certificate and adds the signature as an IE to each CBP. This option is applicable when sharing BS implicit certificates between BSs that belong to the same operator. The format of the of the BS certificate data that is pre-distributed shall follow Table 221. The format of the signature is defined in Table 222. Mode 2 is executed in the following manner:

19) Certificate Authority generates certificate (w/ public key) and private key for BSs.  

20) Certificate Authority then distributes keys to:

· a service provider, who then would distribute certificates to all BSs within its network, possibly through NCMS

· central database that it or service provider consortium provides, that houses certificates for all BSs in a given geo-graphical area, & individual providers use NCMS to gain certs for their own and competitor's  BSs

21) BS certificate public key is not used directly to sign the CBP.  Instead it is fed into a Key Derivation Function (KDF), defined in 7.2.4.7.  The output, or CBP Signature Key is then used  by the signature function.  The KDF is called by the following manner; 

CBP_SIGNATURE_KEY_i = KDF(BS Implicit Certificate Public Key, BS ID | i | “CBP Signature Key”, 128). “i” in the formula refers to the current time stamp that is part of the signature IE (Table 222).

22) BS calculates signature over each CBPs, adds signature to each CBPs via an IE

23) Signature will be calculated via GMAC (e.g. NIST Special Publication 800-38D). GMAC is realized by utilization the Authentication Only cryptographic method described in Section 7.4.2.1.2.  GMAC output is 8 bytes.

24) Receiving station validates certificate & signature.  The receiving station then validates the BS implicit certificate.  If this validation fails, the receiving station drops the CBP.  If successful, the receiving stations uses the BS implicit certificate public key and time stamp from the signature IE to derive the CBP Signature Key, then recomputes the signature, and compares it to signature value in signature IE.  If there is a mismatch, then validation of CBP signature has failed, and receiving station will drop the CBP.  

6.6.8.3 CBP Protection Certificate and Signature Structures

The following subclauses describe the structures of the certificate and signature information.  For Mode 2, the BS ECC implicit certificate is not transmitted over the air.

Table 223 — Mode 1 and Mode 2 BS Implicit Certificate (BSIC)

	Item
	Size
	Description

	CA ID
	8 bits
	Id of CA that issued implicit certificate to BS

	Key Validity Date (Not Before)
	41 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit,encoded by different # of bits):

· YYYY: 4 digit year, e.g. 2008; each Y is from 0-9 & is encoded by 4 bits, total is 16 bits

· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· s: seconds, assumed to be 00, not actually encoded

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Key Validity Date (Not After)
	3 bits
	# of years after Key Validity Date (Not Before) date that certificate expires. Encoded as follows:

6 000 – 1 year

7 001 – 2 years

8 010 – 3 years

9 011 – 4 years

10 100 – 5 years

11 101 – 10 years

12 110 – 15 years

13 111 – 20 years

	Public Key Reconstruction Data
	33 byte
	Key data used to reconstruct public key:

· 33 bytes for 256 bit ECC keys


Table 224 — Mode 1 and Mode 2 Signature (added to 2nd Symbol of Self Coexistence Window)

	Item
	Size
	Description

	Key ID/Serial #
	10 bits
	Serial # of key associated with BS implicit certificate.  This is generated by the CA.

	Time Stamp
	54 bits
	Derived from ZDA NMEA 0183 string (each letter represents a digit,encoded by different # of bits):

· YYYY: 4 digit year, e.g. 2008; each Y is from 0-9 & is encoded by 4 bits, total is 16 bits

· M: month, e.g. 01-12, total is 4 bits

· D: day, e.g. 01-31, total 5 bits

· H: hour, e.g. 00-23, total 5 bits

· m: minute, e.g. 00-59, total 6 bits

· ss: seconds, 00-59, 6 bits

· .ss: 10 ms boundary, .000-.99, 7 bits

· zZ: hours off of GMT; z is 1bit -/+ indication, 2nd Z is # hours 1-13 4bits, total 5bits

	Signature
	8 bytes
	GMAC 
output is 128 bits (16bytes) signature is a truncation of this value to no less than 8 bytes


6.6.8.4 Certificate Generation, Processing, and Validation Requirements

6.6.8.4.1 Certificate Generation Requirements

25) Infrastructure as described in Figure 145 for certificate generation and distribution

26)  Recommended EC domain parameters to be used can be read from ANSI X9.63-2001 and FIPS 186-3

· Domain parameters that provide 256 bit primes for ECs are to be used

27)  BS shall be identified by its 48bit MAC Address

28)  ‘to-be-signed certificate data’, IU construction differs between options 1/2 and options 3/4 (IU data used by CA in requirement 4a/4b below)

· For option 3/4 IU = KeyID/Serial # || BS MAC Address || CA ID || Key Validity Date (Not Before) || Key Validity Date (Not After) ; these are fields from the Option 3/4 Implicit Certificate IE

· For option 1/2 IU = KeyID/Serial # || BS MAC Address || CA ID || Key Validity Date (Not After) ; these are fields from the Option 1/2 Implicit Certificate IE

29)  If each operator is allowed to maintain it’s its’ own BS implicit certificates (i.e. act as its’ own Certificate Authority)

·  Operator will register its’ Certificate Authority ID when registering its’ Operator ID. Mechanism by registration is executed is outside the scope of the standard.

·  Operator’s shall share their own CA Root certificate with other operators that have BSs that border or overlap with BSs in their own network. The mechanism for CA Root Certificate sharing is outside the scope of the standard.

6.6.8.4.2 Certificate Generation Process

30)  In order to start certificate generation process (see Figure 145) a request from the BS (or on behalf of BS) must be made to CA.

· This process requires that BS generate its own ‘ephemeral’ key pair using established ECC domain parameters.  ECC domain parameters used for 'ephemeral' key pair generation shall be the same parameters used by CA for its own certificate and BS implicit certificate generation


· Certificate generation initiation follows process as defined in Section 4.1 “Initiator Transformation” in SEC 4

31) CA executes process as defined in Section 4.2 of SEC 4 (“Standards for Efficient Cryptography 4: Elliptic Curve Cryptography), with some exceptions.

6.6.8.4.3 Certificate Validation Process

32) Whether certificate information for a BS is received in Certificate IE or is distributed through the NCMS, a BS received that certificate shall validate it.


·  If certificate is received in Certificate IE & validation of certificate fails, then packet is dropped

· BS or NCMS operator may check a CA’s CRL during installation and validation of other BSs implicit certificates

· Verification of a BS Implicit Certificate is defined in Section 5 “ECQV Implicit Certificate Processing Transformation” of SEC 4

33)  The Certificate/License authority shall have its own certificate with it’s own EC key pair, that is generated from the EC domain parameters that are selected

34) ECC domain parameters that CA uses for generation of its' own certificate must be same as parameters used for BS implict certs and 'ephemeral' key pair generation

35)  The CA certificate and its associated KeyId shall be delivered to BS through NCMS, and stored in a MIB entry, which happens offline and not part of WRAN operation

36)  Certificates for all CA's and a CA's associated ECC domain parameters shall be shared between operator’s and distributed to all BSs within an operator’s network.. The mechanism by which is done is outside the scope of the standard.

6.6.8.5 Signature Generation, Processing, and Validation Requirements

6.6.8.5.1 Signature Generation Requirements

37)  Key Derivation Function (KDF) is used to derive the key used to sign each CBP transmission. KDF is defined in 7.2.5.7.

38)  For GMAC-based signature calculation refer to NIST Special Publication 800-38D, and the Authentication Only cryptographic method specified in Section 7.4.2.1.2.

6.6.8.5.2 Signature Generation Process

39)  BS uses system clock (synchronized to GPS), to get time (to millisecond) for "Time" field of Signature data in 2nd symbol of Self-coexistence window

40)  Message input parameter into GMAC 
calculation shall be all of the non-signature data in 2nd symbol of self-coexistence window and all IE data in 3rd symbol of self-coexistence window (if 3rd symbol is transmitted)

41) Key input parameter is the public key associated with the certificate of the BS that transmitted the CBP

42) Signature algorithm outputs:

· For GMAC 
a digest that is 16bytes or 128bits long.  The MAC value shall be truncated to no less than 64bits, as recommended by NIST Special Publication 800-38B.  NIST 800-38B suggests taking 64 MSB.  

6.6.8.6 BS Implicit Certificate Exchange

CBP Protection Mode 1 allows for pre-distribution of CA Root and BS Implicit certificates between all BSs within an operator’s network. This would be accomplished using the NCMS. This may not be possible when BSs from different operators border/overlap with each other. This subclause defines a certificate exchange process to handle this case. 

If there is a single CA, then the CA Root certificate and single set of EC domain parameters are available to all operators. If each operator is allow to sign/create their own certificates, then operators shall make available their CA Root Certificate and EC domain parameters available to other operators.

If a BS receives a CBP from a BS, for whom it does not have the BS implicit certificate, it cannot verify the signature in the 2nd symbol (1st data symbol) of CBP and must drop the CBP packet. Upon doing this the BS (Certificate Requestor) will initiate a Certificate Request directed towards the source BS (Certificate Responder) of the unverifiable CBP. The Certificate Requestor BS does this by adding a CERT-REQ IE (see 6.8.1.2.1.8.2), with its’ own BS implicit certificate, as an IE in the CBP MAC PDU.

When the Certificate Responder receives a CBP with a CERT-REQ IE from a Certificate Requestor it verifies the certificate and Signature data in the Signature IE of the CBP MAC PDU. If both BSs are under the same CA then the Certificate Responder already has the CA Root certificate and EC domain parameters it needs to verify the BS implicit certificate from Certificate Requestor. If they are not, e.g. each operator is it’s own CA or CAs exist on a regional basis, than the Certificate Responder shall use a mechanism to request the CA Root certificate and EC domain parameters of another CA. This mechanism shall be provided, definition of this mechanism is outside the scope of the system. 

After verifying the Certificate Requestor’s certificate and signature over CBP in which CERT-REQ IE was received, the Certificate Responder initiates a Certificate Response directed towards the Certificate Requestor. The Certificate Responder does this by adding a CERT-RSP IE (see 6.8.1.2.1.8.3), with its’ own BS implicit certificate to the CBP MAC PDU.

When Certificate Requestor receives the CBP with the Certificate Response, it verifies it in the same manner that Certificate Responder verifies the Certificate Reqeust. After this, any pending coexistence signalling (e.g. Channel Contention) can proceed. Figure 146 illustrates the BS Implicit Certificate Exchange
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Figure 142 —  BS Implicit Certificate Exchange

[Editor’s Note: Timers and/or some random backoff should be used to control re-transmission of certificate requests and/or responses. If working group deems this necessary then timers and the logic for controlling the retransmissions will be introduced at a later date.]

6.6.9 IEEE 802.22.1 Beacon Authentication

The Beacon, as defined in IEEE 802.22.1 standard, is used to afford protection to devices that fall under FCC Part 74 in the US from harmful interference from license-exempt devices in the television bands. Authentication information has been added to the beacon to allow 802.22 CPEs and BSs to verify the authenticity of the transmission of the beacon. Without this verification, it may be possible for a rogue device/operator to send out an illegitimate beacon in an effort to cause the receiver of the beacon to vacate that particular channel.

Subclause F.8.2 defines 10 modes for sensing and decoding the 802.22.1 beacon. Sensing Types 1-8 are not adequate for sensing and decoding enough of the 802.22.1 Beacon Frame to provide the receiving device with the information to authenticate the 802.22.1 beacon. To authenticate the beacon, Sensing Types 9 and 10 shall be used. 

If Sensing Type 9 (see F.8.2.9) is used, then MSF1 and MSF2 of the 802.22.1 beacon frame is captured and decoded. The signature calculated over the 802.22.1 beacon frame is contained with the Signature field of MSF2. To verify the signature, the public key of the certificate used to generate the signature is required. In this case, the certificate and public key shall be obtained via some off-line method (see 5.6.1 and 7.5.5, IEEE 802.22.1) and installed at the 802.22 BS/CPE via a MIB. 

[Editor’s Note: This implies that there is some Part74 database that has info/locations for licensed wireless microphones. This database could hold info about the licensee, including the certificate. This method also implies use of a MIB, which will be defined later. Use of this method requires further discussion.] 

If Sensing Type 10 (see F.8.2.10) is used, then MSF1, MSF2, and MSF3 of the 802.22.1 beacon frame is captured and decoded. With this method the receiving device has all of the information it needs to verify the signature.

The process for verifying the signature in the 802.22.1 beacon frame is detailed in 7.5.4 of IEEE 802.22.1. If the signature is processed, and verified as being authentic, the receiving device has knowledge that the originator of the beacon is an authentic PPD as defined by IEEE 802.22.1. Under this circumstance, the 802.22 device must vacate the channel after following the procedures as defined by the policy in Clause 9. If the signature is not verified as being authentic, but the presence of the microphones is detected and authenticated through collaborative sensing, then once again the 802.22 device must vacate the channel after following the procedures as defined by the policy in Clause 9. 

 [Editor’s Note: Left open for now. Currently not sure what to do if signature is processed and found to be invalid. Does the BS/CPE still have to vacate the channel? Has this case been considered properly in Clause 9?]
6.7 CPE Privacy

CPE SID and MAC Address is sent in the clear during the Ranging procedure. This can allow malicious users to track an individual CPE in the network, which is both a security concern and may (in some regulatory domains) violate laws regarding privacy of user information. 

The following process details a procedure that can be used to ensure user privacy:

a) Upon receiving the CDMA Allocation IE, CPE transmits the RNG-REQ with its MAC Address on the Initial Ranging connection.

i) The BS receives the RNG-REQ, and transmits the RNG-RSP to the intended CPE using the MAC Address received in the RNG-REQ. The RNG-RSP shall contain a “temporary” SID selected from the pool of unused multicast SIDs.
j) The “temporary” SID is then used by the BS and CPE to conduct the basic capability exchange (CBC-REQ/RSP).

k) The BS or CPE transmits the SCM EAP-Start and EAP-Transfer messages on the “temporary” SID until authentication is complete.

l) The “temporary” SID is used to setup the keying on the CPE via SCM Key-Request/Reply messages.

m) The registration process is initiated when the CPE transmits the REG-REQ to the BS. When the BS responds with the REG-RSP, it shall include the Permanent SID IE (see 6.10.7.3.7.9), to assign the “permanent” SID to the CPE
The CPE and BS “hold” onto the temporary SID until the CPE completes the REG-REQ/RSP. Until then no other CPE can enter the network utilizing the same temporary SID. Use of this procedure is optional and at the discretion of the operator.
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