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1.0 Proposed Resolutions to Comments Related to Sections 9.6 and 9.7
Comment 1167 – Tom Kiernan - Database Service section is currently empty.
Proposed Resolution – Counter - Editor to include Sections A, C, D and E from Document 22-09-0123 Rev 15 into Section 9.6. See resolution to comment 1181
Comments 1169, 1178, 1179 – Superceded by the proposed resolution to Comment 1167

Comment 1168, – Tom Kiernan - Although primitives in this Section are specific to the Cognitive Radio Capabilities, they really deserve to be in their own new section which is combined with the MIB and Management Plane Procedures

Proposed Resolution – Counter – The 802.22 ad-hoc group developed the Database Service Interface Document – 22-09-0123 Rev 15

In developing the database related document, these messages changed significantly. Cognitive radio capability ad-hoc recommends that the Contents of Section 9.7.1 be entirely replaced with the contents of Section B in Document 22-09-0123 Rev 15.

Comments 1170, 1180, 1182 – Superceded by the proposed resolution for Comment 1168
Comment 1181 – Winston Caldwell - Security is necessary to assure that the device is communicating with a legitimate database service. 

Proposed Resolution - Develop the required security to verify that the device is communicating and receiving channels and power from a legitimate database service.

Winston's ad-hoc group should deal with this comment after it has completed its work on the 802.22 position on the Google database interface document. Action: Apurva to contact Winston for his support.  Wendong to confirm that the ad-hoc group mandate would be extended to work on this. Text from sections A, C, D, and E from 22-09/123r15 and 22-09/239r1 were pulled to create text for Section 9.6. The following is the next text suggestion for Section 9.6

[-----------------------------------------------Start of Text Proposal for Section 9.6------------------------------]
9.6.1 802.22 System Model
The 802.22 system model that has been assumed all along in the development of the 802.22 Standard is a point-to-multipoint model for extending broadband access to less populated rural areas where more available TV channels can be found. In this model, the base station (BS) is assumed to control all RF parameters of its associated customer premises equipment (CPE) (i.e., frequency, EIRP, modulation, etc.) in a “master-slave” relationship so that the responsibility of protecting the TV broadcast incumbents is fully carried by the Wireless Regional Area Network (WRAN) operator. When this model was applied to an interface to the database service proposed in the FCC R&O 08-260, the initial finding made by the 802.22 Working Group was that this interface is to take place entirely between the database service and the BS rather than with its individual CPEs. The system architecture and interface to the database services that the 802.22 Working Group has developed is depicted in Figure 9.6.1.
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Figure 9.6.1 – Structure of the 802.22 WRAN access to the database service
The BS will initially enlist with the database service as a fixed device. It will also enlist all its associated CPEs with their geographic location, device identification, etc. as obtained at association on a real time basis since its association may depend on the response from the database service.  On an ongoing basis, the BS will then query the database (at least once every 24 hours) using the M-DB-AVAILABLE-CHANNEL-REQUEST (Section 9.7.1.x) message so that it can retrieve the channel information. 

By using the M-DB-AVAILABLE message structure, it is possible to continue to support the “keep alive” functionality. The interface will be URL Web-based in the US.  This can be easily presented at the BS.  However, a different type of protocol other than http, providing only an IPv4/6 address, may be required outside the US.  This message covers for such possibility. 
Furthermore, the database service could send any update relevant to the BS operation through ‘push’ internet technology since the network address of the base station is provided as part of the messages. Such ‘push’ technology would allow for a better reaction time than the 24 hours minimum access time currently specified while keeping the database traffic to a minimum.
If a push model is ultimately used, it may be necessary to send the master’s (base station) network address for each enlistment message, even when the base station is enlisting a client CPE.  If the database recognizes that channel change information affects a CPE, the database needs the master’s network address of the CPE to know where to push the data.  We added the necessary fields for this information in the enlistment message.
9.6.2 Channel Access Request/Response
Besides the TVBD location, antenna directivity will be provided as input to the database service. This will allow for an extension of the capability of the database service to consider directional transmissions assuming that such devices are professionally installed as in the case of the 802.22 devices. In the US, the separation distances are calculated for the worst case of omni-directional antennas.  This may be different in other regulatory domains where the antenna discrimination for fixed devices may be used to increase the spectrum usage. 
The CPE registers with the base station in order to get access to its network. As part of the 802.22 registration process, the base station will enlist the new CPE with the database service by using the CPEs geolocation information. A distinction between the fixed base station and the fixed CPE is provided so that contact information is only sent if the enlisting device is a base station, not when the base station is enlisting a new CPE. 
The base station uses the channel availability specific to each CPE to manage its network’s composite channel sets.  If the operating channel becomes unavailable for a particular CPE, the base station decides whether to disallow the CPEs operation on its network or to switch its entire network to another channel. The base station owner/operator is responsible for all of the CPEs that are registered with the base station. We feel that it would be wise for future-proofing to allow extra indexes for new types of devices.
We recognize that the antenna information field is optional depending on the regulatory domain of operation. Because of this, we intend to redesign our messaging to indicate more clearly that certain fields are optional. The correct antenna azimuth would need to be calculated by the database service using great-circle calculation based on the location of the BS enlisting the device and the location of the device being enlisted. The antenna height information is sent during the enlistment since the antenna height will not change unless the device moves.  If the device moves, it must re-enlist. 
The Order requires that the database stores fixed device registration contact information. 802.22 provides fixed contact information in the enlistment request. Our assumption is that the database could match the previously provided contact information using the device id and serial number from the provided in the available channel request.
A response in terms of maximum allowed EIRP per TV channel rather than a simple list of available channels (noting that the latter can be easily deduced from the former), and time availability of each channel is expected in order for it to be useful information for TVBD operation. In the case where the BS controls the EIRP of its associated TVBD, devices operating at lower EIRP because of advantageous propagation conditions could operate in locations where they would not normally be allowed if only their maximum EIRP was considered. The base station could also plan its channel usage based on the schedule provided by the database service.
It is an 802.22 requirement that the base station is equipped with satellite based geolocation and will therefore have common time synchronization. This timestamp in the defined message structure is useful when utilized in conjection with a push mechanism and for recognition of what new data needs to be pushed to the device. The timestamp also allows for a time measurement of round-trip request/confirm. This is useful for tracking the quality of link/access to a database provider, and allows the BS/CPE to select amongst the providers with the the BS/CPE has the best access to (should multiple database providers be allowed for). Messages structures associated with enlistment to the database, as well as DB Available request/confirm, use the same time formatting.

It is expected the geolocation unit of the device to provide the NMEA string, as we expect the device to get its’ location information from a satellite-based geo-location service (e.g. GPS). Various functions defined in the standard are dependent on the NMEA string, and we would like to forward this information with as little manipulation of the data as possible.
9.6.3 Secure Database Access
The 802.22 WG is of the opinion that security on the messages exchanged between the Base Station and the database service will be critical for the proper operation of the systems to allow authentication of the database provider as well as the WRAN system querying the service. Security will also be necessary to avoid the message exchange being altered on the backhaul connection. These secure procedures are needed so that the WRAN operators can avoid interference to TV incumbents. TLS/SSL was identified as an acceptable way to provide transport layer security on the link between the database service and the BS.

The 802.22 will support EAP-based authentication. EAP is an extensible authentiation framework that allows the operator to select the desired device credential and authentication procedure. It is desired to use the same credential that used for database access to support 802.22 user/device authentication and facilitate device registration during network entry. 
If TLS/SSL is used to support database access using X.509 (RSA or ECC) certificates, then it is recommended that 802.22 operators support user/device authentication with EAP-TLS or EAP-TTLS. This requires that the device is pre-installed with an X.509 certificate (support for RSA and ECC). The credential used for user/device authentiation and database access would also be used to help automate “keep alive” functionality. The 802.22 WG recommends authentication based on Elliptic-Curve-Cryptography (ECC).  We note that the RSA is outdated while ECC provides more security with less overhead and faster processing.
[-----------------------------------------------End of Text Proposal for Section 9.6------------------------------]
Comment 1185 – Steve Shellhammer – Sub-clause 9.7.4 and 9.4 are somewhat redundant.  As a results there are tables in 9.7.4 that repeat some tables from 9.4. This will lead to lots of errors.

Proposed Resolution – Reject - Section 9.4 defines the Spectrum Sensing Function related terminology, and Section 9.7.4 defines the SSF interfaces, messaging and provides a SAP definition. Ultimately, contents of Section 9.7.4 will be included into a new Section on Managemen Plane Procedures and so it is necessary to keep. So, both these sections are necessary at this time.
Comment 1191 – Charles Einolf – Table 293 Valid Range Values are Missing. 

Proposed Resolution - COUNTER – Modifications to the Tables 291, 292 and 293 are provided. Modifications to these tables resulted in a need to make appropriate modifications in Tables 257 and Tables 260 also. Those are also specified in this document.

All the proposed changes are highlighted in Red.
1. Editor – Please note proposed chjanges to Table 291

Table 291 — SM-SSF-SAP-CHANNEL-SENSING.request parameters

	Name
	Type
	Length (Bits)
	Value / Description

	IETF Country Code
	ASCII
	16 bits
	See Annex A

	Channel Number
	Integer
	8 bits
	The channel number which is to be sensed by the SSF. Range as specified in Table 257. 

	Channel Bandwidth
	Integer
	4 bits
	The bandwidth of the channel to be sensed by the SSF. Values as specified in Table 257. 

	Sensing Mode
	Integer
	2 bits
	The sensing mode specifies which SSF outputs are valid as specified in Table 260.

	Signal Type Array
	Array
	32 bits
	An array indicating which signal types the SSF is to sense for as specified in Table 258.

	Sensing Window Specification Array
	Array
	N X 32
	N is the number of signal types enumerated (that are equal to ‘1’) in the Signal Type Array. 

Sensing window specifications as specified in Tables 257 and 260.

Each element in the Sensing Window Specification consists of:

 NumSensingPeriods SensingPeriodDuration

SensingPeriodInterval

	Maximum Probability of False Alarm Array
	Array
	N X 8
	N is the number of signal types enumerated (that are equal to ‘1’) in the Signal Type Array. 

This value is valid only for sensing modes 0 and 1. Each element specifies the maximum probability of false alarm for the corresponding signal type decision in the sensing present Array. Range of PFA as specified in Table 257.


Corresponding Changes that are Needed in Table 257, 259 and Table 260
2. Editor, please implement Comment 1130 – Table 257 – Proposed Resolution Expand STA to 32 bits.

3. Editor NumSensingPeriods needs to be changed in Tables 257 and 260 to 8 bits – 0-127 to align it with BLM-REQ. Values from 128 to 255 are reserved.

4. Editor, Table 259 – Num Sensing Periods – 8 bits – 0 to 127 to align it with the BLM-REQ message. Values from 128 to 255 are reserved. 
5. Sensing Period Interval size needs to be changed in Tables 257 and 260 from current 8 bits to 16 bits, 
This makes the total size of the Sensing Window Specification Array to 32 bits. 

6. Editor - Also add Sensing Mode Size – 2 bits in Table 257

7. Editor - Also add Maximum Probability of False Alarm – 8 bits in Table 257. Range goes from 0.001 – 0.255

8. Editor, please note changes to the Table 292

Table 292 — SM-SSF-SAP-CHANNEL-SENSING.confirm parameters

	Name
	Type
	Length (Bits)
	Value / Description

	IETF Country Code
	ASCII
	16 bits
	See Annex A

	Channel Number
	Integer
	8 bits
	The channel number which is to be sensed by the SSF. Range as specified in Table 257. 

	Sensing Mode
	Integer
	2 bits
	The sensing mode specifies which SSF outputs are valid as specified in Table 260.

	Status
	Enumeration
	2 bits
	00 - INVALID_REQUEST,

01 - INVALID_SIGNAL_TYPES

10 - RESERVED

11 - SUCCESS,

The value indicates whether the sensing request was successfully generated.

	Invalid Signal Type Array
	Array
	32 bits
	An array indicating which signal types the SSF will not be able to sense for as specified in Table 258.

This attribute is valid only if the Status = INVALID_SIGNAL_TYPEs




9. Editor – Please note changes to Table 293

Table 293 — SM-SSF-SAP-SENSING-RESULTS.indication parameters

	Name
	Type
	Length (Bits)
	Value / Description

	IETF Country Code
	ASCII
	16 bits
	See Annex A

	Channel Number
	Integer
	8 bits
	The channel number which is to be sensed by the SSF. Range as specified in Table 257. 

	Sensing Mode
	Integer
	2 bits
	The sensing mode specifies which SSF outputs are valid as specified in Table 260.

	Signal Type Array
	Array
	32 bits
	An array indicating which signal types the SSF is to sense for as specified in Table 258.

	Signal Present Array
	Array
	N X 2
	Each element in the Array is a signal present decision.  

Each decision can take on three possible values, as given in Table 261.

	Confidence Array
	Array
	8 bits
	Confidence Array is only valid for Sensing Mode 2

Each element in the confidence Array is a confidence metric for the sensing result for the corresponding signal type as defined in Table 261.

The Confidence Array is only valid for Sensing Mode 1.

0x00 – No confidence

0x01 – 0xFE - Reserved

0xFF – Full confidence

	RSSI Measurements
	Array
	 NumSensingPeriods X 32
	RSSI Measurement is only valid for Sensing Mode 3

BS can ask the CPE for up to 127 last measurements of the RSSI estimate in the sensing chain, where each measurement is a floating point number (32 bits) which represents the RSSI in dBm. 

Length of the array is equal to the NumSensingPeriods, where each measurement is taken in a sensing period.

	RSSI Standard Deviation
	Floating Point
	32
	RSSI Standard Deviation is only valid for Sensing Mode 3. It is a floating point number that represents the RSSI standard deviation over NumSenisngPeriods measurements.
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Abstract


This document provides the proposed resolutions to the comments related to Section 9.6 and Section 9.7. These comments are 1130, 1167, 1168, 1169, 1170, 1178, 1179, 1180, 1181, 1182, 1185 and 1191. 
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