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7.6.7 Signal Type Determination, Distributed Sensing and Policy Enforcement
7.6.7.1 General

The essential functions of the Security Sublayer 2 at the cognitive plane shall be to provide protection for the incumbents as well as protection to the 802.22 systems against DoS attacks of various types. Figure 138 shows the security sublayer architecture for the Cogitive Plane. This security sublayer is responsible for distributed spectrum sensing, signal type determination, correlation with geolocation information from various sensors (CPEs) located in the network and policy enforcement. This information from various sensors shall be combined in a certain way which is referred to as information fusion followed by policy enforcement. These steps enable the 802.22 systems to provide protection against some types of DoS attacks. Since this functionality is essentially a part of the Spectrum Manager, the signal type determination, information fusion, and policies are defined in Clause 9, on Cogntive Radio Capability, [16] however a brief description is provided in the following section. 
7.6.7.2 Signal Type Determination

The IEEE P802.22 systems shall have the capability to determine the signal type that have been detected as an outcome of spectrum sensing. The signal type determination is dependent on the regulatory domain requirements and has been specified in Clause 9 and normative Annex A. In some regulatory domains, the signal type determination through the use of spectrum sensing may be necessary since it determines the radio transmission behavioral control using various policies and procedures. 
7.6.7.3 Distributed Sensing Mechanisms

Distributed spectrum sensing is a scheme wherein more than one Radio Frequency (RF) sensors are used to sense the spectrum. This local sensing information shall be made available at the BS which makes a decision on whether to make opportunistic usage of the spectrum. 

Annex F shows some comparisons of distributed spectrum sensing and information fusion to improve security in a network consisting of cognitive radios such as the one being considered for P802.22 systems. In Appendix E, various rules are considered for information fusion where it has been shown that rather than using simple OR or AND type rules, Voting based rules provide flexibility and accuracy needed to provide security protection in cognitive radio systems. However, in certain regulatory domains such as the US, only ‘OR’ rule based distributed sensing is allowed wherein even if one sensor detects and determines the signal type, the policies defined in Clause 9 for such a detected signal need to be enforced.
Distributed sensing may take into account the knowledge on the geographic location of the specific sensing devices providing sensing reports.  The correlation of the reports of the sensing devices that may have sent an “Urgent Coexistence Situation (UCS)” message to the BS and their respective geographic location may provide means to identify the characteristics of the sensed signal. This may improve the decision making to determine the presence of an incumbent and its type versus presence of other devices based on their expected extent of coverage. 

In the case of DTV detection, there will be larger area where the sensors will detect the presence of the signal..  In the case of a wireless microphone, the detection will be over a limited area.  This is also true in the case of the detection of an 802.22.1 beacon. This information is useful in determining the signal type and in the case of  an 802.22.1 beacon it reduces the need to rely on the full PPDU decoding. 
Since all the information may be available at the BS, based on what is allowed in the regulatory domain requirements, it will be up to the manufacturers to implement various levels of complexity in fusing the sensing reports and the geographic location of the sensing devices to come up with a reliable assessment of the presence of incumbents, that is true positives, while minimizing the probability of false positives. Incumbents shall be protected in all cases and in case of doubt, action shall be taken to avoid interference to incumbents. More advanced data fusion and decision processes may have the advantage of avoiding false positives and false alarms and therefore reducing cases where WRAN systems would have to change frequency while it is not necessary.

Distributed sensing will help provide protection to the primary users of the spectrum since the probability of missed detection reduces with the number of sensors. Signal type determination and distributed sensing provide protection to the WRAN systems of the spectrum against DoS attacks. Distributed sensing helps to protect the WRAN systems against DoS attacks since it is easy fool one sensor into believing the state of the spectrum, however, it is difficult to fool many sensors located in proximal, but disparate geographical locations. However, the data fusion rule for the distributed sensing shall be used in accordance with the specified regulatory domain requirements. [See Annex A]


7.6.7.4 Policy Enforcement and Radio Transmission Behavior Control
The IEEE P802.22 SM shall control the radio transmission behavior of the BS and the CPEs via policy sets as defined in Clause 9 [ 9.2.5].
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Abstract


The following document provides the proposed modifications to Section 7.6.7 in response to Comment 503 and Comment 504 from Tom Gurley and Winston Caldwell 
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