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Proposed changes to section 6.22:

6.22 Incumbent protection

To address incumbents detection and protection, numerous techniques are available by means of spectrum management, quiet period management, distributed spectrum sensing, detection algorithms, and measurements. The MAC provides all the capabilities for the effective detection and protection of incumbent services. A comprehensive set of spectrum management and measurement commands is available, which gives the BS the necessary flexibility to manage CPEs and obtain a reliable spectrum occupancy map of its cell and, if needed, change its operating parameters.

CPEs also have various ways to report measured information to the BS. In addition to a pool of MAC management messages, urgent coexistence situations can also be reported either through fields located in the generic MAC header itself, or through the UCS contention or CDMA messages. The simplified lifecycle of a single measurement activity is depicted in Figure 1. Each of the phases of this lifecycle requires special handling, and specific protocols and algorithms are described in this subclause and in Error! Reference source not found. to address their requirements. In the following subclauses, we provide a detailed overview of the mandatory mechanisms available in the MAC for the management of incumbent measurements throughout their lifecycle.
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Figure 1 Life cycle of a measurement activity
[Not sure what the notification phase and optional recovery phase are about. Propose to remove the Figure]
6.22.2 Measurements Classification

Measurements can be of types: in-band (i.e., measurements made on the operating TV channel and its first adjacent channels), and out-of-band (i.e., measurements made on other TV channels than the above three channels).

6.22.3 Measurements Management

Besides the automated sensing measurements that are carried out autonomously by the SSA (see  Error! Reference source not found. and Error! Reference source not found.) which allow for detection of urgent interference situations in the case of in-band sensing and for clearing a minimum number of channels on the backup channel list (see Error! Reference source not found.) through out-of-band sensing, the MAC also supports a hierarchical measurement philosophy implemented by four management messages, namely, BLM-REQ, BLM-RSP, BLM-REP, and BLM-ACK (see Error! Reference source not found. and Error! Reference source not found.). These management messages are used between the spectrum manager at the BS and the SSA at the BS and CPEs to perform a wide range of measurement activities, either related to incumbents or to self-coexistence. With these messages, both in-band and out-of-band specific measurements can be performed.

In a single BLM-REQ command, the BS may simultaneously request SSAs to perform several types of measurements in a number of channels. Thus, a BLM-REQ is formed by a collection of single measurement requests. Each single measurement request specifies several parameters such as the periodicity with which the BS wants SSAs to report back to it or if reports are to be autonomous. Furthermore, single measurement requests also define timing parameters, as illustrated in Error! Reference source not found.. Upon receiving a BLM-REQ message, the SSA shall examine this message’s header and determine whether it is required to respond back with a BLM-RSP message. In all cases, the SSA shall carry out all the measurements as requested by the BS, if these are supported. SSAs shall report back to the BS with a BLM-REP message which contains measurement results of what has been requested by the BS in the corresponding BLM-REQ message. These reports shall be sent with the periodicity specified by the BS in the corresponding BLM-REQ message. Once the measurement report message is successfully received at the BS, the BS shall respond back to the SSA with a BLM-ACK message to acknowledge its reception. In case the SSA does not hear the BLM-ACK message from the BS after some pre-specified timeout T29 (see Error! Reference source not found.), it shall assume that its BLM-REP message was lost and shall initiate retransmission of this BLM-REP message. The SSA shall attempt retransmission of measurement report messages up to the value specified for BLM-REP Retries (see Error! Reference source not found.). Once the BLM-ACK message is successfully received at the SSA, it shall then clear its local statistics to prepare for future measurements. Figure 2 illustrates the measurement message flow between the BS and an SSA.

The nature of the SSA reports received by the spectrum manager at the BS can be essentially of two types: regular or urgent. Regular reports refer to the cases where the BS has explicitly requested SSAs to report back to it with a certain periodicity (and so the BS can allocate sufficient upstream resources beforehand), and also when SSAs are allowed to report autonomously, for example, whenever enough data has been collected (in this case, CPEs may have to request for upstream resource allocation).
Urgent reports are those that take place as a result of the automated in-band sensing carried out by the SSA (see Error! Reference source not found.) whenever an incumbent is detected in the current operating channel of an 802.22 cell or on either of its adjacent channels. The BS shall provide upstream UCS contention periods on a regular basis. The CPEs can then notify the BS about potential interference by sending the UCS Notification bit in the GMH and sending in its own upstream allocations or using one of these UCS contention periods.

Subsequent reports can then be requested through the BLM-REQ MAC message immediately after detection of an incumbent to further quantify the situation (see 6.22.4). In this case, the BS shall provide periodic bandwidth request opportunities during which CPEs can  report critical measurement results, or else the CPE can use any of its own reservations for this purpose.

In case the CPE uses UCS notification, the BS does not send an acknowledgment. The BS can then send a BLM-REQ message and allocate bandwidth for the CPE to transmit the complete measurement report message (BLM-REP), and the corresponding acknowledgment (BLM-ACK) is sent on the next downstream opportunity following the reception of the measurement report.
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Figure 2 Measurement message flow between BS and CPE

Once the BS receives a UCS notification from its various CPEs, it may wish to take steps to resolve any potential interference situation with incumbents. To this end, a rich set of channel management messages is supported through the Incumbent Detection Recovery Protocol (IDRP) (see Error! Reference source not found. and Error! Reference source not found.) that enables the BS to act promptly and effectively. The IDRP shall also be used as part of the recovery procedure (see 6.22.5). In case of self-coexistence interference situations, other mechanisms available are “spectrum etiquette” and “on-demand frame-based contention”, and their use is discussed in Error! Reference source not found..

In order for the BS to poll measurements from a group of CPEs, the BS shall establish a multicast group and assign said CPEs to the group (see Error! Reference source not found.), as well as establish a Group Security Association (GSA) and keying mechanism to protect the DS measurement report request messages.

6.22.4 Incumbent Detection

The MAC is able to fully manage periodic sensing of incumbent transmissions. This is done through the quiet period management mechanisms described in Error! Reference source not found..

6.22.5 Measurement Report and Notification

Channel occupancy by incumbents changes over time, and this is the reason why CPEs and BSs shall periodically sense the medium to determine the presence or absence of incumbents. In a situation where an incumbent is operating on the samechannel  or on adjacent channels relative to the channel used by the 802.22 cell (i.e., in-band), certain CPEs (or even the BS itself) will detect the incumbent’s transmitted signal through the distributed sensing technique. Whenever this happens, the CPE shall immediately notify and report this situation to the BS. The SSAs at both BS and CPEs shall execute automatic algorithms that allow the reliable detection of incumbent signals and the procedure is described in 9.3.3.
B
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Figure 3 Incumbent notification phases [Change Quiet Period Notification Phase for Sensing Notification Phase, change Normal System Operation Notification Phase for Normal system Operation]
6.22.5.3 Notification Phase for Sensing   

After a quiet period, the SSA at both the BS and CPEs have performed incumbent measurements. If the BS itself detected the presence of an in-band incumbent, it can proceed as discussed in 6.22.2. Regardless of that, in the next frame (and optionally in subsequent frames) right after the end of the quiet period, the BS may limit its downstream transmissions to the minimum necessary, and devote most of its frame allocation for upstream traffic. 
 
More specifically, the BS may decide to provide for more upstream bandwidth allocation for those CPEs that indicated the presence of incumbents, and hence obtain a more comprehensive report. 

Those CPEs who have not been allocated dedicated upstream bandwidth, but who have detected the presence of an incumbent during the quiet period, shall use the UCS notification intervals for the purpose of notifying the BS. If no such UCS notification intervals are available, the CPE shall wait for subsequent frames where the BS will either allocate upstream bandwidth for this particular CPE or schedule UCS notification intervals. In the case of the contention-based UCS interval, the burst shall contain 7 symbols to allow the pilot carriers to properly correct for the transmission channel distortion.

It is important to note that only those CPEs that have not been allocated upstream bandwidth in a frame are allowed to use the UCS notification intervals in that frame (see 6.22.4.1.2 for further details). Those CPEs having upstream bandwidth allocation shall use the UCS flag bit in the generic MAC header of their upstream transmission.

To improve the reliability and performance of the system, two types of UCS Notification windows are possible (see 6.22.4.1.2). In the case of a contention-based UCS Notification, the BS shall allocate the size of a UCS notification interval to be big enough to fit one or a few generic MAC headers (which is the smallest unit of information for incumbent notification purposes – see GMH referenceError! Reference source not found.).  The CPEs that have detected an incumbent in-band shall then contend for this UCS notification interval to immediately send their MAC header with the UCS flag set. In the case of a CDMA UCS Notification, the CPE shall transmit its CDMA code in the corresponding CDMA UCS opportunistic allocation.  This will allow the BS to identify right away that there is an urgent coexistence situation and allow it to take the necessary measures but it will not tell the BS with which CPE this situation occurred.  To identify which CPE has detected an incumbent, the BS will need to issue a CDMA_Allocation_IE for the CPE to respond. This bandwidth grant will allow the CPE the opportunity to report on its UCS. The use of both of these types of notification schemes will provide a quick and reliable report from the CPEs to the BS to be made in the first stage, and allow the BS to query for a more detailed report on the UCS, in a second stage, by sending a BLM-REQ message and granting more upstream bandwidth resources to those CPEs who claim having detected the presence of incumbents.

6.22.5.4 

At any time, the BS should allocate a minimum number of UCS notification intervals for the purpose of incumbent notification. If the detection of an incumbent by a CPE takes place during normal operation, the CPE can notify the BS through its granted upstream bandwidth allocation in the frame or, if not available through UCS notification. These are discussed in the subclauses below.

6.22.5.4.2 CPEs with Upstream Bandwidth Allocation

In case the CPE has an upstream bandwidth allocation to send the UCS notification to the BS by setting the UCS flag in the generic MAC header (see Table 3), it shall do so in the first available opportunity. By setting this field, it will indicate to the BS that there is an urgent coexistence situation. Where incumbent protection is concerned, the UCS Notification messages take precedence over all other messages. Once the BS receives the UCS Notification, it proceeds as outlined in 6.22.2 and takes any necessary steps to resolve the coexistence situation.


Once the BS is notified through the UCS Notification flag in the MAC header, it can proceed in different ways. For example, once it receives this UCS notification, it may query the reporting CPE through the BLM-REQ message and allocate more upstream resources to this CPE in the next frame so that this CPE can send a more detailed report via a BLM-REP. Alternatively, the BS may set the MRT field in the corresponding allocation of this CPE in the US-MAP message (see Error! Reference source not found.), and this will specifically solicit from this CPE more detailed measurement information that shall be sent in its next upstream allocation. Another possibility is for the BS to play safe and immediately issue channel management messages for a channel switch in order to resolve the situation. Finally, one last option could be for the BS to delay taking any immediate action and wait for feedback from other CPEs. 

6.22.5.4.3 CPEs without Upstream Bandwidth Allocation

Even if the CPE does not have any upstream bandwidth allocation with its BS, it still needs to report to the BS about the UCS with incumbents. In this case, the CPE shall use the opportunistic upstream UCS notification intervals in order to reach the BS and indicate the UCS with incumbents. The opportunistic UCS notification intervals shall always be allocated by the BS in the same time/frequency region across frames. This will allow even those CPEs who have suddenly started to experience harmful interference from an incumbent service to reliably notify the BS about the presence of the incumbent service, as the location of the UCS notification intervals is always known. The CPE shall notify the BS in the UCS notification interval immediately after the incumbent service is detected, while it is still synchronized to the BS.

It is important to highlight that the only situation when CPEs are allowed to use the UCS notification intervals is when they do not have upstream bandwidth allocation but yet need to reach the BS and report a UCS with incumbents. 
There are two possible ways a BS can allocate opportunistic UCS notification windows in its upstream: Contention-based UCS Notification and CDMA UCS Notification.  The CPEs shall use these intervals in accordance with their specific type.
6.22.5.4.3.3 Contention-based UCS Notification

In reporting a UCS through the use of the contention-based UCS notification intervals, the CPE shall transmit only the generic MAC header, typically without any payload. In this MAC header, the CPE shall set the UCS field accordingly so as to allow the BS to be notified of the UCS. Upon receiving the message from the CPE, the BS shall proceed as discussed in 6.22.2. If requested by the BS through either a BLM-REQ message or by the MRT field in the US-MAP (see Table 40), the CPE shall send a single measurement report describing the potential interference situation in a subsequent field (see 6.10.18.3.1).

6.22.5.4.3.4 CDMA UCS Notification

In addition to the contention-based UCS notification window described above, the PHY also supports the use of a CDMA mechanism for the purpose of UCS notification.

As specified in 6.10.3.1.1, the PHY has available a subset of UCS notification codes that shall be used for CDMA UCS Notification (see Table 36). The CPE, upon needing to make a UCS Notification, shall select, with equal probability, an UCS notification code from the code subset allocated to UCS Notification. This UCS Notification Code shall be modulated onto the specified upstream opportunistic sub-channels and transmitted during the appropriate CDMA UCS Notification window (see Table 40 for UIUC=4).
Upon detection, the BS shall grant an upstream allocation for the CPE.  The BS does not respond with an allocation on the CPE’s Basic FID since it is not yet known at that time.  Instead, it broadcasts a CDMA_Allocation_IE, which specifies the Code that was used by the CPE. This allows the CPE to determine whether it has been given an allocation by matching the CDMA code that he used for the CDMA UCS Notification message and the code broadcast by the BS. The CPE shall use the allocation to transmit a MAC PDU with the UCS field in the MAC header properly set. In addition, if allowed by the BS, data could also be transmitted in this allocation as indicated by the Usage field in Table 42.

If the BS does not issue the CDMA_Allocation_IE described above, the CPE shall assume that the Code transmission resulted in a collision and follow the contention resolution as specified in 6.16Error! Reference source not found..

6.22.6 Incumbent Detection Recovery

This subclause describes the incumbent detection recovery protocol (IDRP), which is used by the BS and CPEs to restore service under an urgent coexistence situation due to incumbent detection.

The IDRP is executed by BS and CPEs. When the CPE detects and reports an incumbent on the operating channel or its adjacent channels, it expects a notification from the BS. There are two types of notification: explicit and implicit. The explicit notification is used by the BS if it decides to execute a spectrum management command, in which case the BS transmits a spectrum management message to CPEs (e.g., a channel switching request message CHS-REQ) providing a way to notify CPEs and re-establish normal operation in a timely manner on another operating channel. However, if the reporting CPE does not receive the spectrum management message, it uses a timer to identify whether action is needed to protect the detected incumbent and maintain connectivity with the BS. Therefore, after sending the incumbent detection notification, the CPE starts the timer Ts that is preset at the value given in Table 272, and if this timer expires before an explicit notification is received from the BS, the CPE concludes that the operating channel is under interference and immediately switches to the first backup channel on its list. Figure 3 depicts the explicit and implicit notification mechanisms, while Figure 4 and Figure 5 show the details of IDRP for the BS and CPE, respectively.

Figure 4 describes the detailed procedure executed by the BS, which starts with an incumbent detection event, which can be triggered by an incumbent detection notification received from one or more CPEs, or by the BS’s own measurements or external information (e.g. database updates). In such a situation, the BS shall update its local channel status information and if the affected channel is the operating channel, the BS shall notify the CPEs of the action to be taken by sending a spectrum management command. As part of the procedure, the BS shall also update the list of backup channels when needed.

In the case of a CPE (see Figure 5), the first step in IDRP upon detection of a primary radio service is to notify the BS and await further instructions (this can be done a few times up to a pre-determined amount of repetitions). In case the CPE does not receive a spectrum management message from the BS, the CPE shall try to find the transmissions from the BS and continue its operation on the first backup channel, if not, on the second backup channel and so on. If the CPE cannot re-establish communication with the BS on any of the backup channels, the CPE initialization procedure shall be triggered.

The success of the recovery procedure will depend on the availability of backup channels and, in order to maintain a list of available backup channels, CPEs shall use their idle time to perform measurements to keep track of the availability of backup channels as described in 9.3.4. For this purpose, the BS shall provide sufficient idle time to the CPEs for them to ’clear’ a sufficient number of backup channels (see Figure 179 and 6.10.18.3.1.4). The BS can also request CPEs to sense some backup channels through the BLM-REQ message (see Error! Reference source not found.).  Every CPE shall perform this procedure according to a repetition period of execution as specified by the Channel Monitoring Requirement for acquiring a channel in Table 285 of Annex A.
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Figure 4 The explicit and implicit notification mechanisms in IDRP [ Timer TS needs to be inclused at the beginning of the text: “Ts Timeout-based Implicit notification”]

Figure 4
Figure 5 IDRP at BS [Add a loop to visit all backup channels before termination, also: “Change operational parameters to the “selected” backup channel”]

Figure 6 IDRP at CPE

6.22.7 DFS for Incumbent Protection

The framework upon which the BSs control and implement the necessary behavior to sense and protect the incumbent services is based on the dynamic frequency selection (DFS) model.  This is supported by the quiet period management mechanism (see Error! Reference source not found.), the in-band sensing process and the resulting UCS Notification mechanism (see 9.3.3), the out-of-band sensing process and the resulting maintenance of a list of available backup channels (see 9.3.4), the in-band and out-of-band sensing measurement processes and the resulting measurement messages (see Error! Reference source not found.) and the channel management messages (see Error! Reference source not found.).
_________________________

Abstract


This document contains proposals for modification of section 6.22 which is outdated and based on a previous approach where the sensing results could only be sent to the BS through the BLM-REQ/REP messages. This approach has since been modified to have continuous and automated sensing at the CPEs during the quiet periods to identify the presence of incumbents and to generate urgent reports through the UCS flag in the upstream MAC header or through the UCS notification (contention or CDMA).





The BLM-REQ/REP message is now only used in non-urgent situations for more detailed sensing reports.





The text needs extensive updating.
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� Since the correct reception of these messages is critical for coexistence purposes, they should be transmitted with a more robust modulation/coding.


� The number of frames will highly depend on the number of CPEs.


� Note that, if necessary, the BS may guarantee the full reliability of the notification procedure (i.e., ensure that all CPEs are heard) by allocating upstream bandwidth for each and every CPE in its cell. In this case, the BS should not allocate time for the UCS Notification Slots. In some situations, however, this may lead to waste of bandwidth especially when no incumbent is detected. There is a clear trade-off between notification reliability and data efficiency.
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