November 2010

doc.: IEEE 802.22-10/0187r0

IEEE P802.22
Wireless RANs

	Update to CBP Protection Signature Generation & Verification

	Date:  2010-11-24

	Author(s):

	Name
	Company
	Address
	Phone
	email

	Ranga Reddy
	Self
	
	
	ranga.reddy@ieee.org

	
	
	
	
	





Introduction
What is proposed is modification to the text in 7.6.2.5. This section deals with how the signature (that is used as part of CBP Protection) is actually generated during transmission and verified upon reception. The current text describing the generation steps are out of order and incomplete. There is also no text that describes the verification process. What follows is modifications to the text in 7.6.2.5 to close these issues. Editorial instructions are in [bold and italics enclosed in square brackets].

Technical Proposal
[modify the text in section 7.6.2.5 as follows]
[---------------------------------------------------Start of Text Modification---------------------------------------------------------------]

7.6.2.5
Signature Generation, Processing, and Validation Requirements

7.6.2.5.1
Signature Generation Requirements

1)  Key Derivation Function (KDF) is used to derive the key used to sign each CBP transmission. Dot22KDF is defined in 7.2.4.7. 
2)  For GMAC-based signature calculation refer to NIST Special Publication 800-38D, and the Authentication Only cryptographic method specified in Section 7.4.2.1.2.

7.6.2.5.2
Signature Generation Process

3)  The transmitting BS uses system clock (synchronized to GPS), to get time (to millisecond) for "Time" field of Signature data in 2nd symbol of Self-coexistence window

4) The public key used to derive the key that is used to calculate the GMAC signature shall be obtained by processing the “Public Key Reconstuction Data” of the BS Implicate certificate (see Table 18, 19, 192) according to the procedures defined in Section 4.1 “Initiator Transformation” in SEC 4.
5) The Dot22KDF funcation call that generates the key used by the transmitting BS use to calculate the signature, CBP_SIGNATURE_KEY, is given in step 3 of 7.6.2.1 and 7.6.2.2, for CBP Protection Modes 1 and 2 respectively.
6) Message input parameter into GMAC calculation shall be all of the non-signature data in the CBP burst. This shall include the CBP MAC PDU header, as well as all IE contents of the CBP burst, including the Element ID, Key ID, and Timestamp (obtained in step 1) fields of the Signature IE (Table 17). 
7) The GMAC algorithm is called with the CBP_SIGNATURE_KEY as the key input and CBP burst data from step 4 as the data input.
8) The GMAC 
9) signature algorithm outputs:

· For GMAC a digest that is 16bytes or 128bits long.  The digest value shall be truncated to no less than 64bits, as recommended by NIST Special Publication 800-38B.  NIST 800-38B suggests taking 64 MSB.  

10) The truncated digest value from step 6 is inserted into the Signature field of the Siganture IE of the CBP burst, and the CBP burst is then transmitted. 
7.6.2.5.3
Signature Validation Process

1) The receiving BS uses the “Public Key Reconstuction Data” of the BS Implicate certificate (see Table 18, 19, 192) of the transmitting BS to generate the transmitting BS’s public key, according to the procedures defined in Section 4.1 “Initiator Transformation” in SEC 4.
2) The receiving BS uses the Dot22KDF function to generate the CBP_SIGNATURE_KEY used by the transmitting BS to calculate the signature, CBP_SIGNATURE_KEY. The Dot22KDF function call for generating the CBP_SIGNATURE_KEY is given in steps 3 of 7.6.2.1 and 7.6.2.2. The “i” field of this call shall come from the Time field of the Signature IE of the CBP burst received from the transmitting BS. 
3) Message input parameter into GMAC calculation shall be all of the non-signature data in the CBP burst. This shall include the CBP MAC PDU header, as well as all IE contents of the CBP burst, including the Element ID, Key ID, and Timestamp fields of the Signature IE in the received CBP burst (Table 17).

4) The GMAC algorithm is called with the CBP_SIGNATURE_KEY as the key input and CBP burst data from step 3 as the data input.
5) The GMAC signature algorithm outputs:

· For GMAC a digest that is 16bytes or 128bits long.  The digest value shall be truncated to no less than 64bits, as recommended by NIST Special Publication 800-38B.  NIST 800-38B suggests taking 64 MSB.  

6) If the digest value calculated in step 5 matches the Signature field of the Signature IE, then the CBP signature has been validated. If it does not match, the signature validation has failed. 
[---------------------------------------------------End of Text Modification---------------------------------------------------------------]

[modify step two of 7.6.2.4.2 as follows]
[---------------------------------------------------Start of Text Modification---------------------------------------------------------------]

2) CA shall execute the procedure as defined in Section 4.2 of SEC 4 (“Standards for Efficient Cryptography 4: Elliptic Curve Cryptography), to finish the certificate generation process.

 [---------------------------------------------------End of Text Modification---------------------------------------------------------------]
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Abstract


This contribution provides text to update section 7.6.2.5 of the draft, that deals with how the signature for CBP auhentication is generated and verified.
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